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 Numerous IS researchers have argued that IS Security can be more effectively 

managed if the emphasis goes beyond the technical means of protecting information 

resources.  In an effort to adopt a broader perspective that accounts for issues that 

transcend technical means alone, Dhillon and Torkzadeh (2006) present an array of 9 

fundamental and 16 means objectives that are essential for maximizing IS security in an 

organization.  These objectives were derived using a value-focused thinking approach 

and are organized into a conceptual framework.  This conceptual framework provides a 

rigorous theoretical base for considering IS security in a manner that accounts for both 

technical and organizational issues; however, no direction is provided for using these 

objectives so that informed decisions can be made.  As a result, the goal of this 

dissertation is to develop a decision model using Multiple Objective Decision Analysis 
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(MODA) techniques that seek to provide informed alternatives to decision makers who 

desire to maximize IS security within an organization. 
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Chapter 1 - Orientation 
 
 
 
1.1  Introduction 

Information system (IS) security continues to present a major challenge to 

organizations.  Currently, a number of traditional techniques are being used that attempt 

to provide a means for assessing and thus improving IS security.  However, these 

traditional techniques have been shown to concentrate solely on technical matters such as 

confidentiality, integrity, and availability of data (CIA).  Yet, numerous IS researchers 

have argued that IS security can be more effectively managed if the emphasis goes 

beyond the technical means of protecting information resources (Baskerville, 1993; 

Hitchings, 1996; Segev et al., 1998; Straub and Welke, 1998; Armstrong, 1999; Dhillon 

and Backhouse, 2001; Dhillon and Torkzadeh, 2006).  This new emphasis has been 

labeled as the socio-organizational approach (Dhillon and Backhouse, 2001) to IS 

security where constructs such as ethical practices, cultural sensitivity, responsibility and 

awareness are considered along with the traditional constructs of CIA. 

In an effort to identify IS security constructs from the socio-organizational 

perspective, Dhillon and Torkzadeh (2006) present an array of 9 fundamental and 16 

means objectives1 that are essential for maximizing IS security in an organization.  These 

objectives were derived using Keeney’s (1992) value-focused thinking approach and are 

organized into a conceptual framework.  This conceptual framework provides a rigorous 

                                                 
1 These objectives are shown in Tables 2.1 and 2.2 in Chapter 2. 
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theoretical base for considering IS security in a manner that accounts for both technical 

and organizational issues.  However, no direction is provided on how these objectives 

could be used so that informed decisions can be made in the context of maximizing IS 

security. 

As a result, the purpose of this dissertation is to develop and validate a 

theoretically and methodologically sound decision model that will provide a consistent 

and scalable means for generating informed alternatives to decision makers for the 

purpose of maximizing IS security in an organization.   The creation of this decision 

model couples Dhillon and Torkzadeh’s (2006) framework with Multiple Objective 

Decision Analysis (MODA) techniques and will be validated via an organizational case 

study.  

The remainder of this chapter describes the nature and orientation of this research.  

Section 1.2 presents three definitions that are critical to this research.  Section 1.3 

presents the major research questions that this dissertation will address.  And Section 1.4 

outlines the remaining chapters of this dissertation.  

 

1.2  Definitions 

 Three definitions are required to set the stage for this dissertation.  The concepts 

defined include:  information system, information systems security, and value-focused 

thinking.  These concepts are embedded in the research in the subsequent chapters. 
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1.2.1  Information System 

 To adequately define the term information system one must first understand what 

the term system means.  Merriam Webster Online defines the term system as a collection 

of related elements comprising a whole, where each element must be related in some way 

to the entire system (See also: Emery, 1981).  For example, our own earth is part of a 

collection of planets that revolve around the sun making up what we call the solar system.  

To study the solar system, astronomers and physicists have discovered and defined the 

natural laws of gravity to explain the motion of our planets.  Additionally, natural 

scientists have shown how our solar system is just one of millions of subsystems that 

make up the larger system of our galaxy and that our galaxy is just one of millions of 

subsystems that make up what we call the universe.  In addition, natural scientists have 

attempted to show how the various subsystems and elements of each system in our galaxy 

interact with each other.  For example, the motion of our own earth is influenced by the 

gravity of various closer planets, the sun, and our own moon where a repeating orbit 

around the sun is the result of these interactions.  And our own solar system is known to 

spin around the center of our galaxy as it is impacted by the gravity of other solar systems 

and the gravity of the massive black hole at the center of our galaxy.  The main point is 

that elements within a system or the subsystems within a larger system usually interact 

with each other creating various effects that can be studied by scientists.  For this 

example, the end result of these various interactions is a state of relative equilibrium that 

results in orbital motion. 
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 In the information systems field, the term information system can be viewed as a 

larger system that is comprised of two subsystems that include a technical and a social 

subsystem (Lee, 2004).  Figure 1.1 illustrates the two subsystems that can be used to 

define an information system.  As shown in Figure 1.1, the technical subsystem can be 

defined as a collection of software, hardware, data, and networks that interact with each 

other where the goal of the technical subsystem is to deliver information to the 

appropriate channels in the most efficient manner.  The social subsystem can then be 

defined as the organization or various units within an organization that consists of both 

people and procedures that both require and create information.  As shown in Figure 1.1, 

an information system then results from the interaction of both the social and technical 

subsystems.   

 

 
 
 
 
 
 
 
 
 
Technical Arena 

Organizational Arena 
 

 

 

 

 

 

 
Figure 1.1:  The Two Subsystems that Comprise an Information System 
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Lee (2004) indicates that an information system is the emergent result of the 

transformational interactions of the technical and social subsystems.  Just like the various 

planets, moons, and stars in our galaxy interact with each other, so too do the two 

subsystems that comprise an information system.  However, as Lee (2004) indicates, the 

effects that each of these two subsystems have on each other do not necessarily create a 

state of relative equilibrium like what is seen in the present orbital motion of our planets.  

Rather, the subsystems transform each other in an iterative and never-ending fashion.  

For example, once a technical subsystem is introduced to fulfill the information 

requirements that were created by the social subsystem, the existing technical subsystem 

has been changed.  This technical subsystem change then triggers a change in the social 

subsystem which in turn triggers changes in the technical subsystem and so on.  Thus, an 

information system is dynamic. 

 
1.2.2  Information Systems Security 

 According to the United States Code (U.S. Code, 2006) the term information 

systems security means “protecting information and information systems from 

unauthorized access, use, disclosure, disruption, modification, or destruction in order to 

provide confidentiality, integrity, and availability (CIA).”  Confidentiality refers to 

restricting data access to those who are interested and who should be allowed to access 

such data including providing a means for protecting personal privacy and proprietary 

information.  Integrity refers to maintaining the values of the data stored and manipulated 

such that improper data modification or destruction is limited and information non-

repudiation and authenticity is ensured. And availability refers to keeping data available 
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when they are needed thus ensuring timely and reliable access to the data (for a detailed 

discussion of CIA see:  Bishop, 2002).  

 The definition of information systems security as shown in the United States Code 

echoes the sentiment that IS security should be approached using mostly technical 

constructs.  However, if one conceptualizes what an information system is as shown in 

Figure 1.1, one can easily recognize that information system security must additionally 

contain constructs from the socio-organizational arena because the technical element has 

to be operated by people.   

 Dhillon and Backhouse (2000) share this same sentiment and note that the 

traditional principles of CIA apply to scenarios where information is seen as data that 

comes from the technical subsystem alone yet does not necessarily address the changing 

organizational context in which this data is interpreted and used.  As a result, it can be 

argued that for organizations to handle security issues that emerge from the dynamic 

nature of information systems, an organizational subculture (Dhillon and Backhouse, 

2000, pg. 127) needs to be formed that addresses the issues of responsibility, integrity, 

trust, and ethicality (RITE). 

 Responsibility refers to determining who in an organization is accountable for 

present and future security issues.  In the context of an information system, responsibility 

would thus require an organization to determine who is accountable for various security 

operations and also policy formation that determines who will be responsible for new 

security threats that are not necessarily defined in the company hierarchy or some 

organizational chart.  For example, an on-line banking Web site could be subject to new 
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forms of outside threats that could not necessarily be predicted because of the increasing 

sophistication of hackers.  Thus the construct of responsibility addresses who in the 

organization is responsible for handling the dynamic nature of such threats. 

 Integrity (integrity of roles) refers to the issues that surround determining who in 

an organization should be given access to sensitive information to minimize inside threats. 

It is widely known that most security threats come from inside an organization.  In the 

context of an information system such as ones that handle sensitive data (i.e., credit card 

information), the question then becomes who is deemed to be trusted with sensitive data 

so that inside threats can be minimized. 

 Trust refers to defining the appropriate levels of norms and patterns of behavior 

that all members of an organization should be trusted to implement.  In the context of an 

information system, this concept of trust is paramount because sensitive information is 

often handled in the absence of close supervision.  Hence levels of norms and patterns of 

behavior must be well-defined and explained thoroughly in company policies.  

 Finally, ethicality refers to defining ethical practices that should be followed by 

employees when rules defining such practices cannot be predetermined due to new and 

dynamic situations.  In the context of an information system, the issue of ethicality is 

paramount because the types of data crucial to the business are constantly changing.  

Hence ethical policies need to be adequately communicated to the employees.  To a large 

extent, this can be made possible by formalizing the normative structures in the 

organization. 
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 Therefore, for the purposes of this dissertation, the term information systems 

security means those practices in an organization that focus on understanding, analyzing, 

and implementing the protection of information resources, where such protection is 

considered via both technical and socio-organizational issues.  This definition is aligned 

with what Dhillon and Backhouse (2001) call the socio-organizational approach to IS 

security.   

 
1.2.3  Value-Focused Thinking 

 Dhillon and Torkzadeh’s (2006) framework of 9 fundamental and 16 means 

objectives for maximizing IS security provides a theoretical template for approaching IS 

security in a manner that transcends the technical perspective and accounts for both 

technical and socio-organizational issues.  These objectives were derived using ideas 

from Keeney’s (1992) value-focused thinking approach and provide the theoretical 

foundation for this research.  Therefore, this section will briefly touch upon the notion of 

value-focused thinking as it relates to the decision making process.  Chapter 3 will 

discuss value-focused thinking in more detail. 

 The value-focused thinking approach was derived from the field of Operations 

Research and offers a robust means for making decisions (Clemen, 1996).  Keeney (1992, 

pg. 3) indicates that there are two primary methods for thinking about decisions: 

alternative-focused thinking (AFT) and value-focused thinking (VFT).  Figure 1.2 

illustrates the difference between AFT and VFT.  As shown in Figure 1.2, AFT, the 

classical decision making technique, lists “identify alternatives” as the second step in the 

decision making process once the problem has been identified.  Keeney (1992, pg. 6) 
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criticizes AFT because it tends to constrain a decision maker to a generated set of 

existing alternatives that often times do not reflect what is truly important for a decision.  

Additionally, once alternatives are determined, the decision maker is often times 

“anchored” (Kahneman, 2003) to this domain thus limiting the decision maker’s ability to 

consider alternatives outside of this box (Keeney, 1992, pg. 48).  In contrast to AFT, VFT 

first determines the values inherent to any decision context and then proposes finding 

creative alternatives that can adequately address these values.  

 

 

1. Recognize a Decision Problem 
2. Identify Alternatives 

 
4. Select an Alternative 

1. Recognize a Decision Problem 
 

3. Create Alternatives 
4. Evaluate Alternatives 

 

2. Specify Values 

3. Evaluate Alternatives 

5. Select an Alternative 

VFT AFT 

Figure 1.2:  AFT versus VFT 

 VFT ensures that the decision maker 

first figures out what is needed in the form of values and then determines the appropriate 

  

For example, if a decision maker is tasked with determining the best way to 

maximize profits within an organization, a list of existing alternatives might be generated.  

Using the AFT approach, the decision maker would then proceed to determine which of 

these alternatives would be best for his or her organization and would then implement 

one of these alternatives without considering the underlying values inherent to this 

decision context.  Any solution that is implemented would thus be bound to the 

constraints of the chosen alternative.  In contrast,
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alternatives that truly address these needs.  I on ther words, VFT recognizes that 

arch efforts are limited in their practical capacity to provide decision 

akers with the ability to make informed decisions.  Therefore, the objective of this 

esearch is to develop a methodologically sound decision model for creating, evaluating 

and selecting the best alternatives in the context of maximizing IS security within an 

organization.   

 

 

alternatives should be the means for achieving the more fundamental and often times 

hidden values that lie below any decision context. 

 

1.3  Research Problem and Objective  

 Dhillon and Torkzadeh’s (2006) framework of 9 fundamental and 16 means 

objectives for maximizing IS security provides an instantiation of the first two steps of 

the VFT process shown in Figure 1.2.  That is, they compiled a list of fundamental and 

means objectives that were found by directly probing the implicit values of decision 

makers responsible for maintaining IS security across various industry segments.  These 

objectives provide the IS research community with a theoretical framework for 

addressing IS security from the socio-organizational perspective.  However, without 

providing direction for creating, evaluating and selecting alternatives, the results of their 

exhaustive rese

m

r
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1.4  Research Questions 

The questions this research effort addresses include:   

1. How does one develop an approach that provides a consistent means to 

create informed alternatives for decision makers responsible for 

maintaining or even maximizing IS security from the socio-organizational 

perspective? 

2. Via the decision model created in this research, which alternatives (i.e., 

ideas, concepts, tasks, and solutions) should the organization studied in 

this research employ to maximize IS security?   

3. What is the conceptual basis for creating auditing tools that can be used to 

maximize IS security across multiple organizational settings? 

 
 
1.5  Outline of Chapters 

 Chapter 2 consists of a literature review and describes the current state of IS 

security, along with discussing in more detail, Dhillon and Torkzadeh’s (2006) 

framework for maximizing IS security.  The purpose of this initial discussion is to further 

demonstrate the need for approaching IS security from the socio-organizational 

perspective along with providing additional rationale to prove the need for further 

research that extends Dhillon and Torkzadeh’s (2006) framework.  After this need for 

research is developed, the various constructs (objectives) of Dhillon and Torkzadeh’s 

(2006) framework are examined and defined more closely by analyzing various 

objectives against previous research.  The goal of this ladder analysis is to provide a 
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richer understanding of these objectives as they will provide the theoretical basis of this 

research. 

Chapter 3 identifies the theory and methodology that is used to develop the 

decision model created for this research.  This decision model is created by coupling 

multi-objective decision analysis (MODA) techniques along with Dhillon and 

Torkzadeh’s (2006) framework using a 10-step process that includes: identifying the 

problem (1), creating a value hierarchy (2), creating evaluation measures (3), creating 

value functions (4), weighting the value hierarchy (5), generating tasks (6), scoring tasks 

(7), conducting a deterministic analysis (8), conducting a sensitivity analysis (9), and 

providing recommendations (10).  The goal of Chapter 3 is to develop a theoretically and 

methodologically sound approach for generating informed alternatives to decision makers 

responsible for maintaining and thus maximizing IS security across multiple 

organizational settings. 

Chapter 4 then describes the empirical work done in this research.  The major 

goal of Chapter 4 is to describe the organizational case study that was conducted with an 

organization referred to as MSI Corp.  In this chapter, the organization and respondents 

are described and the data obtained for Steps 1–7 as shown above are presented and 

organized. 

Chapter 5 then synthesizes the results from Chapter 4 by conducting a 

deterministic and sensitivity analysis.  Via this analysis, Chapter 5 provides guidance to 

the organization in the form of informed alternatives (tasks) and recommendations for 

maximizing IS security.   
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Finally, Chapter 6 concludes the discussion generated in the previous chapters.  A 

summary of the main contributions of this dissertation are identified along with the 

limitations of this research.  Additionally, Chapter 6 provides directions for future 

research, such as creating auditing tools across various organizational segments. 
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Chapter 2 - Literature Review 
 
 
 
 
2.1  Introduction 

 Because 75% of surveyed organizations have reported some type of IS security 

attack, there should be no surprise that several different traditional and widely accepted 

IS security methodologies exist (Bagchi and Udo, 2003).  This chapter will compare and 

contrast these various methodologies to provide the justification for approaching IS 

security from the socio-organizational approach.  Once this justification is given, this 

chapter then discusses Dhillon and Torkzadeh’s (2006) framework of 9 fundamental and 

16 means objectives used for maximizing IS security that comes from the socio-

organizational arena along with providing justification for further research in this area.  

This chapter then defines more closely the various constructs (objectives) of Dhillon and 

Torkzadeh’s (2006) framework by analyzing various objectives against previous research 

along with organizing these objectives into a more coherent form.  The goal of this ladder 

analysis is to provide a richer understanding of these objectives as they provide the 

theoretical basis for this research. 

 

2.2  Current State of IS Security 

 Several scholars have noted that traditional IS security methods can be classified 

into three distinct categories that include: checklists, risk management and formal 

methods (Baskerville, 1992; Backhouse and Dhillon, 1996; Siponen, 2001).  Siponen 
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(2005) later argued that two additional IS security methods that include ISS standards and 

maturity criteria should be added to this list of traditional IS security methods.  These five 

traditional methods are mostly technical in nature and are widely used by both scholars 

and practitioners (Siponen, 2005).   

 However, many researchers have noted that IS security can be more effectively 

handled if IS security methodologies would look beyond technical means and include 

various socio-organizational factors (Baskerville, 1993; Hitchings, 1996; Segev et al., 

1998; Straub and Welke, 1998; Armstrong, 1999; Dhillon and Backhouse, 2001).  As a 

result, a further IS security methodology that contains the socio-organizational 

perspective has begun to take hold in the IS literature stream.  Siponen (2001) classifies 

this socio-technical research under the category of soft approaches. 

Section 2.2 examines the most popular traditional methodologies of checklists, 

risk management and formal methods along with soft approach methodologies.  The 

purpose of this section is to provide the justification for approaching IS security from the 

socio-organizational approach. 

 

2.2.1  Checklists  

 Checklists created for IS security assume that various security solutions and their 

associated procedures can be observed and turned into a functional list that can be used 

by practitioners (Siponen, 2005).  The underlying notion is that checklists identify what 

can be done rather that what needs to be done (Baskerville, 1993).   Typically, checklists 

are created by analysts who begin by determining all known security risks and control 
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procedures available via a particular problem domain.  A security checklist is then 

created that contains every conceivable control that can be implemented in a system.  

Practitioners who are responsible for maintaining security then analyze each control 

mechanism listed to determine if implementing such a control is required based on their 

knowledge of all known security risks for a particular problem domain. 

 Checklists are one of the earliest procedures used for maintaining security from a 

technical standpoint.  Various examples of checklists include IBM’s 88 point security 

assessment questionnaire (IBM, 1972), the SAFE checklist (Krauss, 1972), the Computer 

Security Handbook (Hutt et al., 1988), and Moulton and Moulton’s E-Com Risk 

Management checklist (Moulton and Moulton, 1996).  These checklists offer a useful 

means-oriented approach to implement proper security controls, yet checklists have been 

criticized by both the scholar and practitioner communities.  Dhillon and Backhouse 

(2001) criticize checklists for their lack of theoretical stability and their lack of 

consideration of social problems related to security.  And Backhouse and Dhillon (1996, 

pg.4) argue, “Checklists inevitably draw concern onto the detail of procedure without 

addressing the key task of understanding what the substantive questions are.”  

Practitioners have criticized checklists because the static nature of predetermined 

technical control can lead to security measures that do not fit the dynamic and human 

security requirements of an organization.  For example, predetermined technical control 

may lead to complicated security solutions that in turn lead to poor availability of vital 

information (Dhillon and Torkzadeh, 2006). 
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2.2.2  Risk Management 

The notion of risk management (RM) for IS security involves the process of 

measuring or assessing security risks and developing strategies to manage these risks.  

The methods of RM for IS security often times determine probabilities (P) for 

occurrences of particular security breaches along with the costs (C) associated with a 

given threat.  Hence, the equation (R = P * C) is often the underlying logic of numerous 

IS risk management methodologies; where R indicates the level of risk for a particular 

security concern (Courtney, 1997; Baskerville, 1991). 

 RM for IS security is often times employed along with the use of checklists.  

Checklists are used to identify possible security controls, and RM techniques are used to 

provide a rational cost-benefit model to help eliminate unprofitable security controls 

(Baskerville, 1993).  A few examples of RM methods include the LRAM approach 

(Guarro, 1987), the communication approach (Baskerville, 1991), the business focused 

RM method (Halliday et al., 1996) and the X-ifying RM method (Frisinger, 2001). 

 Clearly, there is a need to estimate the costs of implementing security controls and 

weighing these costs against the probability of a security breach.  However, RM 

methodologies like checklists, have been criticized by several different scholars.  For 

example, Clements (1977) regarded risk analysis techniques to be inappropriate for 

assessing IS security due to the high amount of error that is seen when coupling 

probability theory with the random nature of security breaches.  Baskerville (1993) 

indicates that RM is seen as a product of guesswork because there are no reliable 

industry-wide statistics on which to base risk analysis.  As a result, Baskerville (1991) 

 



www.manaraa.com

   18  

states that the real value in RM is its communication link between managers and security 

professionals who must make decisions concerning capital investments concerning IS 

security.   And other scholars have criticized RM because the threats and costs associated 

with IS security tend to be dynamic whereas RM methods tend to be static and are based 

on prior knowledge (Wilcocks and Margretts, 1994; Straub and Welke, 1998; Dhillon and 

Torkzadeh, 2006). 

 

2.2.3  Formal Methods 

 As mentioned, one disadvantage of both checklist and risk analysis techniques is 

that they rely on information that is already known and have limited ability to deal with 

the dynamic and ever-changing world of IS security.  As a result, the Department of 

Defense (DOD) created several formal models in an attempt to dynamically manage and 

evaluate IS security.  These models rely on high order mathematical notations and 

typically concentrate on the technical considerations of confidentiality, integrity and 

availability (CIA) for IS security.  Examples of DOD formal models include the Bell 

LaPadula model (1973), the Denning Information Flow model, and Rushby’s model. 

 In 1985, the National Computer Security Center (NCSC) published the Trusted 

Systems Evaluation Criteria (known as the “Orange Book”) to provide computer vendors 

with an evaluation procedure to develop secure computer systems.  According to 

Amoroso (1994), the “Orange Book” has three main goals.  First, it attempts to provide a 

standard metric for the NCSC to compare the security of different computer systems.  

Second, it attempts to guide computer system vendors in the design and development of 
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secure systems.  And third, it attempts to provide a means for specifying security 

requirements in government contracts. 

 Wing (1998) summarizes some of the major advantages of formal methods.  From 

the designer standpoint, Wing (1998) indicates that formal methods through specification 

techniques help to characterize a system’s behavior and properties more precisely, and 

through mathematical verification techniques, help to prove that a system meets its 

specification.  However, Wing (1998) also identifies that the weakness of formal methods 

lies in the fact that the formal specifications of a system must always include assumptions 

the designer makes about the system’s environment.  Because environments change 

rapidly, often times these original assumptions that guide the formal methods no longer 

are correct.  Additionally, clever intruders can break into a system if they can determine 

these assumptions.  Other scholars have criticized formal methods on the basis that they 

rely solely on the technical considerations of CIA and do not account for socio-

organizational issues (Dhillon and Backhouse, 2001).  

 

2.2.4  Soft Approaches 

 As shown above, there are numerous traditional methodologies and approaches 

that attempt to ensure IS security.  However, due to the various limitations of these 

approaches, along with the fact that they concentrate solely on technical matters, a 

number of scholars have called for a methodology that considers socio-organizational 

issues such as ethical practices, cultural sensitivity, responsibility, and awareness 

(Baskerville, 1993; Hitchings, 1996; Segev et al., 1998; Straub and Welke, 1998; 

 



www.manaraa.com

   20  

Armstrong, 1999; Dhillon and Backhouse, 2001; Dhillon and Torkzadeh, 2006).  For 

example, Segev et al. (1998) state that the key to IS security “lies not with technology, 

but with the organization itself” (p. 85).  Additionally, Trompeter and Eloff (2001) argue 

that organizational considerations of IS security should contain ethical and human 

components.   

 Siponen (2001) argues that there have been but a few isolated attempts to 

approach IS security using what he calls the soft approach.  For example, Willcocks and 

Margetts (1994) assessed IS security risks and created a conceptual framework that 

highlights the value of historical, context-oriented analysis that served to underline the 

importance of the socio-organizational aspects of IS security.  Straub and Welke (1998) 

couple interpretivist research with older forms of risk analysis.  Rather than assessing 

security risks based on probability, Straub and Welke (1998) look for semantic matches 

of terms specifying degrees of risk.  Strens and Dobson (1993) in their research specify 

security requirements using explanations in terms of roles, actions, goals and policies.  

And Backhouse and Dhillon (1996) in their research correlated IS security concerns with 

organizational communication and intentional acts of agents involved, where security is 

regarded as an outcome of communication breakdowns. 

 Hence an effort has been made to examine the socio-organizational elements of IS 

security.  As Dhillon and Backhouse (2001, pg. 141) state, “An interpretivist 

understanding of information systems security concerns certainly offers advantages, 

furnishing a holistic view of the problem domain, especially within the scope of 

networked organizational forms, instead of the simplistic, one-dimensional explanation 
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more suitable for hierarchically structured organizations.”  However, soft approach 

methodologies have been criticized due to their lack of empirical and rigorous research 

along with their lack to provide a means for modeling support (Karyda et al., 2003; 

Dhillon and Torkzadeh, 2006). 

 

2.3  Dhillon and Torkzadeh’s (2006) Theoretical Framework 

 In an effort to determine measurable IS security constructs from the socio-

organizational perspective, Dhillon and Torkzadeh (2006) present an array of 9 

fundamental and 16 means objectives that are essential for maximizing IS security in an 

organization.    Tables 2.1 and 2.2 illustrate these 9 fundamental and 16 means objectives 

respectfully, and include lower tier objectives that better define each objective. A 

fundamental objective is defined as an ultimate or an end objective that decision makers 

value in a specific decision context, and a means objective is defined as one that provides 

a means to achieve the ends (Keeney, 1994; Kirkwood, 1997). These objectives were 

created using Keeny’s (1992) value-focused thinking approach via in-depth interviews 

with 103 managers across various organizational settings.  The results were then 

validated for content via a panel of seven IS security experts.  
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Table 2.1:  Fundamental Objectives for Maximizing IS Security (Dhillon and 
Torkzadeh, 2006) 
 

Strategic Objective:  Maximize IS Security 
First Tier 

(Fundamental 
Objective) 

Second Tier 
(Sub-Objective) 

F1.1 Develop a management team that leads by example 
F1.2 Ensure individual comfort level of computers/software 
F1.3 Increase confidence in using computers 
F1.4 Create legitimate opportunities for financial gain 
F1.5 Provide employees with adequate IT training 

F1. Enhance 
Management 
Development 

Practices 
F1.6 Develop capability level of IT staff 
F2.1 Provide necessary job resources 
F2.2 Create an environment that promotes contribution 
F2.3 Encourage high levels of group morale 
F2.4 Enhance individual/group pride in the organization  
F2.5 Create an environment of employee motivation 

F2. Provide 
Adequate Human 

Resource 
Management 

Practices F2.6 Create an organizational code of ethics 
F3.1 Develop an understood value system in the organization/whistle blowing 
F3.2 Develop co-worker and organizational ethical relationships 
F3.3 Instill value-based work ethics 
F3.4 Instill professional work ethics 
F3.5 Create an environment that promotes organizational loyalty 

F3. Develop and 
Sustain an Ethical 

Environment 
F3.6 Stress individuals treating others as they would like to be treated 
F4.1 Create user passwords 
F4.2 Provide several levels of user access 
F4.3 Ensure physical security 

F4. Maximize Access 
Control 

F4.4 Minimize unauthorized access to information 
F5.1 Maximize employee integrity in the company 
F5.2 Minimize urgency of personal gain 
F5.3 Create a desire to not jeopardize the position of the company 
F5.4 Create an environment that promotes company profitability rather than personal 
gain 

F5. Promote 
Individual Work 

Ethic 

F5.5 Minimize temptation to use information for personal benefit 
F6.1 Minimize unauthorized changes F6. Maximize Data 

Integrity F6.2 Ensure data integrity 
F7.1 Understand the expected use of all available information 
F7.2 Develop understanding of procedures and codes of conduct 

F7. Enhance 
Integrity of Business 

Processes F7.3 Ensure that appropriate organizational controls (formal and informal) are in place 
F8.1 Emphasize importance of personal privacy F8. Maximize 

Privacy F8.2 Emphasize importance of rules against disclosure 
F9.1 Create an environment of managerial support and solidarity 
F9.2 Create environment of positive management interaction 
F9.3 Create an environment that promotes respect 
F9.4 Create an environment that promotes individual reliability 

F9. Maximize 
Organizational 

Integrity 
F9.5 Create environment of positive peer interaction 
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Table 2.2: Means Objectives for Maximizing IS Security (Dhillon and Torkzadeh, 
2006) 
 

First Tier Second Tier 
M1.1 Display employer trust in employees 
M1.2 Develop an environment that promotes a sense of organizational responsibility M1. Increase trust 
M1.3 Maximize loyalty 
M2.1 Minimize curiosity because of lack of information  
M2.2 Create an open-door environment within all levels of the organization 
M2.3 Stress IT department interactiveness 
M2.4 Develop open communication with IT department 

M2. Provide open 
communication 

M2.5 Limit “arm’s length” management 
M3.1 Create an environment that promotes awareness 
M3.2 Develop awareness of balance between technical and social aspects of IS security 
M3.3 Ensure explicit understanding of organizational culture by individuals M3. Maximize awareness 

M3.4 Educate employees to be aware about suspicious individuals and activities  
M4.1 Distribute workload optimally  
M4.2 Monitor and adjust unoccupied time M4. Optimize work allocation 

practices M4.3 Develop understanding of organizational and information use procedures 
M5.1 Promote ownership in the organization 
M5.2 Emphasize importance in confidentiality 
M5.3 Emphasize the understanding of the value of information 

M5. Establish ownership of 
information 

M5.4 Create a contract of confidentiality 
M6. Clarify centralization/ 

decentralization issues M6.1 Ensure a right balance between centralization and decentralization 

M7.1 Minimize the disregard for laws 
M7.2 Decrease the level of employer’s tolerance for misuse of information 
M7.3 Develop understanding of legalities and regulations 

M7. Ensure legal and 
procedural compliance 

M7.4 Develop mechanisms for an information audit trail 
M8.1 Clarify delegation of authority 
M8.2 Minimize the need to gain excessive control M8. Improve authority 

structures M8.3 Link information access to an individuals’ position 
M9. Ensure availability of 

information M9.1 Ensure adequate procedures for availability of correct information 

M10.1 Clarify delegation of responsibilities 
M10.2 Maximize level of commitment to organization M10. Promote responsibility 

and accountability M10.3 Create an environment that promotes accountability 
M11.1 Minimize need to have leverage on others 
M11.2 Minimize desire to seek revenge on others M11. Understand work 

situation M11.3 Minimize creation of disgruntled employees 
M12.1 Appreciate personal needs for job enhancement M12. Maximize fulfillment of 

personal needs M12.2 Facilitate attainment of self-actualization needs 

M13.1 Understand particular individual characteristics and demographics to subvert 
controls M13. Understand individual 

characteristics 
M13.2 Interpret individual lifestyles 
M 14.1 Understand the needs of different level of financial status M14. Enhance understanding 

of personal financial situation M14.2 Eliminate the personal benefit of sharing information with competitors 
M15.1 Introduce a fear of being exposed or ridiculed 
M15.2 Instill a fear of consequences 
M15.3 Instill a fear of losing your job M15. Ensure censure 

M15.4 Instill excommunication fear 
M16.1 Celebrate and understand the manner in which one was raised  
M16.2 Minimize the need for greed in the organization  M16. Understand personal 

beliefs M16.3 Instill ethical and moral values 
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2.4  Analyzing the Fundamental and Means Objectives for IS Security   

The objectives shown in Tables 2.1 and 2.2 emerged as a result of developing 

what is known as a value hierarchy (Keeney, 1992; Kirkwood, 1997).  A value hierarchy 

is used by the decision maker as a conceptual model for generating alternatives 

(individual tasks for achieving value-driven objectives).  It structures the organizational 

values beginning with the strategic objective and ending with lower level objectives used 

during the evaluation process.  Fundamental objectives are those objectives that a 

decision maker actually desires to achieve in the context of  a particular problem domain.  

And means objectives are those that promote the attainment of a fundamental objective.  

In other words, a means objective is used to generate the alternatives or tasks for 

implementing a particular fundamental objective.  A hierarchy of fundamental and means 

objectives can then be developed as a tree with lower tier objectives serving to define in 

more detail what is meant by higher tier objectives.  A value hierarchy ensures that the 

fundamental objectives are appropriately related to the strategic objective (Kirkwood, 

1997) and aids an organization in identifying whether any values are missing or if any 

additional values are needed (Keeney, 1992).   

 The process for generating a value hierarchy in terms of eliciting values from 

respondents and how to structure these values is detailed by Keeney (1994) and was 

followed closely by Dhillon and Torkzadeh (2006) to generate the objectives hierarchy 

shown in Tables 2.1 and 2.2.  In terms of identifying the values from decision makers in 

any given decision context, Keeney (1994) lists some techniques as shown in Table 2.3.  

According to Keeney (1994), if the researcher explores all of the techniques shown in 
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Table 2.3 with a decision maker, the output of such communication would contain a 

redundant list of objectives, alternatives, constraints, and evaluation measures.  However, 

as Keeney (1994, pg. 34) states, “It is much easier to recognize redundant objectives 

when they are explicitly listed than it is to identify missing objectives.” 

 
Table 2.3: Techniques for Identifying Values (Keeney, 1994)  

 
Technique  Questions  

Develop a wish-list  What do you want? What do you value? What should you 
want?  

Identify alternatives  What is a perfect alternative, a terrible alternative, some 
reasonable alternative? What is good or bad about each?  

Consider problems 
and shortcomings  

What is wrong or right with your organization? What needs 
fixing?  

Predict 
consequences  

What has occurred that was good or bad? What might occur 
that you care about?  

Identify goals, 
constraints, and 
guidelines  

What are your aspirations? What limitations are placed on you? 

Consider different 
perspectives  

What would your competitor or constituency be concerned 
about? At some time in the future, what would concern you?  

Determine strategic 
objectives  

What are your ultimate objectives? What are your values that 
are absolutely fundamental?  

Determine generic 
objectives  

What objectives do you have for your customers, your 
employees, your shareholders, yourself? What environmental, 
social, economic, or health and safety objectives are important? 

 

 After an exhaustive list of objectives, alternatives, constraints and evaluation 

measures is created, the next step is to isolate the objectives.  Keeney (1994) defines an 

objective as a statement of something that one wants to strive towards and is 

characterized by three distinct features that include: a decision context, an object, and a 

direction of preference.  For example, for the objective “maximize data integrity,” the 
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decision context is maximizing IS security, the object is data integrity, and the direction 

of preference is more data integrity than less. 

After a list of objectives is found, the next step is to distinguish between the 

fundamental and means objectives.  To separate the means and fundamental objectives, 

Keeney (1994) recommends applying the “Why is that Important” or WITI test to each 

identified objective.  If the answer given by the decision maker is that a particular 

objective is essential to a particular decision context, then that objective is a fundamental 

objective.  If the answer given by the decision maker is that a particular objective is 

important because of its implications for some other objective, then that objective is a 

means objective. 

The exact research approach that Dhillon and Torkzadeh (2006) used to generate 

the value hierarchy shown in Tables 2.1 and 2.2 is shown in Figure 2.1 and closely 

follows the approach given by Keeney (1994).  Because fundamental objectives provide 

the ends for a particular decision context, it follows that they provide the basis for 

detailed qualitative and quantitative analysis for the purpose of creating and evaluating 

alternatives (Kirkwood, 1997).  Means objectives are simply used as aid for developing 

creative alternatives.  

As Dhillon and Torkzadeh (2006, pg. 310) state, “The value-focused objectives 

presented in this research offer a structured approach to promote systematic and deep 

thinking about objectives and hence assess the relative desirability of consequences.”  

Additionally they state (pg. 312), “This is a significant contribution because previous 

research, while recognizing the importance of organizationally grounded principles, falls 
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short of proposing tangible measures;” yet how these objectives provide a structured 

approach for thinking or how these objectives could actually be measured to provide 

informed alternatives for decision makers responsible for maximizing IS security within 

an organization must be questioned. 

 

Step 1

Step 2

Step 3

Interviews

Restating Values

Classifying Objectives

Write down values for 
a specific situation

Use probes to develop
in depth understanding

All value statements are
stated in a common form

Duplicates are removed

Values converted 
to sub-objectives 

Similar sub-objectives 
are clustered and labeled

WITI Test applied to 
clustered objectives

Lists of Fundamental and
Means objectives developed

Step 4

Validation

Lists of Fundamental and
Means objectives are validated by an expert panel

 

Figure 2.1:  Research approach used to Generate Dhillon and Torkzadeh’s (2006) 
Framework of 9 Fundamental and 16 Means Objectives for Maximizing IS Security 
 

In other words, the objectives shown in Tables 2.1 and 2.2 certainly provide a 

theoretical template for considering IS security in a manner that accounts for both 

technical and organizational issues.  However, without a systematic methodology or 

approach to provide a consistent means for assessing these objectives so that informed 
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decisions can be made, the decision maker is forced to rely on intuition and experience 

alone.  Thus, the accuracy of any IS security decision made in the context of these 

fundamental and means objectives, as they currently stand, would be difficult to quantify.  

Furthermore, when decisions are made that rely on intuition and experience alone, several 

heuristic biases come into play that can weaken the strength of any decision (Tversky and 

Kahneman, 1986; Kahneman, 2003). 

As a result, further research needs to be conducted that attempts to develop a 

methodologically sound decision model around these objectives so that informed 

decisions can be made for the purpose of maximizing IS security.  The goal of this 

dissertation is to develop and validate such a decision model.  However, before 

discussing the creation of the decision model developed in this research, various 

objectives are analyzed further in the context of extant literature in the remaining sections 

of Chapter 2. 

 

2.4.1 Categorizing the Fundamental Objectives 

As previously discussed, according to the United States Code (U.S. Code, 2006) 

the term information systems security means “protecting information and information 

systems from unauthorized access, use, disclosure, disruption, modification, or 

destruction in order to provide confidentiality, integrity, and availability (CIA).”  

Confidentiality refers to restricting data access to those who are interested and who 

should be allowed to access such data including providing a means for protecting 

personal privacy and proprietary information.  Integrity refers to maintaining the values 
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of the data stored and manipulated such that improper data modification or destruction is 

limited and information non-repudiation and authenticity is ensured. And availability 

refers to keeping data available when they are needed thus ensuring timely and reliable 

access to the data.  The definition of information systems security as shown in the United 

States Code echoes the sentiment that IS security should be approached using mostly 

technical constructs.   

Upon examining the fundamental and means objectives shown in Tables 2.1 and 

2.2, it becomes apparent that confidentiality, integrity, and availability of data are only a 

fraction of the IS security objectives identified via Dhillon and Torkzadeh’s (2006) 

research.  Dhillon and Torkzadeh (2006, pg. 309) state: 

In the past most secure system development activities and 
organizational security policies have been exclusively based on 
these three principles. Part of the problem related to our inability to 
manage and ensure IS security has been our over-reliance on the 
confidentiality, integrity and availability issues and thereby ignoring 
the more organizationally based measures. Even most of the risk 
management approaches take for granted that confidentiality, 
integrity and availability are the cornerstones of IS security and 
hence develop incomplete methodologies around these concepts. 
When organizations begin to over rely on risk analysis as a means to 
ensure IS security, they tend to ignore all the other organizationally 
grounded IS security vulnerabilities and problems. 

 

When examining the 9 fundamental and 16 means objectives shown in Tables 2.1 

and 2.2, it becomes apparent that both technical and social constructs emerged as being 

valued to IS security.  In other words, Dhillon and Torkzadeh’s (2006) research, which 

involved interviewing 103 managers about their values in relation to IS security, revealed 

that the management of IS security was far broader a concept than just focusing on the 
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technical issues of confidentiality, integrity, and availability of data.  That is, the socio-

organizational definition of IS security developed in Chapter 1 better defines what is 

shown in Tables 2.1 and 2.2 than the more technical definition seen in the U.S. code.  

Again, that definition of IS security is, “those practices in an organization that focus on 

understanding, analyzing, and implementing the protection of information resources, 

where such protection is considered via both technical and socio-organizational issues.” 

As also discussed previously, fundamental objectives provide the ends for a 

particular decision context.  As a result, it follows that the fundamental objectives 

provide the focal point for further qualitative and quantitative analysis for the purpose of 

creating and evaluating alternatives.  Figure 2.2 illustrates a conceptual hierarchy that 

emerges as a result of further analysis of Dhillon and Torkzadeh’s (2006) research and 

will be used as the basis for structuring the 9 fundamental objectives for analysis 

throughout this dissertation.  As shown in Figure 2.2, the 9 fundamental objectives can 

easily be broken down into two distinct categories that were developed when considering 

both technical and socio-organizational constructs.  That is, each fundamental objective 

was examined and placed into either a technical or socio-organizational category.  

Breaking down the 9 fundamental objectives in this manner allows a more modular 

approach for simplifying the analysis of these objectives against each other in this section 

and will be beneficial for developing a weighting scheme as discussed in both Chapters 3 

and 4 of this dissertation. 
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Maximize IS 
Security 

Technical 
Section 2.4.2 

Socio-Organizational 
Section 2.4.3 

Maximize Access 
Control 
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Integrity 

Enhance Management 

 
Development Practices

Enhance Integrity of 
Business Processes 

Maximize Privacy Provide Adequate 
Human Resource 

Management Practices

Develop and Sustain Promote Individual 
an Ethical 

Environment 
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Maximize 
Organizational 

Integrity 

 
 

 
 

Figure 2.2:  Conceptual Hierarchy of 9 Fundamental Objectives 
 
 



www.manaraa.com

   32  

2.4.2 Technical Constructs 

As shown in Figure 2.2, the two fundamental objectives that comprise the 

technic

 adequate procedures for 

availability of correct information.”  Via this means objective, various alternatives or 

al component include:  “Maximize Access Control” and “Maximize Data 

Integrity.”  According to the National Information Assurance Glossary (2006), data 

integrity is a condition that exists when data is unchanged from its source and has not 

been accidentally or maliciously modified, altered, or destroyed.  And access control 

means limiting access to information system resources only to authorized users, 

programs, processes, or other systems.  In computer security, access control includes 

techniques for authentication, authorization, and auditing.  It also includes measures such 

as physical devices, including biometric scans and metal locks, hidden paths, digital 

signatures, encryption, social barriers, and monitoring by humans and automated systems 

(Sandhu and Samarati, 1994). 

Of the three major technical constructs of CIA, only “maximize data integrity” 

(F6, Table 2.1) was shown to be a fundamental objective.  In their research Dhillon and 

Torkzadeh (2006) found that “ensure availability of information” (M9, Table 2.2) was 

considered to be a means objective, while confidentiality was found to be a subset of 

“establishing ownership of information” (M5, Table 2.2).  As previously discussed, these 

means objectives will be used as a basis for determining creative alternatives or tasks for 

achieving or implementing fundamental objectives.  For example, the second tier 

objective for “ensure availability of information” was “ensure
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As shown in Table 2.4 most of the issues are technical in nature and can be 

directly linked to either a first or second tier fundamental or means objective.  For 

example, Table 2.4 indicates that firewalls can be directly associated with the fourth 

fundamental objective, “maximize access control” (F4) shown in Table 2.1.  Developing 

a sound firewall policy might then be considered a particular task for attaining the second 

tier objective of “minimize unauthorized access to information.”  Similarly, “layered 

defense,” as shown in Table 2.4 can be directly linked to the second tie je
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Table 2.4:  Important Technical Security Issues (Adapted from Rainer et al., 2007) 

Cross Reference to 

 

Issue Tables 2.1 and 2.2 Type 

Confidentiality  M5.2→F4 Technical/Means 
Integrity of Data  F6 Technical/Fundamental 

Firewalls  Task→F4 Technical/Fundamental 
Access Controls  F4 Technical/Fundamental 
Layered Defense  F4.2→F4 Technical/Fundamental (2nd Tier) 

Business Continuity Planning  F7 Socio-Organizational/Fundamental 
Risk Mitigation Task→ F4 Technical/Fundamental 

Availability M9→F4 Technical/Fundamental 
Physical Security F4.3→F4 Technical/Fundamental (2nd Tier) 

Backup and Recovery M9→F6 Technical/Means 
Incident Detection  Task→F4 Technical/Fundamental 

ID Theft  Task→F4 Technical/Fundamental 
Virus Attacks Task→F4 Technical/Fundamental 

Defense in Depth  F4.2 → F4 Technical/Fundamental (2nd Tier) 
Demilitarized Zone  Task→F4 Technical/Fundamental 
Risk Management  Task→F4 Technical/Fundamental 

 

Interestingly enough, the only socio-organizational issue that emerged at the top 

of the list shown in Table 2.4 was that of “business continuity planning.”  As shown in 

Table 2.4, business continuity planning is directly associated with the seventh 

fundamental objective shown in Table 2.1 namely, “enhance integrity of business 

processes.”  Table 2.4 will be used as a cross reference for later analysis against the 

findings of this dissertation when it comes to developing a comprehensive list of 

alternatives and tasks to attain or implement various fundamental objectives.  

 
2.4.3 Socio-organizational Constructs  

As shown in Figure 2.1, seven fundamental objectives comprise the socio-

organizational layer for IS security.  Because previous literature has typically focused on 
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the technical considerations of CIA, it should come as no surprise that with the exception 

of privacy, most of these socio-organizational objectives have not been widely researched 

in the context of IS security.  

Dhillon and Backhouse (2000) note that the traditional principles of CIA apply to 

scenarios where information is seen as data alone yet does not necessarily address the 

ot necessarily defined in the company hierarchy or some 

changing organizational context in which this data is interpreted and used as information.  

As a result, Dhillon and Backhouse (2000) argue that for organizations to handle security 

issues that emerge from the dynamic nature of information systems, an organizational 

subculture needs to be formed that addresses the issues of responsibility, integrity, trust, 

and ethicality (RITE). 

 Responsibility refers to determining who in an organization is accountable for 

present and future security issues.  In the context of an information system, responsibility 

would thus require an organization to determine who is accountable for various security 

operations and also policy formation that determines who will be responsible for new 

security threats that are n

organizational chart.  For example, an on-line banking Web site could be subject to new 

forms of outside threats that could not necessarily be predicted because of the increasing 

sophistication of hackers.  Thus the construct of responsibility addresses who in the 

organization is responsible for handling the dynamic nature of such threats.  When 

examining Tables 2.1 and 2.2, the responsibility construct was determined to be directly 

linked to various means objectives that included: “develop an environment that promotes 

a sense of organizational responsibility” (M1.2), “link information access to an 
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individuals’ position” (M8.3) and “promote responsibility and accountability” (M10).  

These means objectives can then be linked to the fundamental objectives of “provide 

adequate human resource management practices” (F2), “develop and sustain an ethical 

environment” (F3), “promote individual work ethic” (F5), “maximize privacy” (F8), and 

“maxim

damental objectives that included a macro and micro level objective.  These two 

objectiv

bility, the trust 

ize organizational integrity” (F9). 

 Integrity (integrity of roles) refers to the issues that surround determining who in 

an organization should be given access to sensitive information to minimize insider 

threats.  It is widely known that most security threats come from inside an organization 

(Dhillon and Moore, 2001).  In the context of an information system such as ones that 

handle sensitive data (i.e., credit card information), the question then becomes who is 

deemed to be trusted with sensitive data so that inside threats can be minimized.  When 

examining Tables 2.1 and 2.2, the integrity construct was determined to be represented by 

two fun

es were “maximize organizational integrity” (F9) and “enhance integrity of 

business processes” (F7 ). 

 Trust refers to defining the appropriate levels of norms and patterns of behavior 

that all members of an organization should be trusted to implement.  In the context of an 

information system, this concept of trust is paramount because sensitive information is 

often handled in the absence of close supervision.  Hence, levels of norms and patterns of 

behavior must be well-defined and explained thoroughly in company policies.  When 

examining Tables 2.1 and 2.2, the trust construct was determined to be linked to a single 

means objective, namely, “increase trust” (M1).  Similar to responsi
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nature.  The results of their research are shown in Table 2.5 along with a cross analysis 

with Dhillon and Torzadeh’s (2006) fundamental and means objectives.   
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Table 2.5:  Top 25 Security Issues (Knapp et al., 2006) 

Rank Issue Cross Reference 
 

1 Top management support F1.1→F1, F9.1→F9 
2 User awareness training and education M3→F8 
3 Malware Task→F4, Task→F6 
4 Patch management Task→F6 
5 Vulnerability and risk management Task→F4 
6 Policy related issues (e.g., enforcement) M7→F9 
7 Organizational Culture F2, F3, F5, F9 
8 Access control F4 
9 Internal threats Task→F9 
10 Business continuity and disaster preparation F7.3→F7 
11 Low funding and inadequate budgets  Cost Objective 
12 Protection of privileged information F8 
13 Network security architecture F4.2→F4 
14 Security training for IT staff Task→F1 
15 Justifying security expenditures  Cost Objective 
16 Inherent insecurity of networks F4 
17 Governance M7→(F2, F3, F5, F9) 
18 Legal and regulatory issues M7→(F2, F3, F5, F9) 
19 External connectivity to organizational networks F4 
20 Lack of skilled security workforce F1.6→F1 
21 Systems development and life cycle support Task→F7 
22 Fighting spam Task→F4 
23 Firewall and IDS configurations Task→F4  
24 Wireless vulnerabilities Task→F4 
2  5 Standard Issues Poorly Defined 

 

As shown in Table 2.5, most of the top 25 issues can be linked to the various 

fundamental objectives shown in Table 2.1.  For example, the highest ranked issue of 

“top management support” shown in Table 2.5, can be directly linked to the second tier 

objectives of “develop a management team that leads by example” (F1.1) and “create an 

environment of managerial support and solidarity” (F9.1) which in turn are sub-

objectives of  “enhance management development practices” (F1) and “maximize 
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organiz

The 

issue “

.5  Summary 

This chapter examined the current state of IS security and documented some 

shortcomings of traditional IS security practices such as checklists, risk management, and 

formal methods.  In short, due to the fact that these traditional techniques have been 

shown to concentrate solely on technical matters, a broader perspective that accounts for 

socio-organizational issues was found to be more appropriate when considering IS 

security.   

ational integrity” (F9), respectfully.  For another example, the issue of patch 

management is not directly seen in the wording of any of the fundamental or means 

objectives; however, this issue could be seen as a task or alternative that could lead to the 

attainment or implementation of the fundamental objective of “maximize data integrity” 

F(6). 

As also shown in Table 2.5, three issues were not accounted for in terms of being 

linked to the objectives shown in Tables 2.1 and 2.2.  These issues include: “low funding 

and inadequate budgets,” “justifying security expenditures,” and “standard issues.”  

standard issues” was not linked to the objectives in Tables 2.1 and 2.2 because it 

was not well-defined by Knapp et al. (2006).  The issues of “low funding and inadequate 

budgets” and “justifying security expenditures” were not linked as a result of the lack of 

cost accounting objectives being present in Tables 2.1 and 2.2.  Obviously, cost is an 

important objective when it comes to decision making.   However, factoring in cost is 

outside the scope of this dissertation but should certainly be considered in future research. 

 

2
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Table 2.6:  Summary of Findings from Literature Review 

Fundamental 
Objective 

Issues from Extant 
Literature 

 

Tasks Found from Literature 

Maximize Access 
Control 

Physical Security, Defense in- 
Depth, Network Security 

Architecture, Inherent Insecurity 
of Networks, External connectivity 

to organizational networks 

biometric scans, metal locks, hidden 
atures, encryption, 

onitoring techniques, 
firewalls, risk mitigation, incident 
detection, ID theft, virus attacks, 

demilitarized zone, risk management, 
malware, vulnerability management, 
fighting spam, IDS configurations, 

wireless vulnerabilities 

Confidentiality, Access Controls, 
Layered Defense, Availability, 

paths, digital sign
social barriers, m

Maximize Data 
Integrity Integrity of Data backup and recovery, malware, patch 

management 

Enhance 
Management 
Development 

Practices 

Top Management Support, Lack of 
Skilled Security Workforce security training 

Provide Adequate 
Human Resource 

Management 
Practices 

Governance, Legal and Regulatory 
Issues, Responsibility, Trust, 

Organizational Culture 
none thus far 

Develop and Sustain 
an Ethical 

Environment 

Responsibility, Trust, Ethicality, 
Organizational Culture, 

Governance, Legal and Regulatory 
Issues 

none thus far 

Promote Individual 
Work Ethic  

Ethicality, Governance, Legal and 
Regulatory Issues none thus far 

Enhance Integrity of 
Business Processes 

Business Continuity Planning, 
Integrity of Roles 

systems development and lifecycle 
support 

Maximize Privacy Responsibility, Trust, Protection of 
Privileged Information user awareness training 

Maximize 
Organizational 

Integrity 

Responsibility, Integrity of Roles, 
Trust, Organizational Culture, 

Governance, Legal and Regulatory 
Issues 

internal threat assessment 

 

The purpose of this ladder analysis was to provide a richer understanding of these 

objectives as they will provide the theoretical basis for creating a decision model that will 

be developed in this dissertation as a means for developing various alternatives or tasks 
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that can be used to attain or implement these various fundamental objectives.  Thus Table 

2.6 will be used as a reference for checking and perhaps even identifying additional 

alternatives or tasks that may or may not be found later in this dissertation as a result of 

g that will be detailed later in this dissertation. the or anizational study 
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Chapter 3 - Theory and Research Methodology 

 

teps of 

ernatives as shown in Figure 1.2, the results of their 

exhaustive research efforts are limited in their practical capacity to provide decision 

makers with the ability to make informed decisions.   

Therefore, this chapter describes the methodology used to develop a decision 

model for creating, evaluating and selecting the best alternatives in the context of 

maximizing IS security within an organization.  However, before discussing this 

methodology, Chapter 3 first provides a theoretical description of the cognitive processes 

that individuals use to make decisions in an effort to identify the importance of values to 

the decision making process. 

 

 

 
 

3.1  Introduction 

 Dhillon and Torkzadeh’s (2006) framework of 9 fundamental and 16 means 

objectives for maximizing IS security provides an instantiation of the first two s

the VFT decision making process shown in Figure 1.2 in Chapter 1.  These objectives 

illustrate that both technical and socio-organizational issues are indeed valued by 

decision makers responsible for maintaining IS security and provide the IS research 

community with a rigorous theoretical framework for addressing IS security from the 

socio-organizational perspective.  However, without providing a direction for creating, 

evaluating and selecting alt
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3 What are Values and How Do They Drive Decisions? 

 As discussed in Section 1.2.3, the notion of VFT recognizes that alternatives 

should be the means for achieving the more fundamental and often times hidden values 

that lie below any decision context (Keeney, 1992).  To better understand the meaning of 

the above statement, this section will turn to the social psychology literature stream to 

provide a description of the cognitive processes associated with decision making.  

 According to Kahneman (2003), decision making can be studied via three 

cognitive processes that include:  perception, intuition, an

.2  

d reasoning.  The differences 

02).  

between these three cognitive processes are shown in Figure 3.1 and have been 

investigated by several social psychology researchers in attempts to organize the decision 

making process (Kahneman and Frederick, 2002; Sloman, 2002; Stanovich, 1999; 

Stanovich and West, 20

 

Figure 3.1:  Cognitive Processes Used for Decision Making (Kahneman, 2003) 
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 As shown in Figure 3.1, intuitive and perception-based processing is typically fast, 

automatic, effortless, associative, implicit, and often times emotionally charged.  

Kahneman (2003) indicates these processes are also governed by habit and are therefore 

difficult to control or modify.  In contrast to intuitive and perception-based processing, 

the processes of reasoning are slower, require more mental effort, are more likely to be 

High skill is acquired by prolonged practice, and the performance of skills 
l master chess player who walks past 

hite mates in three,” without slowing is 
performing intuitively (Simon and Chase, 1973), as is the experienced 

Klein, 1998). Klein (2003, Chapter 4) has argued that skilled decision 

engage in detailed analysis. In the same vein, Wilson and Schooler (1991) 

own use were happier with it if their choice had been made intuitively than 

 

 In agreeing with Kahneman, a number of other researchers have argued in the past 

that reasoning type thinking (i.e., deliberative, calculated decision making) is the 

exception and that most decisions are relatively automatic (Bargh and Chartrand, 1999; 

Bargh and Gollwitzer, 1994; Schneider and Shiffrin, 1977; Shiffrin and Schneider, 1977) 

consciously monitored and deliberately controlled, and are often times governed by rules.  

Additionally, reasoning processes can be used to monitor or rationalize decisions that 

come from the intuitive and perception-based processes.   

 As noted by Kahneman (2003), intuitive type thinking is often times associated 

with poor performance as compared to reasoning type thinking.  However, intuitive 

thinking can be powerful and accurate as an individual’s experience grows.  Kahneman 

(2003, pg. 699) states: 

is rapid and effortless.  The proverbia
a game and declares “W

nurse who detects subtle signs of impending heart failure (Gawande, 2002; 

makers often do better when they trust their intuitions than when they 

described an experiment in which participants who chose a poster for their 

if it had been made analytically. 

 



www.manaraa.com

   46  

and are based on experience or habit (Louis and Sutton, 1991; Ronis, Yates, and Kirscht, 

1989).  Perhaps the reason that intuitive processes dominate decision making is that 

reasoning type thinking tends to delete the cognitive reservoirs of an individual.  As 

Gabaix and Laibson (2000) indicate, “Even the simplest decisions, expressed in the 

conventional form of a decision tree, rapidly overwhelm human cognitive capabilities.” 

 Regardless of whether a decision is made using reasoning or intuition, both types 

of thinking are similar in terms of content.  That is, both intuitive and reasoning-based 

thinking are implicitly based on conceptual representations that are formed via the 

experience of the individual.  These conceptual representations are what Keeney (1992) 

defines as values.  Because of their implicit nature, Keeney (1992) argues that values are 

ften times overlooked; yet because they provide the basis for decision making, values 

ould in fact be what drives the creation of informed alternatives.   

 

3.3  VF

 To g ernatives from multiple objec

qual ive ue hni tic 

hiera hy pro en d s o 0).  

In sh t, th al d ique ion 

of b  quali ve a red  to 

a se  of ) co sizes the results.  However, 

HP suffers from shortcomings in the area of consistency and rank reversals and can be 

ement with a large number of alternatives (Chambal et al., 2003). 

o

sh

T Methodology 

enerate informed alt tives, a number of both 

itat  and quantitative techniq s can be used.  One tec que known as the analy

rc cess (AHP) has be eveloped for these type f problems (Saaty, 198

or e AHP is a mathematic ecision making techn  that allows considerat

oth tative and quantitati spects of decisions.  It uces complex decisions

ries pairwise (one-on-one mparisons then synthe

A

difficult to impl
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 approaches 

ous problems outside the IS domain.  For example, Chambal et al. (2003) 

rs with a decision aid for choosing a 

ew m

Table 3.1:  10-Step Research Approach 

Step Activity VFT Process Notes 

To generate informed alternatives for the purpose of maximizing IS security, this 

research employs a 10-step methodology as shown in Table 3.1.  This step-by-step 

approach combines both qualitative and quantitative techniques and was derived from the 

multi-objective decision analysis literature (Keeney, 1992; Keeney and Raiffa, 1993; 

Kirkwood, 1997; Chambal et al., 2003).  Other researchers have used similar

for solving vari

used a similar methodology to provide decision make

n unicipal solid waste management strategy.  And Merrick and Garcia (2004) used a 

similar approach to provide decision makers with the best alternatives for improving a 

particular watershed.   

 

 

1 Define a Strategic Recognize Decision Maximize IS Security Objective Problem 

2 Create Amended Value Specify Values Tables 2.1 and 2.2; 
Hierarchy Organizational Study 

3 Measures Evaluate Alternatives Organizational Study Develop Evaluation 

4 Create Value Functions Evaluate Alternatives Organizational Study 

5 Weight the Value 
Hierarchy Evaluate Alternatives Organizational Study 

6 Generate Alternatives Create Alternatives Organizational Study 

7 Score Alternatives Evaluate Alternatives Organizational Study 
8 Deterministic Analysis Evaluate Alternatives Researcher 
9 Sensitivity Analysis Evaluate Alternatives Researcher 
10 Recommendations Select an Alternative Researcher 
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As shown in Table 3.1, the first two steps of this research approach have already 

been addressed by Dhillon and Torkzadeh (2006).  Thus this dissertation extends their 

research to account for the remaining steps shown in Table 3.1 using an additional 

organizational study.  The remainder of this chapter will be spent discussing the steps 

shown 

es.  Addressing this decision problem will consist of creating a 

decisio

3.3.2  

in Table 3.1 in more detail in the context of this organizational study. 

  

3.3.1  Step 1 – Recognize a Decision Problem 

 The decision problem that this research addresses is maximizing IS security.  For 

the purposes of this research, IS security is defined as those practices in an organization 

that focus on understanding, analyzing, and implementing the protection of information 

resources, where such protection is considered via both technical and socio-

organizational issu

n model.  The input to this decision model will be the various value-driven 

objectives that will be amended via Step 2.  The output of this decision model will be a 

ranked list of alternatives or tasks used for attaining or implementing these objectives. 

 

Step 2 - Create Amended Value Hierarchy 

As discussed in Chapter 2, a value hierarchy of fundamental and means objectives 

is used by the decision maker as a conceptual model for generating alternatives.  It 

structures the organizational values beginning with the strategic objective and ending 

with lower level objectives used during the evaluation process.  Fundamental objectives 

are those that a decision maker actually desires to achieve in the context of a particular 
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problem domain and for the purposes of measurement and weighting schemes, initial 

focus is placed on the fundamental objectives (Kirkwood, 1997).  Means objectives will 

then be used to help in determining alternatives or tasks to attain or implement the 

various fundamental objectives. 

As discussed, Dhillon and Torkzadeh’s (2006) fundamental objectives shown in 

Table 2.1 were generated via in-depth interviews with 103 managers across various 

organiz

wever, 

organiz

or second tier objectives, the decision makers are 

asked to confirm that the collection of second tier objectives are in fact complete when it 

comes to the first tier objectives.  However, it should be noted that when analyzing the 

ational settings.  The results were then validated for content via a panel of seven 

IS security experts.  Thus this research assumes that this framework can be deemed 

generalizable to any organizational setting that desires to maximize IS security.  Ho

ations do differ in terms of their values; therefore, these fundamental objectives 

are presented to the organization with the intent to verify, amend, or add objectives as 

deemed necessary. 

Desirable properties for a value hierarchy include completeness, nonredundancy, 

decomposability, operability, and small size (Kirkwood, 1997).  These properties are 

used as a starting point to evaluate the fundamental objectives via the organizational 

study described in Chapter 4.   

The completeness or “collectively exhaustive” property refers to the notion that 

the objectives at each tier in the hierarchy must adequately cover all concerns necessary 

to evaluate the upper level objective and assures that alternatives are adequately 

evaluated and ranked accordingly.  F
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collecti

olved in analyzing IS 

curity.  Thus the goal is to confirm that these 9 fundamental objectives provide a 

“comprehensive” list of objectives.  Additionally, as previously mentioned, a cost 

objective is outside the scope of this research. 

The nonredundancy or “mutually exclusive” property implies that no two 

objectives in the same tier of the hierarchy should have the same or similar meanings.  

Thus the decision makers are asked to remove any objectives that seem redundant. 

The decomposability property refers to the notion that there must be a way to 

measure each objective in order to determine the overall desirability of alternatives.  

When investigating the objectives shown in Table 2.1, the property of decomposability 

appears to be problematic.  In other words, determining measures for the second tier 

objectives present a challenge because the qualitative nature of these objectives do not 

readily allow for direct measurement.  Thus creating a sound technique for measuring 

these objectives is investigated with care as discussed more thoroughly in Section 3.3.3. 

The operability property refers to the notion that the objectives hierarchy should 

be understandable for the people who will be using it.  Thus the decision makers are 

asked to reword various objectives so that they can be understandable to the people in 

their organization and to themselves. 

vely exhaustive nature of the 9 fundamental objectives as they relate to 

maximizing IS security, confirming that they are in fact mutually exclusive will not be a 

goal due to the overwhelming abundance of issues that may be inv

se
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And finally, the small size property refers to the notion that the hierarchy should 

be no bigger than necessary to minimize the duration of time spent on each of the 

downstream steps of the 10-step methodology shown in Table 3.1. 

 
3.3.3  Step 3 - Develop Evaluation Measures 

 Once the fundamental objective hierarchy is created, evaluation measures or 

metrics (AKA attributes) must be developed for each of the objectives in the last tier of 

each branch in the hierarchy.  The purpose of evaluation measures is to specify an 

unambiguous rating of how well an alternative or task does with respect to each objective 

(Kirkwood, 1997).  Additionally, it should be noted that more than one measure may be 

needed to accurately measure a lower tier objective (Keeney, 1992).   

 An evaluation measure may have either a natural scale that can be measured 

directly or a constructed scale that is measured indirectly (Kirkwood, 1997).  A natural 

scale that can be measured directly has a common interpretation to everyone and is thus 

less controversial (Keeney, 1992; Kirkwood, 1997).  For example, the concentration of 

chlorine in a water column is typically measured using (mg/l) and can be directly 

measured.  In contrast, a constructed scale is developed specifically for a given decision 

context.  For example, survey questions that use a 5-point Likert rating would be 

considered constructed and a less direct measure of an objective (Kirkwood, 1997).  As 

shown in Table 2.1, because there are no natural and direct means for measuring the 

second tier objectives, a constructed scale for each second tier objective is developed for 

the purposes of this research. 
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 (questionnaire) was developed (See Appendix A)
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ented to the DM’s w goal was to form a more accu
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ate th  best possible measure for each second tier objective, 
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  Table 3.2 illustrates an example of these meas

ive in Table 2.1.  As shown in Table 3.2 an exam

anagerial measure fo obj tive 1.1 shown in Table 2.1 was, “You a
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Table 3.2:  Example of Generic Evaluation Measures 

Enhance Management Development Practices 
 

Sub-Objective Evaluation Measure (Attribute) 

M environment that leads by example. 
You or your management team attempt to develop an 1.1 Develop a 

management team that 
You feel that your management team attempts to develop an 
environment that leads by example. 

leads by example O 

M 
You or your management team has made an effort to make 
your subordinates feel comfortable with using the basic 
features of their computers. 

M subordinates feel comfortable with using the basic features of 
the software that they are required to use. 

You or someone you know has made an effort to make your 

MO You feel comfortable using the basic features of your 
computer. 

1.2 Ensure individual 
comfort level of 

MO You feel comfortable using the basic features of most of the
software that you are required to use 

computers/software 

 

M You or your management team has made an effort to make 
your subordinates feel confident about using their computers. 1.3 Increase confidence in 

using computers 
MO You feel confident using your computer. 

1.4 Create legitimate 
opportunities for fin

gain 
MO 

You understand the importance of computer technology and 
how it i e financial we f your 
org

ancial s related to th ll-being o
anization 

M Yo  team have ted to provide 
your su ith adequate IT . 

u or your management  attemp
bordinates w training1.5 Provide employe

with adequate IT train
O d ade T training. 

es 
ing 

You feel as if you have receive quate I

M You or yo gement team attem evelop the 
capa  staff. 

ur mana pt to d
bility level of the IT1.6 Develop capabili

level of IT staff 
MO You ff of your IT ent is capable of 

handling the technology needs of your organization. 

ty 
feel as if the IT sta departm

 
 
3.3.4  Step 4 - Develop Value Functions   

 Typically, the evaluation measures developed in the previous step are in different 

units and measured on different scales.  Thus as Keeney (1992) notes, it is impossible to 

sum the individual measurements to obtain a total score.  To solve this problem, value 

functions must be developed to transform the units of each evaluation measure into 

“value units” on a scale of 0 to 1 (Kirkwood, 1997).  
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 For example, consider the question, “You and your management team attempt to 

develop an environment that leads by example.”  After discussing this measure with the 

DM, it could be found that a 5-point Likert scale is needed similar to the one shown in 

Table 3.3; yet whether or not the differences between each point on the Likert scale 

(ordinal data) have the same difference in value must be investigated for each measure by 

soliciting the DM’s experience and judgment.  That is, if differences in each point on the 

ikert scale are assumed to be the same, then the assignments of values shown in Table 

3.3 could be given for each score.  However, f it is determined that various measures do 

no

Ta
 

L

i

t have an equal change in value, then an alternative technique must be employed. 

 
ble 3.3: Values for Evaluation Measures Assuming Equal Change in Value 

Score Meaning Value 
1 Strongly disagree 0.00 
2 Disagree 0.25 
3 Neither agree nor disagree 0.50 
4 Agree 0.75 
5 Strongly agree 1.00 

 

 For example, consider again the question, “You and your management team 

attempt to develop an environment that leads by example.”  After discussing this measure 

with the DM, it could be found that a bigger difference between a score of 3 and 4 and 3 

and 2 exists than it does for a score of 4 and 5 and for 1 and 2.  Thus the value function 

would look more like that shown in Figure 3.2 rather than being a straight line that would 

result from graphing the points shown in Table 3.3.  Additionally, within a particular 

value model, value functions are preferred to be either all monotonically increasing or all 
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monotonically decreas g to e lish cy (Chambal et al., 2003).  For example, a 

monotonically increas core along the x-axis increases 

s the value along the y-axis also increases.  Subsequently, a value model having value 

functions that are all monotonically increasing aids those responsible for scoring the 

alternatives because they will know that “more is always better” when considering 

evaluation measures.   

 

in stab  consisten
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Figure 3.2:  Values for Evaluation Measures with Non-Equal Changes in Value 
 
 
 The process for determining non-linear value functions is detailed by Kirkwood 

(1997, pg. 62).  The process consists of first setting the lowest and highest evaluation 

measure scores to values of 0 and 1, respectively.  The DM is then asked to consider if 

there is any differences in value when going from 1 to 2, 2 to 3, 3 to 4, and 4 to 5.  

Perhaps the DM might then indicate that the difference in going from 5 to 4 is much less 

than going from 4 to 3 for a particular evaluation measure and that this difference is 

approximately four times as great.  Additionally, the DM might indicate that the same is 
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true  1 

to 2 and 4 to 5 value of x can 

then be sol  by rec r each 

evaluation asure c en generate 

the value function shown in Figure 3

 
 Additionally, ach point of any 

scales developed.  In , it was found 

that the t iker terpre   Thus 

alternative and more onsidering the 

sub-obje evelo vidual ints for 

the value function look more like what is shown in Table 3.4.   As also shown in Table 

.4, when more than one attribute is assigned to a particular sub-objective, it was found 

that a single-dimensional value function (SDVF) could be constructed that captures the 

essence of multiple evaluation measures. 

 

 on the lower end.  Thus the researcher would then set the lowest increments from

to x and the increments from 2 to 3 and 3 to 4 to 4x.  The 

ved ognizing that x + 4x + 4x + x = 1; or x = 0.1.  The values fo

 me ould then be determined as shown below which would th

.2. 

 V(5) = x + 4x + 4x + x = 1.0;  x = 0.1 
 ∴  V(1) = 0 
  V(2) = x = 0.1 
  V(3) = x + 4x = 0.5 
  V(4) = x + 4x + 4x = 0.9 

DMs must also agree to a common definition for e

 this research, as discussed in more detail in Chapter 4

t type meanings shown in Table 3.3 are not easily inypical L ted.

direct meanings were assigned.  For example, when c

p a management team that leads by example,” indictive “d po

3

 



www.manaraa.com

   57  

Table 3.4:  Defining the Points in a Value Function for Constructed Measures 
 

1.1 Develop a management team that leads by example 
Evaluation Measures 

M You or your management team attempt to develop an environment 
that leads by example. 

O You feel that your management team attempts to develop an 
environment that leads by example. 

Value Function 
Point Definition Value 

Not at All 

If this alternative is implemented to the best of its ability, 

leads by example. Impacts will not be realized by either 0 it has no impact on developing a management team that 

management or operational employees. 

Limited 

If this alternative is implemented to the best of its ability, 

team that leads by example.  Impacts might be realized 
by either management or operational employees. 

0.3 it has a very subtle impact on developing a management 

Mostly 

If this alternative is implemented to the best of its ability, 
it has strong but not overwhelming impact on developing 
a management team that leads by example.  Impacts 
might be realized by both management and operational 
employees. 

0.7 

Direct 

If this alternative is implemented to the best of its ability, 

management team that leads by example.  Impacts will 

operational employees. 

1 
it will have an overwhelming impact on developing a 

definitely be realized by both management and 

 

3.3.5  Step 5 – Weight the Value Hierarchy 

 property of the hierarchy is that the local 

 

 The fundamental objectives hierarchy is composed of multiple objectives that 

should be considered when attempting to make a decision.  However, each of these 

objectives is not necessarily equally important to a particular decision maker across 

various organizations.  Therefore, to account for this varying degree of importance, 

weights must be assigned to each tier of the fundamental objective hierarchy given a 

particular organizational context.  An important
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weights for each branch and each tier, taken separately, must sum to 1.0 (Kirkwood, 

1997). 

Several weighting techniques exist that include: the ratio method, the swing 

weighting method, the trade-off method, and the pricing out method (Borcherding et al., 

2003).  This research will use the swing weighting technique as it has been shown to be a 

consistent technique that provides a fair amount of convergent validity (Borcherding et 

al., 2003).  In using swing weights, the DM (or DMs) within a particular organization are 

sked to imagine the lowest tier objectives for each branch at their worst possible levels 

in terms of value.  They are then asked to determine which objective in a group they 

would like to see swing to its best possible level.  After choosing their most important 

objective within a group, they are then asked to compare their two most important 

objectives and state the relative importance of a full swing in each objective’s attainment.  

After a few iterations of this technique, the researcher is then able to determine the 

various increments between each objective.  The resulting increments are then 

sequentially ordered by increasing value.  Each increment is then assigned a factor of 

importance as it relates to the smallest increment.  The smallest value increment is then 

set so that the total of all the increments equals 1.0.  The resulting increments that sum to 

1.0 are then solved as a system of equations in the exact manner as shown in Step 4 

above with the same number of equations and unknowns to produce the various weights.  

Since more than one DM is solicited for determining weights, the various weights 

produced are then combined and averaged to provide a final weight for each objective 

and attribute at each tier of the hierarchy. 

a
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 To simplify the conceptual process of swing weighting the first tier objectives 

shown  in Table 2.1, the conceptual hierarchy shown in Figure 2.2 is presented to the DMs. 

In other words, rather than asking the DMs to attempt to weight 9 fundamental objectives 

against each other, the DMs were asked to consider the technical and socio-

organizational objectives by themselves and then weight the technical and socio-

organizational categories independently.  Figure 3.3 provides a first example of what 

could be found using this technique where individual weights are shown in parenthesis. 

 

 

 
 
 
 

Figure 3.3:  Weighting the Upper Level Objectives 

Maximize IS Security 
(1.0) 

Technical 
(0.5) 

Socio-Organizational 
(0.5) 

Maximize Access Control 
(0.5) 

Maximize Data Integrity 
(0.5) 

Enhance Management Enhance Integrity of 
Development Practices 

(0.2) 
Business Processes 

(0.1) 

Maximize Privacy 
(0.2) 

Provide Adequate Human 
Resource Management 

Practices 
(0.1) 

Develop and Sustain an 
Ethical Environment 

(0.1) Promote Individual Work 

(0.2) 
Ethic 

Maximize Organizational 

(0.1) 
Integrity 
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3.3.6  Step 6 - Generate Alternatives 

The major advantage of VFT is that it encourages the development of creative 

alternatives, guided by the knowledge of the organizational values (i.e., the value 

hierarchy shown in Table 2.1).   For the purposes of this research, alternatives are defined 

as individual tasks or a collection of tasks that could be used to attain or implement the 

n the situation, there are different 

techniques for actually generating the alternatives.  To generate alternatives, the value 

hierarchy forces appropriate value-driven questions to be asked to accurately assess and 

alternatives are naturally created. 

tives.  Additionally, the means objectives shown in Table 2.2, 

various objectives shown in Table 2.1.  Depending o

measure the various evaluation measures for the various objectives.  Via this process, 

For this research, alternatives are generated via task generation tables.  For each 

objective, questions are asked to determine the types of tasks required to attain or 

implement various objec

provides a conceptual template for determining appropriate value-driven tasks.  

 

3.3.7  Step 7 – Score the Alternatives 

 To properly use the value model, the alternatives or tasks generated in Step 6 

must be scored relative to each evaluation measure.  That is, each alternative received a 

score that ranges from the lowest to highest possible score for each evaluation measure.  

To determine these scores, a forum of subject matter experts (researcher, DM, outside 

experts) considers each alternative for a particular measure before advancing to the next 

measure.  Ideally, the forum of subject matter experts arrives at a consensus for each 
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score an alternative receives. This consensus adds defensibility to the final value ranking 

of the alternatives because it eliminates the uncertainty factor associated with each score 

an alternative receives.  Additionally, given the wide range of objectives as shown in 

Table 2.1, individual tasks only impa sm objectives.  Thus the 

3.3.8 Step 8 - Perform Deterministic Analysis 

 As shown in Table 2.1, over 30 second tier objectives are present.  This large 

number of objectives ultimately led to an even larger number of tasks (69 tasks as 

discussed in Chapter 4).  Thus the next question became, “Which of these alternatives or 

set of alternatives would have the most impact on maximizing IS security for a particular 

organization?”  The goal of deterministic analysis is to allow these various tasks to be 

ranked in order of importance and will provide an informed and quantifiable means for 

justifying task selection. 

 To perform deterministic analysis, the data collected in the previous steps will be 

used to create an overall value function.  There are several approaches for creating 

overall value functions where the additive and multiplicative value functions are the most 

commonly used (Chambal et al., 2003).  Because the additive value function is 

particularly salient for prescriptive decision analysis, it will be used as a basis for this 

research.  The additive value function assumes each single-dimensional value function 

contains a value of 0 for the worst level and a 1 for the best level (monotonically 

increasing) and that the alternatives or tasks are preferentially independent (Keeney and 

Raiffa, 1993). The preferential independence property essentially indicates that the choice 

ct a all number of individual 

time required to accurately complete Step 7 was not too overwhelming. 
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of a particular altern se assumptions, the 

additive value function is sim  we  the various value functions 

and is expressed as shown in Equation 1 (Kirkwood, 1997, pg. 230): 

(1)  xv
1

)( wi  * vi(xi) 

where, wi = the various weights associated with th ariou ern e ia 

value functions vi(xi). 

 Table 3.5 illustrates (using fic  for ur  o rati ow 

this de rministic anal is will be accom lished u ng the xth b nch (“Maximize Data 

lue hierarchy shown in Table 2.1.  As mentioned in Step 5, the three 

weight 

n is the actual score of each alternative relative to 

each m  And finally, the value-adjusted score column 

(VAS) th    

 

ative does not impact other alternatives.  With the

ply a ighted average of all of

∑
=

=
n

i

e v s alt ativ scores v the 

titious numbers  the p pose f illust on) h

te ys p si si ra

Integrit ”) of the vay

columns are generated using the swing weighting technique via interviews with 

DMs.  The adjusted weight (AW) column (AKA: global weight) is then calculated as W1 

* W2 * W3.  The measure column represents the list of evaluation measures that was 

created in Step 3.  The alternatives column (Alt) is the actual alternatives or tasks 

generated via Step 6.  The score colum

easure as discussed in Step 7.  

 is e score adjusted via the value functions created in Step 4.
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Table 3.5:  Deterministic Analysis Illustration 

First Tier Second Tier Third Tier Evaluation Alternatives 

 

Measures 

Obj. Weight Obj. Weight Measure Weight Weight Alt Score Adj. 
(W1) (W2) (W3) 

Adj. 

(AW) 

Value 

Score 
(VAS)

A1 Agree 0.9 
Q6.1.1 0.5 0.025 

A2 Direct 1 
A2 Medium 0.5 

6.1 0.25 
Q6.1.2 0.5 0.025 

A3 Agree 0.9 
Q6.2.1 0.5 0.075 A3 Barely 0.1 

A2 Medium 0.5 

6

Q6.2.1 0.5 0.075 

 0.2 

6.2 0.75 
A4 Agree 0.75 

Step Step Step Step Step Step Step  Step Step  Step 
2 5 2 5 3 5 5 6 7 8 

  

resent the final step in determining the best 

lternatives using Equation 1 and the values shown in Table 3.5.  Thus, as is shown by 

alternatives could be ranked in order of importance with A2 being 

recom

• V(A2) = (0.025)(1.0)+(0.025)(0.5)+(0.075)(0.5) = .0750 

• V(A4) = (0.075)(0.75) = .0563 

 

erministic analysis is completed, the next step consisted of 

rforming sensitivity analysis. This procedure is recommended as it examines the 

alidity of the findings by removing the subjective nature of the weights and often times 

 

The following calculations rep

a

these equations, the 

mended as it would have the greatest impact on increasing the overall strategic 

objective of maximizing IS security.  

• V(A1) = (0.025)(0.9) = .0225 

• V(A3) =  (0.025)(0.9)+(0.075)(0.1) = .0300 

 

3.3.9  Steps 9 and 10 - Sensitivity Analysis, Final Recommendations 

 After the det

pe

v
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provides the DM with valuable insight.  To accomplish this analysis, the weight of each 

value is systematically altered and the subs uent impact on the final alternative scores 

and rankings are tracked.  As an individual weight is changed, the other weights are 

 of the column or section remains 1.0.  The proportionality 

of the o

t to any decision context. 

3.4 Summary 

Chapter 3 discussed the theory behind the notion of value-focused thinking and 

driven alternatives or tasks used to attain the various objectives shown in Table 2.1.  This 

organization studied in this research.  Chapter 4 presents the data and results that were 

found as a result of implementing this 10-step VFT methodology via a single 

organizational study. 

  

eq

adjusted to ensure that the sum

ther weights to each other is maintained as the weight being assessed is adjusted. 

 Once the sensitivity analysis is complete, final recommendations are then 

presented to the DM.  The format of the presentation depends on the insights gained 

during the analysis and the questions posed by the DM.  It is important to communicate 

that this 10-step VFT process does not replace the DM; it only serves as a structured 

approach that provides a guide to generate informed alternatives or tasks derived from the 

values inheren

 

described in detail the 10-step process that will be used to generate a ranked list of value-

ranked list of value-driven tasks is used to generate valid recommendations to the 
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Chapter 4 - Data and Results 

4.1  Introduction 

The purpose of this chapter is to present the results of data obtained via a single 

organizational study.  This chapter first provides a brief description of the organization 

chosen for obtaining data for this research followed by a brief description of the three 

decision makers that took part in the study.  After the organization and respondents are 

described, this chapter then presents the data obtained for Steps 2-7 as described in 

Chapter 3.  Chapter 5 synthesizes and discusses these results as discussed in Steps 8–10 

in Chapter 3. 

 
4.2  rganization and Respondent Profile 

The organization chosen has its headquarters located in Richmond, Virginia and 

has been recognized as a “Most Admired Company” by Fortune Magazine.  For 

anonymity purposes the organization will be referred to as MSI Corp, which represents 

the fact that it does business in the mortgage services industry.  MSI Corp provides real 

estate transaction services with over 800 offices and a network of more than 10,000 

active agents.  It serves agent, residential, commercial, and lender customers throughout 

the United States, Mexico, Canada, the Caribbean, Latin America, Europe, and Asia.  

MSI Corp implements various strategies for maintaining an ethical environment 

and the integrity of its organization.  For example, a Code of Business Conduct and 

Ethics is presented to all new hires and every employee of MSI Corp must take and pass 

 

O
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a class related to it every year.  Additionally, each employee of MSI Corp is required to 

 

take a computer security awareness course annually.  And finally, MSI Corp ensures that 

all employees are made aware of its Guiding Principles as shown in Figure 4.1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.1:  Guiding Principles of MSI Corp 

Personal Values  
• Integrity – The personal integrity of each employee and agent representing us speaks 

to the integrity of our entire organization.  
• Respect for the Individual – We respect the dignity of each individual, whether a 

fellow employee, customer, agent, shareholder, or member of the general public.  

• Customer Satisfaction – Customers are the fundamental driving force behind what 
we do.  

• Continuous Improvement – There is no permanent best practice. There are always 
better practices. Excellence demands that we continue to find them.  

• Pursuit of Ideas – We want ideas at all levels. Brainstorming fuels organizational 

faster delivery times, an improved scope of service, lower costs, and the ability to 

 

Drive for Excellence  

energy, and high organizational energy leads to significant competitive advantages, 

continuously transform.  

Management Practices  
• Clear Goals and Objectives – We set goals with a disciplined schedule. We measure 

results, track progress, and award achievements throughout the company. Attached to 

• Frequent and Open Communication – We communicate on a regular basis. We want 
e
receive timely, straightforward feedback on their performance. Feedback is a two-way 

• Employee Development – MSI Corp is, above all else, its people. Excellence 

• Teamwork – Our responsibility is to satisfy competing demands with seamless 

the responsibility for goal-driven results are clear and adequate authority levels, the 
corresponding autonomy, and appropriate measures of accountability.  

mployees to understand company, business unit, and individual expectations and to 

street. We encourage input from every employee.  

demands the ongoing training and development of each employee.  

integration of our efforts. Excellence requires cooperation.  
• Responsible Corporate Citizenship – We seek to improve the quality of life in the 

communities where we live and work. We want our managers to be community-
minded and we encourage our employees to be involved in their communities.  
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4.2.1  Respondent Pr

 Three auditors this research project.  

For anonymity purp ed to as the Team.  These 

thr ho  

between the activitie nd strategic managers.  A specific duty 

of the rs is rious auditing tasks of complex application 

syst tio nd security in accordance with 

pre ny  within 

MSI lat h.  A 

detailed description  three auditors can be found in 

Ap  d terviews with the Team is shown in 

Appendix B.  

 

4.3      V  Hier  Functions 

d  via three half-

day s h th d 

by fir ning ental objectives 

shown in Table 2.1 a econd tier objectives one by one via 

the co ion o and the 

properties of being u

red cu

 

ofile 

from MSI Corp were identified to work on 

oses these three respondents will be referr

ee respondents ld a unique position within the company as they provide a direct link

s of operational employees a

se audito

ems in produc

 to perform or direct va

n or under development for controls a

scribed compa

 Corp as it re

 policies and procedures.  Thus their experience and position

es to IS security make them excellent candidates for this researc

of the specific duties for each of these

pendix D.  The ocumentation for the various in

alue archy, Evaluation Measures, and Value

An amende  value hierarchy is shown in Table 4.1 and was created

essions wit

st exami

e Team.  The updated hierarchy shown in Table 4.1 was establishe

Dhillon and Torkzadeh’s (2006) original fundam

long with analyzing the various s

nsiderat f evaluation measures, value functions, and alternatives 

nderstandable to MSI Corp, being collectively exhaustive, and non-

undancy, as dis ssed in Chapter 3.   
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Table 4.1:  Finalized Value Hierarchy 

Overall Objective:  Maximize IS Security 
 

First Tier Second Tier 
1.1 Develop a management team that leads by example 
1.2 Ensure confidence/comfort level in using computers 
1.3 Ensure an adequate understanding of the importance of computer technology and how 
it is related to the financial well-being of your organization 
1.4 Ensure employees have adequate IT training 

1. Maximize IT 
Competence 

1.5 Ensure IT capability level of staff 
2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 

2. Promote 
Employee 

2.3 Increase/maintain pride in the organization  Development and 
Ma

Practices 
nagement 

2.4 Develop and maintain a motivated workforce 

3.1 Create an environment that makes it ok to report unethical behavior (whistle blowing) 
3.2 Develop and/or make known an understood value system in the organization 
3.3 Create an environment that promotes organizational loyalty 

3. Develop and 
Sustain an Ethical 

Environment 3.4 Ensure adequate management oversight of developing and sustaining an ethical 
environment 
4.1 Ensure personal accountability for system use 
4.2 Ensure appropriate levels of user access 
4.3 Ensure appropriate physical security 
4.4 Ensure user access is based on "need to know" 

4. Maximize 
Access Control 

4.5 Ensure adequate management oversight of access control issues 
5.1 Maximize employee integrity in the company 
5.2 Create a desire to not jeopardize the reputation of the company 
5.3 Create an environment that promotes the organization’s best interests rather than 
personal gain 

5. Promote 
Individual Work 

5.4 Minimize temptation to use information for personal benefit 
Ethic  

6.1 Ensure that inappropriate changes to data are minimized 
6.2 Ensure appropriate data integrity controls for the processing of data 6. Maximize Data 

Integrity 
6.3 Ensure adequate management oversight of data integrity issues 
7.1 Ensure an understanding of the expected use of available information and its relation 
to individual business processes 
7.2 Develop procedures for managing changes to business processes 

7. Enhance 
Integrity of 

Business 
Processes 7.3 Ensure that appropriate organizational controls are in place 

8.1 Emphasize importance of data privacy 
8.2 Ensure employee awareness against disclosure of sensitive data 

8.3 Ensure employees understand the repercussions of disclosing sensitive data 
8.4 Ensure that sensitive data is adequately secured 

8. Maximize 

8.5 Ensure adequate management oversight of privacy issues 

Privacy 

9.1 Create an environment that empowers employees 
9.2 Create an environment that promotes respect 
9.3 Create an environment that promotes individual reliability 

9. Maximize 
Organizational 

Integrity 
9.4 Ensure adequate management oversight of organizational integrity issues 
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Coming up with understandable evaluation measures, value functions, and 

conside

conside

ring alternatives subsequently forced the Team to think of the importance of each 

sub-objective as it relates to Information System Security.  Obviously, this paid dividends 

for later analysis such as weighting each sub-objective relative to its peers (Section 4.4) 

and creating and scoring alternatives or tasks (Section 4.5) for attaining or implementing 

the various second tier objectives shown in Table 4.1.  

The remainder of Section 4.3 describes how each fundamental objective was 

analyzed and discusses the evaluation measures and subsequent value function created 

for objective 1.1 shown in Table 4.1.  Because the remaining evaluation measures and 

value functions for objectives 1.2-9.4 as shown in Table 4.1 were created in a similar 

manner to objective 1.1, detailed discussion is not warranted.  However, the entire list of 

the evaluation measures and value functions for objectives 1.1-9.4 are shown in 

Appendix C.   

Evaluation measures for all of the second tier objectives in Table 4.1 were created 

by examining the generic evaluation measures shown in Appendix A and rewording them 

to capture the essence of each second tier objective in a manner that the Team considered 

would be understandable to MSI Corp.  Additionally, evaluation measures were 

red from both the perspectives of management (M) and operational employees 

(O).  The value functions were then created and worded in a manner that was consistent 

with the various evaluation measures so that both management and operational 

perspectives could be captured via one single-dimensional value function (SDVF). 
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4.3.1 Maximize IT Competence 

As shown in Table 4.2, the original fundamental objective “Enhance Management 

Development Practices” was changed to “Maximize IT Competence.”  This change was 

made as a result of examining the various second tier objectives and realizing that 

developing IT competence within the entire organization was certainly the goal of this 

ndamental objective rather than just simply considering management practices.    Once 

the Team focused on reasons why 

max pet maximizing IS security.  

After eration competence would 

serve to limit security breaches a nce.  This observation has been 

supported in the litera 5) considered 

def he llon 

(2008) suggests that an lps in developing IT 

f course, as IT competence 

dge to their 

advanta

 

fu

this new phrasing, the Team thought about various 

imizing IT com

some delib

ence were important for the purpose of 

, the Team finally agreed that maximizing IT 

s a result of ignora

ture as well.  For example, McGrath et al. (199

tness and compre nsion as antecedents for organizational competence.  And Dhi

 increased understanding of process skills he

competence which can then lead to limiting inside threats.  O

is gained, unethical employees could use increased technical knowle

ge in terms of getting past various security constraints.  However, as shown in 

Table 4.1, ethical considerations are a major part of the fundamental objective hierarchy.   

After the Team determined that IT competence was important for maximizing IS 

security, the various second tier objectives were examined in terms of wording that was 

understandable and on the property of redundancy.  As shown in Table 4.2, the Team 

decided that the notions of comfort (F1.2) and confidence (F1.3) that were originally 

captured by two second tier objectives should be combined into one second tier objective 
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(See objective 1.2 in Table 4.2).  This change was made by determining that comfort and 

confidence were redundant.  As also shown in Table 4.2, the remainder of the original 

second tier objectives were either kept as is or were simply reworded to make them 

underst

Table 4.2:  Original and Final Second Tier Objectives for Maximize IT Competence 

Original Branch 

andable within MSI Corp.   

 

 

F1.1 Develop a management team that leads by example 
F1.2 Ensure individual comfort level of computers/software 
F1.3 Increase confidence in using computers
F1.4 Create legitimate opportunities for financial gain 
F1.5 Provide employees with adequate IT training 

F1. Enhance 

Development 

F1.6 Develop capability level of IT staff 

Management 

Practices 

Amended Branch 
1.1 Develop a management team that leads by example 
1.2 Ensure confidence/comfort level in using computers 
1.3 Ensure an adequate understanding of the importance of computer 

organization 
technology and how it is related to the financial well-being of your 

1.4 Ensure employees have adequate IT training 

1. Maximize IT 
Competence 

1.5 Ensure IT capability level of staff 
• Italicized objectives were removed as a result of being deemed tasks 
• Crossed out objectives were removed as a result of being redundant 

eant by maximizing IT competence for the purpose of maximizing IS 

security?

• Bolded objectives were added to ensure the property of being collectively exhaustive 
 

The five second tier objectives (objectives 1.1-1.5 in Table 4.2) were then 

examined in terms of being collectively exhaustive.  That is, do these five objectives 

capture what is m

   As shown in Table 4.2, to maximize IT competence the Team decided that 

MSI Corp require that:  management teams lead by example; employees of MSI Corp 

have a sense of confidence and feel comfortable using computer technology; employees 

of MSI Corp have an adequate understanding of the importance of computer technology 
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and how it is related to the financial well-being of the organization; managers ensure 

Corp ensure the IT capability 

level of the staf

Table 4.3 t 

was created for s by 

example.”    As s

of the evaluation measures from both th nd operational perspectives.  That 

is, i lte e no pact 

on both manager native is given a 

score If a ct o ther 

managerial or op tive is given a score 

of 0.3.  If a given er managerial 

or operational em e of 0.5.  If a 

given alternative

mana r op ive is given a score 

of 0.7.  And finally, if a given alternative or task is thought to have a direct impact on 

both m erial e is g en a 

score of 1.0. 

fter the definitions and values were created for the value function shown in 

ated in that 

they al

employees have adequate IT training; and managers of MSI 

f. 

 illustrates the evaluation measures and subsequent value function tha

the second tier objective “develop a management team that lead

hown in Table 4.3 was created to capture the essence , this value function 

e managerial a

f a given a rnative or task (as discussed in Section 4.5) is thought to hav

ial or operational employees of MSI Corp, then that alter

im

 of 0.   given alternative or task is thought to have a limited impa

erational employees of MSI Corp, then that alterna

n ei

 alternative or task is thought to have some impact on eith

ployees of MSI Corp, then that alternative is given a scor

 or task is thought to have a strong but not overwhelming impact on both 

erational employees of MSI Corp, then that alternatgerial o

anag and operational employees of MSI Corp, then that alternativ iv

A

Table 4.3, the Team then realized that all of the second tier objectives were rel

l required constructed scales of similar nature.  Thus it was decided that all of the 

value functions would be created in an analogous manner as shown in Appendix C.   
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“Develop a Management Team that Leads by Example” 

1.1 Develop a management team that leads by example 

Table 4.3:  Evaluation Measures and Value Function for the Second Tier Objective 

 

Evaluation Measures 
M  for the purpose of encouraging IT competence. 

You or your management team attempt to develop an environment that leads 
by example

O at your management team attempts to develop an environment You feel th
that leads by example for the purpose of encouraging IT competence. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 

for the purpose of encouraging IT competence. Impacts will not 
impact on developing a management team that leads by example 

be realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a very 
subtle impact on developing a management team that leads by 
example for the purpose of encouraging IT competence.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on developing a management team that 

Impacts could be realized by either management or operational 
leads by example for the purpose of encouraging IT competence.  

employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a strong 
but not overwhelming impact on developing a management team 

competence.  Impacts might be realized by both management and 
that leads by example for the purpose of encouraging IT 

operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have an 
overwhelming impact on developing a management team that 
leads by example for the purpose of encouraging IT competence.  
Impacts will definitely be realized by both management and 
operational employees. 

1 

 

4.3.2 Promote Employee Development and Management Practices 

As shown in Table 4.4, the original fundamental objective “Provide Adequate 

Human Resource Management Practices” was changed to “Promote Employee 
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Development and Management Practices.”  This change was made as a result of 

examining the various second tier objectives and realizing that these objectives were 

aiming at employee develo  to promote employee 

dev  im an via 

Huma ne.   

Once the Team foc t about various 

re s were 

impor ose o ion, the Team 

otivated and proud 

p s.  That is, a 

happy em

any of the second tier objectives were reworded 

to make them understandable within MSI Corp. 

pment.  Thus any types of activities used

elopment should be

n Resources alo

plemented by managers across MSI Corp rather th

used on this new phrasing, the Team though

asons why promoting 

tant for the purp

employee development and management practice

f maximizing IS security.  After some deliberat

quickly determined that building an organization that consists of m

em loyees would minimize risks associated with internal security breache

ployee is less likely to steal from the organization.  This observation has been 

supported in the literature as well.  For example, Hitchings (1995) and Dhilon (2001) 

have both suggested that a positive correlation exists between disgruntled employees and 

security breaches. 

After the Team determined that promoting employee development and 

management practices was important for maximizing IS security, the various second tier 

objectives were examined in terms of wording that was understandable and on the 

property of redundancy.  As shown in Table 4.4, the Team decided that redundant 

objectives were not present.  However, m
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Table 4.4: Original and Final Second Tier Objectives for Promote Employee 

 
Development and Management Practices 

Original Branch 
F2.1 Provide necessary job resources 
F2.2 Create an environment that promotes contribution 
F2.3 Encourage high levels of group morale 
F2.4 Enhance individual/group pride in the organization  
F2.5 Create an environment of employee motivation 

F2. Provide 

Resource 

Practices 

Adequate Human 

Management 

F2.6 Create an organizational code of ethics 
Amended Branch 

2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 
2.3 Increase/maintain pride in the organization  

2. Promote Employee 
Development and 

Management 
Practices 2.4 Develop and maintain a motivated workforce 

• Italicized objectives were removed as a result of being deemed tasks 
• Crossed out objectives were removed as a result of being redundant 
• Bolded objectives were added to ensure the property of being collectively exhaustive 
 

Additionally, two original second tier objectives were removed because the Team 

determined that they were in fact alternatives or tasks rather than objectives.  These two 

objectives were “provide necessary job resources” (F2.1) and “create an organizational 

code of ethics” (F2.6).  The original second tier objective “provide necessary job 

resources” was determined to be a task that could help to implement or attain all of the 

objectives (objectives 2.1-2.4) in this branch.  And the original second tier objective 

“create an organizational code of ethics” was considered a task that could help to 

implement or attain the second tier objectives for “Develop and Sustain an Ethical 

Environment” (objective 3). 

The four remaining second tier objectives (objectives 2.1–2.4) were then 

examined in terms of being collectively exhaustive.  That is, do these four objectives 

capture what is meant by promoting employee development and management practices 
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for the purpose of maximizing IS security?   As shown in Table 4.4, to promote employee 

development and management practices for the purpose of maximizing IS security the 

Team decided that MSI Corp require that:  management teams of MSI Corp create an 

environment that promotes contribution; management teams instill high levels of morale 

to emp

4.3.3  Develop and Sustain an Ethical Environment 

As shown in Table 4.5, the fundamental objective “Develop and Sustain an 

Ethical Environment” was kept in its original form.  The Team then thought about 

various reasons why developing and sustaining an ethical environment was important for 

maximizing IS security and how it was different from other objectives such as 

“Promoting Individual Work Ethic” (objective 5).  After some deliberation, the Team 

determined that developing and sustaining an ethical environment was obviously 

important due to the fact that the work environment has a major impact on the actions of 

individuals in any organization in terms of added security (James, 1996).  Thus this 

objective was considered a macro level objective whereas the fundamental objective 

“Promoting Individual Work Ethic” was considered a micro level objective.  That is, both 

objectives work together in a symbiotic manner from environment to the individual back 

to the environment with the goal being to build strong ethical foundations in the 

organization. 

After the Team determined that developing and sustaining an ethical environment 

was important for maximizing IS security, the various second tier objectives were 

loyees of MSI Corp; management teams increase/maintain pride amongst 

employees of MSI Corp; and managers develop and maintain a motivated workforce. 
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examined in terms of wording that was understandable and on the property of redundancy.  

As shown in Table 4.5, the Team decided that redundant objectives were not present.  

However, most of the second tier objectives were reworded to make them understandable 

within MSI Corp. 

etermined that they were in fact alternatives or tasks that could be used as a means for 

attaining the various second tier objectives of this branch rather than being second tier 

objectives themselves.  These four objectives

(F s ofessional-based work ethics” 

(F3.4), and “stress indiv 3.6).  

For example, it could ce e argued that “stressing individuals in MSI Corp treating 

others as they would li nd tier 

obje d/o

ainin 1 and 

3.3) were then examined austive.  That is, do these two 

g an ethical environment for 

the purpose of maximizing IS security?   As shown in Table 4.5, to develop and sustain 

an ethi

Additionally, four original second tier objectives were removed because the Team 

d

 were “discourage unethical relationships” 

3.2), “instill value-ba ed work ethics” (F3.3), “instill pr

iduals treating others as they would like to be treated” 

rtainly b

(F

ke to be treated” would be one task of the actual seco

ctive “develop an

The two rem

r make known an understood value system” (objective 3.2). 

g second tier objectives shown in Table 4.5 (objectives 3.

 in terms of being collectively exh

objectives capture what is meant by developing and sustainin

cal environment for the purpose of maximizing IS security the Team decided that 

MSI Corp require that:  management teams of MSI Corp create an environment that 

makes it acceptable to report unethical behavior (whistle blowing); management teams 

develop and/or make known an understood value system in the organization to employees 

of MSI Corp; management teams create an environment that promotes organizational 
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loyalty amongst employees of MSI Corp; and upper level or strategic managers ensure 

adequate management oversight of developing and sustaining an ethical environment for 

the purpose of maximizing IS security.  

 

Table 4.5:  Original and Final Second Tier Objectives for Develop and Sustain an 

 
Ethical Environment 

Original Branch 
F3.1 Develop an understood value system in the organization/ 
whistle blowing 
F3.2 Develop co-worker and organizational ethical relationships 
F3.3 Instill value-based work ethics 
F3.4 Instill professional work ethics 
F3.5 Create an environment that promotes organizational loyalty 

F3. Develop and 

Environment 
Sustain an Ethical 

F3.6 Stress individuals treating others as they would like to be 
treated 

Amended Branch 
3.1 Create an environment that makes it ok to report unethical 
behavior (whistle blowing) 
3.2 Develop and/or make known an understood value system in 
the organization 
3.3 Create an environment that promotes organizational loyalty 

3. Develop and 

Environment 
Sustain an Ethical 

3.4 Ensure adequate management oversight of developing and 
sustaining an ethical environment 

• Italicized objectives were removed as a result of being deemed tasks 
• Crossed out objectives were removed as a result of being redundant 

ed objectives were added to ensure the property of being collectively exhaustive 
 

As shown in Table 4.5, two of these final second tier objectives (objectives 3.2 

and 3.4) were added for the purpose of being collectively exhaustive.  Objective 3.2 was 

added because it captures the essence of the environmental aspect of this fundamental 

objective.  That is, developing and/or making known an understood value system in the 

organization to employees of MSI Corp must be considered if an organization desires to 

• Bold
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create an environment that will in fact impact various individuals of that organization.  

And objective 3.4, “ensure adequate management oversight of developing and sustaining 

an ethical environment” was added because it was thought that upper level managers 

needed to be involved in keeping a keen eye on developing and sustaining this 

ndamental objective.  That is, lower level managers at MSI Corp might be less inclined 

to give much attentio ective without the strong supervision of 

up s

 

4.3.4  Maximize A

  Access Control” 

was kept in its origin .  Additionally, because of the technical and widely accepted 

2, the Team had no problem 

with accepting it as being extremely important for maximizing IS security.  Issues such as 

accoun

ndancy.  As 

shown 

fu

n to this fundamental obj

per level manager . 

ccess Control 

As shown in Table 4.6, the fundamental objective “Maximize

al form

nature of this fundamental objective, as discussed in Chapter 

tability, user access, and physical security were at the heart of the discussions with 

the Team. 

After the Team discussed the various reasons why access control was important 

for maximizing IS security, the various second tier objectives were examined in terms of 

wording that was understandable to MSI Corp and on the property of redu

in Table 4.6, the Team decided that redundant objectives were not present.  

However, most of the second tier objectives were reworded to make them understandable 

within MSI Corp and so that these objectives could be implemented and monitored via 

both technical and non-technical managers.  For example, to “ensure appropriate levels of 
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user access” (objective 4.2) requires a certain amount of technical expertise or knowledge 

from both the IT department to implement and from various managers throughout the 

organization to monitor.   

 

 
Table 4.6: Original and Final Second Tier Objectives for Maximize Access Control 

Original Branch 
F4.1 Create user passwords 
F4.2 Provide several levels of user access 
F4.3 Ensure physical security 

F4. Maximize 

F4.4 Minimize unauthorized access to information 
Access Control 

Amended Branch 
4.1 Ensure personal accountability for system use 
4.2 Ensure appropriate levels of user access 
4.3 Ensure appropriate physical security 
4.4 Ensure user access is based on "need to know" 

4. Maximize 

4.5 Ensure adequate management oversight of access control 
Access Control 

issues 
• Italicized objectives were removed as a result of being deemed tasks 
• Crossed out objectives were removed as a result of being redundant 

 

Additionally, one original second tier objective, “create user passwords” (F4.1), 

was removed because the Team determined that it was an alternative or task that could be 

used as a means fo

• Bolded objectives were added to ensure the property of being collectively exhaustive 

r attaining the second tier objectives.  For example, creating a well-

ovide a means for attaining the second tier 

objectiv

designed password policy would certainly pr

e of “ensure user access is based on ‘need to know’” (objective 4.4). 

The three remaining second tier objectives (objectives F4.2–F4.4) were then 

examined in terms of being collectively exhaustive.  That is, do these three second tier 

objectives capture what is meant by maximizing access control for the purpose of 

maximizing IS security?   As shown in Table 4.6, to maximize access control for the 
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purpose of maximizing IS security the Team decided that MSI Corp require that 

management teams of MSI Corp ensure:  personal accountability for system use; 

appropriate levels of user access; appropriate physical security; user access is based on 

"need to know;" and upper level or strategic managers ensure adequate management 

oversight of access control issues for the purpose of maximizing IS security.  

Three of these final second tier objectives shown in Table 4.6 (objectives 4.1, 4.4, 

.4 were added because accountability and providing information on a “need to know” 

basis were already esta ective 4.5, “ensure 

ad t in it 

was thou t uppe  to be involved in keeping a keen eye on 

access control issues.  That is, bec  was considered a very important 

objec per  this 

branch.  ng add l issues is supported by Strens and 

esponsibility structures for 

4.3.5  

and 4.5) were added for the purpose of being collectively exhaustive.  Objectives 4.1 and 

4

blished objectives within MSI Corp.  And obj

equate managemen

ght tha

oversight of access control issues,” was added because aga

r level managers needed

ause access control

tive, strong su

Providi

vision of this objective via upper level managers was added to

ed supervision for access contro

Dobson (1993) as they advocate for creating models of r

ensuring security. 

Promote Individual Work Ethic 

As shown in Table 4.7, the fundamental objective “Promote Individual Work 

Ethic” was kept in its original form.  The Team then thought about various reasons why 

promoting individual work ethic was important for maximizing IS security and how it 

was different from “Develop and Sustain an Ethical Environment” (objective 3).  As 

mentioned in Section 4.3.3, objective 5 is concerned with ethical issues at the micro or 
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individual level of the organization.    Additionally, the Team recognized that this micro 

level objective not only collaborates in a symbiotic manner with objective 3 (macro level 

ethical 

Ethic 

Original Branch 

issue) but also collaborates with objective 9, “Maximize Organizational Integrity” 

(macro level integrity issue).  Thus employee integrity (micro level integrity issue) and 

minimizing personal gain (micro level ethical issue) were main issues of consideration. 

 

Table 4.7:  Original and Final Second Tier Objectives for Promote Individual Work 

 

F5.1 Maximize employee integrity in the company 
F5.2 Minimize urgency of personal gain
F5.3 Create a desire to not jeopardize the position of the company 
F5.4 Create an environment that promotes company profitability 
rather than personal gain 

F5. Promote 
Individual Work 

Ethic  

F5.5 Minimize temptation to use information for personal benefit 
Amended Branch 

5.1 Maximize employee integrity in the company 
5.2 Create a desire to not jeopardize the reputation of the company 
5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 

5. Promote 

Ethic  
Individual Work 

5.4 Minimize temptation to use information for personal benefit 
• Italicized objectives were removed as a result of being deemed tasks 
• Crossed out objectives were removed as a result of being redundant 
• Bolded objectives were added to ensure the property of being collectively exhaustive 

 

After the Team determined that promoting individual work ethic was important 

for maximizing IS security, the various second tier objectives were examined in terms of 

wording that was understandable and on the property of redundancy.  As shown in Table 

4.7, the Team decided that the original second tier objective “minimize urgency of 

personal gain” was somewhat redundant in that it was addressed as an access control 

objective.  Thus it was removed from this branch.   Additionally, as shown in Table 4.7, 
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one of the second tier objectives (F5.4) was reworded to make it more understandable 

within MSI Corp.   

The four final second tier objectives shown in Table 4.7 (objectives 5.1–5.4) were 

en examined in terms of being collectively exhaustive.  That is, do these four objectives 

cap an c for the purpose of maximizing 

IS security? Table 4 dual work ethic for the purpose of 

max uri s:  

a

promotes the 

organization’s best interests rather than the personal gain of individual employees; and 

minimize the temptation for employees of MSI Corp to use information for personal 

benefit. 

 

th

ture what is me

   As shown in 

t by promoting individual work ethi

.7, to promote indivi

imizing IS sec ty the Team decided that MSI Corp require that management team

m ximize employee integrity in the company; create a desire for employees to not 

jeopardize the reputation of the company; create an environment that 

4.3.6 Maximize Data Integrity 

As shown in Table 4.8, the fundamental objective “Maximize Data Integrity” was 

kept in its original form.  Similar to maximizing access control, the Team had no problem 

with accepting this widely known technical objective as being extremely important for 

maximizing IS security.  That is, if the integrity of data within an organization is 

compromised, then any information used to make decisions about daily operations or 

strategic advancement is severely limited.  This observation has been supported in the 

literature as well.  For example, both Dunn (1990) and Boockholdt (1987) have explicitly 

argued that data integrity leads to enhanced executive decisions.  Thus data must be 
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unchan

Table 4.8:  Original and Final Second Tier Objectives for Maximize Data Integrity 

Original Branch 

ged from its source and actions must be taken so that data is not accidentally or 

maliciously modified, altered, or destroyed.   

 

 

F6.1 Minimize unauthorized changes F6. Maximize 
Data Integrity F6.2 Ensure data integrity 

Amended Branch 
6.1 Ensure that inappropriate changes to data are minimized 
6.2 Ensure appropriate data integrity controls for the processing of data 6. Maximize 

6.3 Ensure adequate management oversight of data integrity issues Data Integrity 

• Italicized objectives were removed as a result of being deemed tasks 
• Crossed out objectives were removed as a result of being redundant 
• Bolded objectives were added to ensure the property of being collectively exhaustive 

 

After the Team discussed the obvious reasons why data integrity was important 

for maximizing IS security, the various second tier objectives were examined in terms of 

wording that was understandable to MSI Corp and on the property of redundancy.  As 

shown in Table 4.8, the Team decided that redundant objectives were not present.  

However, the two original objectives were reworded to make them understandable within 

MSI Corp and so that these objectives could be implemented and monitored via both 

technical and non-technical managers.  For example, the original objective “ensure data 

.  Thus it was changed to “ensure 

approp

integrity” (objective F6.2) was thought to be too broad

riate data integrity controls for the processing of data” (objective 6.2).  Via this 

new wording, it becomes apparent that objective 6.2 as shown in Table 4.8 requires a 

certain amount of technical expertise or knowledge from both the IT department to 

implement and from various managers throughout the organization to monitor (Maletic 

and Marcus, 2000).  
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The two remaining second tier objectives (objectives 6.1 and 6.2) were then 

examined in terms of being collectively exhaustive.  That is, do these three second tier 

objectives capture what is meant by maximizing data integrity for the purpose of 

maximizing IS security?   As shown in Table 4.8, to maximize data integrity for the 

urpose of maximizing IS security the Team decided that MSI Corp require that 

of MSI Corp ensure that:  inappropriate changes to data are 

minimized; appropriate data integr e processing of data; appropriate 

physi and quate 

manag sight s for the purpose of maximizing IS security.  

in T nagement 

overs nteg ng 

se again 

a keen eye on 

data integrity issues.  That is, because data integrity was considered a very important 

objective, strong supervision of this objective via upper level managers was added to this 

branch. 

 

asons 

why en

p

management teams 

ity controls for th

cal security; 

ement over

upper level or strategic managers of MSI Corp ensure ade

of data integrity issue

As shown 

ight of data i

able 4.8, the second tier objective “ensure adequate ma

rity issues” (objective 6.3) was added for the purpose of bei

collectively exhaustive.  Similar to access control, objective 6.3 was added becau

it was thought that upper level managers needed to be involved in keeping 

4.3.7  Enhance Integrity of Business Processes 

As shown in Table 4.9, the fundamental objective “Enhance Integrity of Business 

Processes” was kept in its original form.  The Team then thought about various re

hancing the integrity of business processes was important for maximizing IS 

security.  After a brief deliberation, it was quickly determined that if data integrity is an 

important issue then enhancing the integrity of business processes should be a very 
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important issue as well.  This same sentiment is expressed by Herrmann and Pernul 

(1999).  That is, if employees are more aware of how information pertains to various 

business processes of an organization, these same employees will be more inclined to 

protect this information.   

 

Business Processes 
Table 4.9:  Original and Final Second Tier Objectives for Enhance Integrity of 

 
Original Branch 

F7.1 Understand the expected use of all available information 
F7.2 Develop understanding of procedures and codes of conduct 

F7. Enhance 
Integrity of 

Business 
P

F7.3 Ensure that appropriate organizational controls (formal and 
rocesses informal) are in place 

Amended Branch 
7.1 Ensure an understanding of the expected use of available 
information and its relation to individual business processes 
7.2 Develop procedures for managing changes to business processes 

7. Enhance 
Integrity of 

Business 
Processes 7.3 Ensure that appropriate organizational controls are in place 

• Italicized objectives were removed as a result of being deemed tasks 
• Crossed out objectives were removed as a result of being redundant 

 

After the Team determined that enhancing the integrity of business processes was 

imp ed 

in terms of wording that was und  the property of redundancy.  As 

shown  4.9 ere not present.   

Additionally, as show made in terms of rewording 

thes bje

e fin jectives 7.1–7.3) 

ve.  That is, do these three 

cesses for the 

• Bolded objectives were added to ensure the property of being collectively exhaustive 

ortant for maximizing IS security, the various second tier objectives were examin

erstandable and on

 in Table , the Team decided that redundant objectives w

n in Table 4.9, minimal changes were 

e second tier o

The thre

ctives to make them more understandable within MSI Corp.   

al second tier objectives shown in Table 4.9 (ob

were then examined in terms of being collectively exhausti

objectives capture what is meant by enhancing the integrity of business pro

 



www.manaraa.com

   87  

purpose

controls are in place. 

Table 4.10: Original and Final Second Tier Objectives for Maximize Privacy 

Original Branch 

 of maximizing IS security?   As shown in Table 4.9, to enhance the integrity of 

business processes for the purpose of maximizing IS security the Team decided that MSI 

Corp require that management teams:  ensure an understanding to MSI Corp employees 

of the expected use of available information and its relation to individual business 

processes; develop procedures for managing changes to business processes; and ensure 

that appropriate organizational 

 

4.3.7 Maximize Privacy 

As shown in Table 4.10, the fundamental objective “Maximize Privacy” was kept 

in its original form.  The Team then thought about various reasons why maximizing 

privacy was important for maximizing IS security.  After some deliberation, the Team 

determined that employees of MSI Corp would be less inclined to accidentally or even 

maliciously expose sensitive data if they were more aware of how sensitive various data 

are and of the various repercussions that could result. 

 

 

F8.1 Emphasize importance of personal privacy F8. Maximize 
P f rules against disclosure rivacy F8.2 Emphasize importance o

Amended Branch 
8.1 Emphasize importance of data privacy 
8.2 Ensure employee awareness against disclosure of sensitive data 
8.3 Ensure employees understand the repercussions of disclosing 
sensitive data 
8.4 Ensure that sensitive data is adequately secured 

8. Maximize 
Privacy 

8.5 Ensure adequate management oversight of privacy issues 
• Italicized objectives were removed as a result of being deemed tasks 
• Crossed out objectives were removed as a result of being redundant 
• Bolded objectives were added to ensure the property of being collectively exhaustive 
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After the Team determined that maximizing data privacy was important for 

maximizing IS security, the various second tier objectives were examined in terms of 

wording that was understandable and on the property of redundancy.  As shown in Table 

4.10, the Team decided that redundant objectives were not present.   Additionally, as 

shown in Table 4.10, minimal changes were made in terms of rewording the two second 

tier obj

rivacy issues. 

 
 

ity as being able to count on 

ectives F8.1 and F8.2.  

The two original second tier objectives shown in Table 4.10 (objectives F8.1 and 

F8.2) were then examined in terms of being collectively exhaustive.  That is, do these two 

objectives capture what is meant by maximizing data privacy for the purpose of 

maximizing IS security?   As shown in Table 4.10, three additional objectives were added 

to the list.  Thus to maximize data privacy for the purpose of maximizing IS security, the 

Team decided that MSI Corp require that management teams:  emphasize importance of 

data privacy; ensure employee awareness against disclosure of sensitive data; ensure 

employees understand the repercussions of disclosing sensitive data; ensure that sensitive 

data is adequately secured; and upper level or strategic managers of MSI Corp ensure 

adequate management oversight of p

4.3.9 Maximize Organizational Integrity 

As shown in Table 4.11, the fundamental objective “Maximize Organizational 

Integrity” was kept in its original form.  The Team then thought about various reasons 

why maximizing organizational integrity was important for maximizing IS security.  

After much deliberation, the Team finally defined integr
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someone to do what is expected.  This definition provided a contrast against ethics.  In 

s, you can have integrity but still be unethical (see Curtin, 2000).  Thus 

because ethics was determined this fundamental objective was 

det im ered non-

redun thica

After the Team determin g organizational integrity was 

imp imi ctives were examined 

in ter ding y.  As 

nd tier objective “create an 

ith “create an 

nvironment of managerial support and solidarity” (F9.1).  Additionally, the team 

determined that “create an environment of positive peer interaction” (F9.5) was 

redundant with “create an environment that promotes respect” (F9.3).  As a result, 

objectives F9.2 and F9.5 were removed.  Additionally, as shown in Table 4.11, the 

remaining second tier objectives were minimally reworded to make them more 

understandable within MSI Corp.   

Additionally, as shown in Table 4.11, one original second tier objective, “create 

an environment of managerial support and solidarity,” was removed because the Team 

determined that it was an alternative or task that could be used as a means for attaining 

the second tier objectives.  For example, creating an environment of managerial support 

and solidarity would certainly be a means for attaining the second tier objective of “create 

an environment that promotes respect” (objective 9.2). 

other word

important, then 

ermined to be 

dant with e

portant for maximizing IS security and was consid

l issues. 

ed that maximizin

ortant for max

ms of wor

zing IS security, the various second tier obje

that was understandable and on the property of redundanc

shown in Table 4.11, the Team decided that the original seco

environment of positive management interaction” (F9.2) was redundant w

e
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Table 4.11: Original and Final Second Tier Objectives for Maximize Organizational 
Integri
 

ty 

Original Branch 
F9.1 Create an environment of managerial support and solidarity 
F9.2 Create environment of positive management interaction
F9.3 Create an environment that promotes respect 
F9.4 Create an environment that promotes individual reliability 

F9. Maximize 
Organizational 

Integrity 
F9.5 Create environment of positive peer interaction

Amended Branch 
9.1 Create an environment that empowers employees 
9.2 Create an environment that promotes respect 
9.3 Create an environment that promotes individual reliability 

9. Maximize 

Integrity 9.4 Ensure adequate management oversight of organizational 
integrity issues 

Organizational 

• Italicized objectives were removed as a result of being deemed tasks 
• Crossed out objectives were removed as a result of being redundant 
• Bolded objectives were added to ensure the property of being collectively 
 

exhaustive 

 

that empowers employees; create an 

or strategic managers of MSI Corp ensure adequate 

m nal in

 

The two remaining second tier objectives shown in Table 4.10 (F9.3 and F9.4) 

were then examined in terms of being collectively exhaustive.  That is, do these two 

objectives capture what is meant by maximizing organizational integrity for the purpose 

of maximizing IS security?   As shown in Table 4.10, to promote individual work ethic 

for the purpose of maximizing IS security the Team decided that MSI Corp require that 

management teams:  create an environment 

environment that promotes respect; create an environment that promotes individual 

eliability; and upper level r

anag izatioement oversight of organ tegrity issues. 
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4.4 

he Team were first asked to imagine the lowest 

tier objectives r orst possible levels in terms of value.  For 

example, when considering a ty,” the respondent was asked to 

imagine scenarios such as sho  

 

Weights 

As shown in Table 4.1, the fundamental objectives hierarchy is composed of 

multiple objectives that should be considered when attempting to make decisions about 

what types of alternatives or tasks should be implemented for the purpose of maximizing 

IS security.  However, each of these objectives is not necessarily equally important to a 

particular decision maker across various organizations.  Therefore, to account for this 

varying degree of importance, weights must be assigned to each tier of the fundamental 

objective hierarchy given a particular organizational context.  An important property of 

the hierarchy is that the local weights for each branch and each tier, taken separately, and 

the finalized global weights across all branches must sum to 1.0. 

To determine the weights of the various objectives shown in Table 4.1, the swing 

weighting technique was used for both tiers of objectives starting at the lowest tier.  In 

using swing weights, individuals from t

 fo  each branch at their w

“M ximize Data Integri

wn in Table 4.12. 

Table 4.12:  Example Questions Used to Imagine Objectives at their Worst Possible 
Level for Swing Weighting  
 

Second Tier Objective Worst Possible Level 
6.1 Ensure that inappropria

to data are mi
te changes 

nimized 
Your organization does not care about whether or not 
data is changed inappropriately. 

6.2 Ensure appropriate data integrity 
controls for the processing of data 

Your organization does not ensure appropriate 
controls for data integrity. 

6.3 Ensure adequate management 
oversight of data integrity issues 

There is no management oversight of data integrity 
issues. 
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Respo  they would 

like to see s st possible l oo st t e 

within a group, respondents were then asked to portant 

objectives and state the relativ portance of a full swing in bjective’s attainment.  

After a few iterations of this techniq rio r  b n e jective were 

dete t ran  objective was then assigned a value of X and the 

remaining objectives were ass d m ple .  F exa if OBJ6.1 and OBJ6.2 

shown in Table 4.3 were considered to be th  im n tive  OBJ6.3 was 

considered to be three times a po th J6.1 and OBJ6.3 were assigned values 

of X and OBJ6.3 would have  ass ed e of .  A hes es of X were 

assigned, w were easily erm y n h sum e we  in 

an individual branch must be equal to 1.  e a ve 

dete ing e tions

• X + X + 3X = 1 
 X = 1/5 = 0.200   

 = 0.200  
 = 0.200 
 .2 .6

Table 4.13 illustrates the averag  we  f h o  second tier 

objec n Tab 13 nd l  were taken through 

this process.  Thus the final l we a mined by averaging ss the results 

of both respondents. 

ndents were then asked to consider which of these objectives

wing to its be evel.  After ch sing their mo  importan objectiv

compare their two most im

e im  each o

ue, va us inc ements etwee ach ob

rmined.  The lowes ked

igne ulti s of X or mple, 

e least porta t objec s and

s im rtant, en OB

 been ign a valu  3X fter t e valu

eights  det ined b  recog izing t at the  of th ights

For th bo example, weights would be 

rmined via the follow qua  

o
 OBJ6.1W
 OBJ6.2W
 OBJ6.3W = 3 * 0 00 = 0 00 

 
e local ights or eac f the

tives.  As shown i le 4. , two i ividua s from the Team

ocal i wght s deter  acro
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Table 4.13:  Local Weights for the Second Tier Objectives 

Objective Auditor 1 Auditor 2 

First Tier Tier Value Weight Value Weight

Average 
Local Branch 

Second X X Weight Sum 

1.1 X 0.143 X 0.138 0.14
1.2 X 0.143 X 0.138 0.14
1.3 X 0.143 1.5X 0.207 0.175
1.4 1.5X 0.214 1.75X 0.241 0.228

1. Maximize IT 
Competence 

1.5 2.5X 0.357 2X 0.276 0.317

1.0 

2.1 X 0.250 X 0.250 0.25
2.2 X 0.250 X 0.250 0.25
2.3 X 0.250 X 0.250 0.25

2. Promote Employee 
Development/Management 

Practices 
2.4 X 0.250 X 0.250 0.25

1.0 

3.1 X 0.133 2.5X 0.278 0.206
3.2 3X 0.400 2.5X 0.278 0.339
3.3 1.5X 0.200 X 0.111 0.156

3. Develop and Sustain an 
Ethical Environment 

3.4 2X 0.267 3X 0.333 0.3

1.0 

4.1 X 0.148 X 0.174 0.161
4.2 1.5X 0.222 1.25X 0.217 0.22
4.3 1.75X 0.259 1.25X 0.217 0.238
4.4 1.5X 0.222 1.25X 0.217 0.22

4. Maximize Access 
Control 

4.5 X 0.148 X 0.174 0.161

1.0 

5.1 2.5X 0.417 2.5X 0.417 0.417
5.2 X 0.167 X 0.167 0.167
5.3 X 0.167 X 0.167 0.167

5. Promote Individual 
Work Ethic  

5.4 1.5X 0.250 1.5X 0.250 0.25

1.0 

6.1 2X 0.444 X 0.333 0.389
6.2 1.5X 0.333 X 0.333 0.333

6. Maximize Data 
Integrity 

6.3 X 0.222 X 0.333 0.278
1.0 

7.1 1.5X 0.333 2.25X 0.360 0.347
7.2 X 0.222 X 0.160 0.191

7. Enhance Integrity of 
Business Processes 

7.3 2X 0.444 3X 0.480 0.462
1.0 

8.1 1.75X 0.194 X 0.125 0.16
8.2 1.75X 0.194 1.25X 0.156 0.175
8.3  X 0.111 1.75X 0.219 0.165
8.4 3X 0.333 3X 0.375 0.354

8. Maximize Privacy 

8.5 1.5X 0.167 X 0.125 0.146

1.0 

9.1 1.5X 0.273 X 0.250 0.261
9.2 1.5X 0.273 X 0.250 0.261
9.3 1.5X 0.273 X 0.250 0.261

9. Maximize 
Organizational Integrity 

9.4  X 0.182 X 0.250 0.216

1.0 
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After determining the local weights for each second tier objective, the weights for 

the first tier objectives were found.  To simplify the conceptual process of swing 

weighting the first tier objectives shown in Table 4.1, a conceptual hierarchy was 

presented to the respondents.  Figure 4.2 illustrates this conceptual hierarchy along with 

indicating the X values that were obtained from each respondent. 

 

 

Swing Weighting 
Figure 4.2:  Conceptual Hierarchy for the 9 Fundamental Objectives Used for 

   

Maximize IS 
Security 

1.0 

Technical 
X; X 

Organizational 
X, X

Maximize Access 
Control 

1.5X; 1.5X 

Maximize Data 
Integrity 

X;  X 

Socio-technical
X; X 

Social 
X; 1.5X 

Maximize IT 
Competence 

2.5X;  X 

Enhance Integrity 
of Business 
Processes      

3X;  X

Maximize Privacy 
X;  2.5X 

Promote Employee 
Devel/Mngmt 

Practices  
X; X 

Develop and 

Environment 
X; 1.75X 

Sustain an Ethical 

Promote Individual 
Work Ethic 

X; 1.75X 

Maximize 

Integrity 
Organizational 

X; X 
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As shown in Figure 4.2, rather than asking the respondents to attempt to weight 9 

fun ental objectives agains

technical, social, and socio-technical objectives by selv hese 

em d as a result of w  in ea terviews with the Team.  That is, the 

Te uick nized that both technical and organizational objectives were present 

as fundamental objectives.  The Team then recognized that the organizational objectives 

could be further divided into the two categories of social and socio-technical. 

The technical objectives shown in Figure 4.2 we efine ose th uired 

technical expertise to   That is, the issues of access control and 

dat rity requir t of technical expertise from both the IT 

department to le us managers throughout the organization to 

monitor.  Social objectives were then defined as those that required managerial and 

organization t d to itor. r exa to “d  and 

sustain an ethical environment” does not require any technical tise fr e IT 

department.  And soci jective e de d as  that ed a 

combination of both technical and organizational expertise to impl  and to itor. 

 ble 4.14 synt from e.  A own i le 4.14 eam 

det d th ganizational and technical objectives were equally weighted.  However, 

because there were seven organizational objec  and o two t al obj s, the 

final global weights for second tier technical objectives were much highe al 

lobal weights for the second tier organizational objectives.  For example, via this 

eighting scheme, the global weight of objective 6.1, “ensure that inappropriate changes

dam

erge

am q

a i

t each other, the respondents were asked to consider 

them es.  T categories 

hat was learned rlier in

ly recog

re d d as th at req

implement and to monitor.

es a certain amounnteg

imp ment and from vario

al exper ise to implement an  mon  Fo mple, evelop

 exper om th

o-technical ob s wer fine those requir

ement  mon

Ta

ine

hesizes the results  abov s sh n Tab , the T

erm at or

tives nly echnic ective

r than the fin

g

w
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Table 4.14:  Local and Global Weights for the Amended Value Hierarchy 

  First Tier Local Second Local Global 
 

Weight Tier Weight Weight 
1.1 0.140 0.009
1.2 0.140 0.009
1.3 0.175 0.012
1.4 0.228 0.015

1. Maximize IT 
Competence 0.299 

1.5 0.317 0.021
7.1 0.347 0.027
7.2 0.191 0.0157. Enhance Integrity of 0.34 Business Processes 
7.3 0.462 0.035
8.1 0.160 0.013
8.2 0.175 0.014
8.3 0.165 0.013
8.4 0.354 0.029

So
ci

o-
te

ch
ni

ca
l  

W
ei

gh
t =

 0
.4

5 

8. Maximize Privacy 0.361 

8.5 0.146 0.012
2.1 0.250 0.015
2.2 0.250 0.015
2.3 0.250 0.015

2. Promote Employee 

2.4 0.250 0.015

Development and 
Management Practices 

0.216 

3.1 0.206 0.016
3.2 0.339 0.026
3.3 0.156 0.012

3. Develop and Sustain 
an Ethical 

Environment 
0.284 

3.4 0.300 0.023
5.1 0.417 0.033
5.2 0.167 0.013
5.3 0.167 0.013

5. Promote Individual 
Work Ethic  

5.4 0.250 

0.284 

0.020
9.1 0.261 0.016
9.2 0.261 0.016
9.3 0.261 0.016

O
r

an
iz

tio
n

l  
   

 

9. Maximize 
Organizational 0.216 

g
a

a
   

   
   

   
 

   
   

 
  

  
  

   
W

ei
gh

t =
 0

.5
 

So
ci

al
  

W
ei

gh
t =

 0
.5

5 

Integrity 

   
   

  
   

   
 

   
   

 
   

   
 

   
   

 

9.4 0.216 0.013
4.1 0.161 0.038
4.2 0.220 0.052
4.3 0.238 0.056
4.4 0.220 0.052

4. Maximize Access 0.47 

4.5 0.161 

Control 

0.038
6.1 0.389 0.103* 
6.2 0.333 0.088

T
ec

hn
ic

al
 

W
ei

gh
t =

 0
.5

 

N
A

 

6. Maximize Data 
Integrity 0.53 

6.3 0.278 0.074
Sum = 1.000

*This global weight = 0.5 * 0.53 * 0.389 
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to data are minimized,” equals 0.103.  In contrast, the global weight for objective 2.1, 

“create an environment that promotes contribution,” equals 0.015.  In other words, any 

alternatives or tasks associated with objective 6.1 will be given 6.9 times (0.103/0.015) 

more value than any alternatives or tasks associated with objective 2.1. 

 
4.5 Generate and Score Alternatives (Tasks) 

rchy similar but much smaller than the one shown in Table 4.1 would be created and 

ight render alternatives such as en

ould then be used to determine which of these alternatives would be the best choice in 

terms of meeting all of the ob

S t crosses several technical 

and o ri uld ever aspi t all of 

the fundamental objectives s rposes esearch, 

the notion of creating single alternatives was replaced with creating individual tasks or a 

collecti

The major advantage of VFT is that it encourages the development of creative 

alternatives.  In past VFT studies (Merrick and Garcia, 2004; Chambal et al., 2003), 

several alternatives are usually identified via this process and are then analyzed to choose 

the best alternative from the group.  For a simple example, if this process were used to 

determine what type of degree a particular college student should obtain, an objectives 

hiera

m gineering or accounting degrees.  The VFT process 

w

jectives to the highest potential.   

 Security is a complex issue thaHowever, because I

rganizational bounda es, no individual alternative co re to mee

hown in Table 4.1.  Thus for the pu of this r

on of tasks that could be used to attain or implement the various objectives shown 

in Table 4.1.  After these individual tasks are identified and scored, this research then 

analyzes these tasks against each other to determine a ranking.  In other words, this 
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research conducts a deterministic analysis in Chapter 5 where the results of this analysis 

will be used to guide MSI Corp in determining the many tasks that are required to 

maximize IS security and will emphasize the tasks that this research has determined to be 

the most important via MSI Corp’s values. 

To generate tasks, the finalized objectives hierarchy shown in Table 4.1 forces 

approp

 
e of a Task Generation Table 

 

riate value-driven questions to be asked to accurately determine the various 

evaluation measures and value functions for the various objectives.  Via this process, 

tasks were naturally considered.  To identify and organize these tasks, task generation 

tables (See Appendix B) were created and given to each member of the Team.  Table 

4.15 illustrates an example of one task generation table for the fundamental objective 

“Enhance Integrity of Business Processes.”   

 

Table 4.15:  Exampl

Objective Sub-Objective Tasks 
Understand the expected use of 

to individual business processes 
available information and its relation Task A 

Task B 

Develop procedures for managing 
changes to business processes 

Task C 
Task D 

Enhance integrity of 

Ensure that appropriate 
organizational controls are in place 

Task E 
Task F 

business processes 

 

Each member of the Team was then asked to review the various sub-objectives of 

each of the task generation tables for all of the fundamental objectives.  For each sub-

objective, each member of the Team was then asked to review the means objectives 
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hierarchy in Table 2.2 and to then write down as many tasks as came to mind that could 

ine these scores, the Team was 

brough

ating their various scores.  To organize the 

he fundamental objectives will be presented via the 

conceptual hierarchy shown in Table 3.3.  Additionally, because of the large number of 

tasks that were created via this research, individual tasks will only be briefly discussed in 

Chapter 4.  A more detailed discussion including the relative importance of these tasks 

will be given in Chapter 5. 

 

be used to attain or implement an individual sub-objective.  After all of the tasks for each 

of the sub-objectives were written down, the task generation tables for each of the 

members of the Team were then collected and organized and redundant tasks were 

removed. 

After the tasks were organized, the next step was to score the various tasks against 

their appropriate evaluation measures using the value functions shown in Appendix C.  

That is, each alternative received a score that ranged from the lowest to highest possible 

score for each evaluation measure (0.0 – 1.0).  To determ

t together and considered each task for a particular measure before advancing to 

the next task.  In most cases, the Team arrived at a consensus for each score for the 

various tasks.  However, when consensus was not found, the average score for the three 

members of the Team was calculated.   

The remainder of this section indicates and discusses the various tasks for each of 

the fundamental objectives along with illustr

following presentation of results, t
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4.5.1  Technical Objectives 

 As shown in Figure 4.2, the technical objectives consisted of “Maximize Access 

Control” and “Maximize Data Integrity.”  Tables 4.16 and 4.17 illustrate the various tasks 

and scores for these two fundamental objectives.  As shown in Tables 4.16 and 4.17, each 

task was scored individually and a group score was given for each sub-objective.  Group 

scores represent the level of attainment if all of the various tasks for an individual sub-

objective were to be implemented.  In all cases, group scores were higher than individual 

scores.  In other words, it was found that various sub-objectives could be attained to a 

better d

4.5.1.1 Maximize Access Control 

 As shown in Table 4.16, to “maintain personal accountability for system use” the 

employees with a better knowledge of the importance of personal accountability for 

as well.  That is, making users aware of the 

issues surrounding the various sub-objectives for both access control and data integrity 

egree via the implementation of multiple tasks.   

Additionally, the Team was reluctant to give perfect scores for most individual or 

group scores due to the technical nature of these objectives.  However, as shown in 

Tables 4.16 and 4.17, a perfect group score of 1.0 was given to sub-objectives 4.5 and 6.3 

as these objectives were more managerial in nature.  In other words, the Team felt that 

managerial type objectives could be attained to a full degree whereas with technical type 

objectives, perfect attainment is not realistic. 

Team derived three tasks.  First, security awareness training (T1) would provide 

system use.  As shown in Tables 4.16 and 4.17, the Team indicted that T1 would impact 

all of the sub-objectives (4.1-4.5 and 6.1-6.3) 
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and their imp -objectives.  

Second, limiting the use of gr  (T2) would provide a better 

abil m logs to be accurate in f identifying users.  H ,  

ind om Ds are required for various business 

ac 2  indicate t T2 would 

imp jecti ntrols that force un logons (T3) 

we e  to ensure that users can be identified 

properly.  

ure the Team derived three additional or 

unique tasks.  First, pre-defined roles and rights (T4) would serve as a gu  

indicating what us at information.  As shown in Table 

4. ed cond, authorization procedures (T5) 

shoul eated n where the levels uthorization 

would be a func  And finally, ce zed system 

adm  (T6 n b racked in an 

effi r. 

To “ensure  thr nique tasks.  

First, badges and key cards (T7) would serve to limit physical access to authorized 

individuals only.  Second, video surveillance (T8) would serve to provide a deterrent 

against unauthorized individuals attempting to gain access to areas that are off limits. 

And finally, security guards (T9) should be used to monitor and enforce organizational 

rules for physical security. 

ortance to IS security is the first step in attainment of these sub

oup accounts or generic IDs

ity for syste terms o owever the Team

icated that s

tivities thus T

e group accounts and generic I

only scored a 0.5.  Additionally, the Team d tha

act sub-ob

re found to b

ve 4.2.  And finally, password co ique 

important as they would help

To “ens  appropriate levels of user access” 

ide for

ers should be allowed to access wh

16, T4 impact

d be cr

 sub-objective 4.4 as well.  Se

 for various levels of informatio of a

tion of information sensitivity. ntrali

inistration

cient manne

) should be implemented so that user activity ca e t

 appropriate physical security” the Team derived ee u
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Table 4.16:  Tasks and Scores for Maximize Access Control 

Maximize Access Control 
 

Sub-
Objective Task Score Group 

Score 
T1 – Security Awareness Training 0.7 
T2 - Limit the use of group accounts or generic IDs 0.5 

4.1 M
personal 0.9 

aintain 

accountability 
for system use T3 - Password controls to force unique logons 0.7 

T1 – Security Awareness Training 0.7 
T2 - Limit the use of group accounts or generic IDs 0.3 
T4 - Pre-defined roles and rights 0.7 
T5 – Authorization procedures 0.7 

4.2 Ensure 
appropriate 

levels of user 
access 

T6- Centralized system administration 0.5 

0.9 

T1 – Security Awareness Training 0.5 
T7 – Badges/key cards 0.7 
T8 - Video surveillance 0.5 

4.3 Ensure 

physical 
security 

0.7 appropriate 

T9 - Security guards 0.7 
T1 – Security Awareness Training 0.7 
T4 – Pre-defined roles and rights 0.5 
T10 - Well-defined job descriptions 0.5 
T11 – Segregation of duties matrix 0.5 

4.4 Ensure user 
access is based 

on "need to 
know" 

access monitoring system 0.7 

0.8 

T12 - Automated 
T1 – Security Awareness Training 0.7 
T13 - Periodic review of user access roles and rights 0.7 
T14 – Technical security administration group (policy 
makers) 0.7 

T15 – Audit log reviews 0.5 

4.5
adequate 

oversight of 

 Ensure 

management 

access control 
T16 - Review of termination lists (centralized review) 0.5 

1 

* Non-bolded tasks indicate the first time a particular task has been shown 

 

segregation of duties matrix (T11) should be created that links various duties to the types 

 

To “ensure user access is based on ‘need to know’” the Team derived 3 unique 

tasks.  First, well-defined job descriptions (T10) would serve as a basis for indicating the 

types of information that is required for various types of employees.  Second, a 
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of information required. And finally, an automated access monitoring system should be 

used that tracks and logs access use where the segregation of duties matrix could be used 

to flag 

arious policies associated with access control.  Third, 

audit log reviews (T15) are required to determine if any access breaches have been made 

and to provid s of access 

control.  And finally, a periodic (T16) is required to determine 

if an loyees are still attem o access various s

4.5.1.2 Maximize Data In

 e  for the o ive “Ma ize 

Access Control” were used for “Maximize Data Integrity.”  In fact, for the sub-objective 

“m  ere found  other words, 

min te l is

However, to “ensu ls for the essing of data” 

tw iv s (T1 e require that 

provide and enforce the n  making changes to data 

undesired usage patterns. 

 And finally, as shown in Table 4.16, to “ensure adequate management oversight 

of access control” four unique tasks were derived.  First, a periodic review of user access 

roles and rights (T13) is required to ensure that as organizational changes are made 

access control is updated.  Second, a security administration group (T14) is required that 

updates and makes known the v

e insight into how well information systems are working in term

 review of termination lists 

y terminated emp pting t ystems.  

tegrity 

As shown in Tabl  4.17, many of the same tasks used bject xim

inimize inappropriate

imizing inappropria

changes to data” no new tasks w .  In

changes to data is certainly an access contro sue. 

re appropriate data integrity contro proc

o new tasks were der ed.   First, edit and validation routine 7) ar d 

otion that appropriate authorities are

and to determine if these changes are valid.  And second, if errors are found, then 
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reconciliation procedures (T18) are required to ensure that inappropriate changes to data 

are reco

Table 4.17:  Tasks and Scores for Maximize Data Integrity 

Maximize Data Integrity 

nciled. 

To “ensure adequate management oversight of data integrity issues” two new 

tasks were derived.  First, periodic error log audits (T19) are required to determine if edit 

and validation routines are working properly and to provide insight into the formulation 

of new data integrity policies.  And second, a periodic review of reconciliations (T20) is 

required to determine if data that has been inappropriately changed has in fact been 

corrected to its appropriate state. 

  

 

Su Score Score b-Objective Task Individual Group 

T1 – Security Awareness Training 0.7 
T4 - Pre-defined roles and rights 0.5 
T10 - Well-defined job descriptions 0.5 
T11 – Segregation of duties matrix 0.5 
T12 - Automated access monitoring 
system 0.7 

6.1 Minimize 
inappropriate changes to 

data 
0.8 

T5 - Authorization procedures 0.7 
T1 – Security Awareness Training 0.5 
T17 - Edit and validation routines 0.8 

6.2 Ensure appropriate 

for the processing of 
data T18 – Reconciliation procedures 0.7 

data integrity controls 0.9 

T1 – Security Awareness Training 0.7 
T14 – Technical security 
administration group (policy makers) 0.7 

T19 – Periodic error log audits 0.7 

6.3 Ensure adequate 

of data integrity issues 
management oversight 

T20 – Periodic review of reconciliations 0.7 

1 

* Non-bolded tasks indicate the first time a particular task has been shown 
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4.5.2  Socio-Technical Objectives 

As shown in Figure 4.2, the socio-technical objectives consisted of “Maximize IT 

Competence,” “Enhance Integrity of Business Processes” and “Maximize Data Privacy.”  

Tables 4.18 undamental 

objectives.  As discussed earlie ves were defined as those that 

req ation of both techn d organizational (social) expertise to 

implement and to moni  the task wn in Tables 

4.18 t con al and social elements. 

4.5.2.1 Maximize IT C

a eam that  by ex e” 

the Te d five ents (T21) to MSI Corp’s 

Guiding Principles (See e desire for management 

tea mp lture that employees in the entire 

organization understan  felt that a dments (T22) 

s  Ethics e Section 4.2) 

pol e M riodically review and take a test 

on this policy, the notio eading by example is reinforced.  Third, 

the T that ng by e ple should be 

written e itly in m rth, c ensation and 

incentive programs sh nagement teams leading by 

example.  And finally, empowerment training (T25) should be introduced to managers to 

-4.20 illustrate the various tasks and scores for these three f

r, the socio-technical objecti

uired a combin ical an

tor.  Thus it should be no surprise that s sho

-4.20 do in fac

 

sist of both technic

ompetence 

As shown in T

am derive

ble 4.18, to “develop a management t leads ampl

 new tasks.  First, creating amendm

 Section 4.2) that specifically indicate th

ms to lead by exa le helps to create a corporate cu

d and follow.  Second, the Team men

hould be made to MS

icy as well.  Sinc

I Corp’s Code of Business Conduct and (Se

SI Corp requires employees to pe

n of management teams l

eam decided 

xplic

the notion of management teams leadi xam

anagerial job descriptions (T23).  Fou omp  

ould be designed to influence ma
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indicate

 

 how leading by example empowers subordinates thus making the manger’s 

output more efficient.  

 

Table 4.18:  Tasks and Scores for Maximize IT Competence 

Maximize IT Competence 

Sub-Objective Tasks 
Individual 

Score 
Group 
Score 

T21- Amendments to Guiding Principles 0.5 
T22 - Amendments to Code of Business 0.7 Conduct and Ethics 
T23 – Written in Job Descriptions 0.7 
T24 - Compensation/incentive programs 
designed to influence management teams 0.7 
leading by example 

1.1 Develop a 
management team 

that leads by example 

T25 -Empowerment Training 0.7 

0.9 

T26 - IT Training and development 0.7 

T27 – Hire employees with adequate IT 
skills  

0.5 

1.2 Ensure 
confidence/comfort 

level in using 

T28 - Standardized computer platforms 0.5 

0.8 
computers 

T29 - Compensation programs aligned with 
company values 

0.8 

T30 - Recognition programs 0.3 
1.3 Create legitimate 

financial gain 
T31 - Goals and incentives tied to job 
descriptions and

opportunities for 

 performance 
0.7 

0.8 

T26 – IT Training and development 0.7 
T32 - Skills assessments and performance 
evaluations 0.5 

T33 - Individual development plans 0.7 

1.4 En
have adequate IT 

T34 – Budget for Training 0.7 

sure employees 

training 
0.9 

T26 – IT Training and development 0.7 
T27 – Hire employees with adequate IT 
skills  0.5 

T32 - Skills assessments and performance 
evaluations 0.8 

1.5 Ensure IT 
capability level of 

staff 
1 

T33 - Individual development plans 0.7 
* Non-bolded tasks indicate the first time a particular task has been shown 
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To “ensure confidence/comfort level in using computers” the Team derived three 

new tasks.  First, the Team undoubtedly decided that computer training and development 

courses (T26) should be offered.  As shown in Table 4.18, T26 impacted sub-objectives 

1.4 and 1.5 as well.  Second, the Team indicated that hiring policies (T26) should be 

created that require all new employees to have a certain degree of computer skills.  As 

shown in Table 4.18, T27 was found to impact sub-objective 1.5 as well.  And finally, the 

Team indicated that MSI Corp should standardize computer platforms (T28) throughout 

the entire organization to limit the amount of confusion that ultimately exists when 

multiple skill sets are required for multiple platforms. 

To “create legitimate opportunities for financial gain” the Team derived three new 

tasks.  First, providing compensation programs that are aligned with company values 

(T29) ensures that employees who adhere to corporate objectives are adequately 

compensated.  Second, recognition programs (T30) should be provided so that employees 

who work hard and are profitable to the organization are recognized in an esteemed 

fashion.  And finally, goals and incentives should be tied to job descriptions thus making 

these goals and incentives attainable. 

To “ensure employees have adequate IT training” the Team derived three new 

tasks.  First, skills assessments and performance evaluations (T32) should be periodically 

conducted to determine if past training exercises have been worthwhile and to determine 

what type of training may be required in the future.  As shown in Table 4.18, T32 was 

found to impact sub-objective 1.5 as well.  Second, individual development plans (T33) 

should be created and followed that aspires to bring various employees up to speed in 
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terms n in 

Table 4.18, T33 was .  That is, individual 

develo ould impact the te capability level d 

fina  an te budgets raining (T34) 

sho ow

4.5.2.2 E tegrity 

able 4 of av le information 

and a d thre w tasks.  First, 

process design training (T3 t employees understand the 

variou esses es of in ation that are 

re u  in Table 4  T35 im

sub-objectives 7.2 and 7.3 a cond, all business processes should be documented 

 

 use of information.  And finally, procedures for 

classifying infor

 

 of current technical expertise required for particular job functions.  As show

found to impact sub-objective 1.5 as well

pment plans sh chnical  of employees.  An

lly, via assessments

uld be created and foll

nhance In

d development plans, adequa for t

ed. 

of Business Processes 

As shown in T

 its relation to individu

.19, to “understand the expected use ailab

l business processes” the Team derive

a

e ne

0) should be implemented so th

s business proc

quired as inputs and outp

 of the organization and the typ form

ts to these processes.  As shown .19, pacted 

s well.  Se

and made known (T36) to employees so that everyone in the organization can enhance

their knowledge on the expected

mation (T37) in terms of sensitivity and ownership and making these 

classifications known to the entire organization should be implemented. 

To “develop procedures for managing changes to business processes” the Team 

derived two new tasks.  First, a program (T38) should be created that manages business 

process improvement.  And second, a business process maturity/lifecycle model should 

be created (T39) and made known to provide employees a template for understanding 

how their various day-to-day activities impact the organization as a whole. 
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Table 4.19: Tasks and Scores for Enhance Integrity of Business Processes 
 

Enhance Integrity of Business Processes 

Sub-Objective Tasks Individual 
Score 

Group 
Score 

T35 - Process design training 0.7 
T36 - Document and make known 0.5 business processes 

7.1 Understand the 
e

avai

0.5 

0.7 

xpected use of 
lable information 

and its relation to 
individual business 

processes 
T37 -Create and make known 
information classification standards 
T35 – Process design training 0.7 
T38 - Create and manage a business 0.7 process improvement program 

7.2 Develop 
procedures for 

managing changes to 
business processes T39 - Create and adhere to business 

process maturity/lifecycle model 0.7 

0.8 

T35 - Process design training 0.7 
T40 - Risk assessment activities 0.7 
T41 - Periodic review of business 
process improvement program 0.7 

7.3 Ensure that 

organizational controls 

oversight 0.7 

0.9 appropriate 

are in place T42 -Executive management 

* Non-bolded tasks indicate the first t

process improvement program (T41) should be conducted that aspires to determine if any 

changes to this program are required.  And finally, due to the importance of creating and 

maintaining efficient business process implementation, the Team decided that executive 

ime a particular task has been shown 

  

And finally, to “ensure that appropriate organizational controls are in place” three 

new tasks were derived.  First, the Team recognized that risk assessment activities (T40) 

should be carried out to understand the impact and subsequent risk associated with 

inefficient or deleterious business processes.  Second, a periodic review of the business 
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managers should be required to keep a keen ye on the organizational control of business 

rocesses. 

4.5 rivacy 

As shown in Table 4.20, several tasks that have previously been discussed (T1, 

T2 2 aximizing privacy.  Not 

surprisingly, the presence of the more tec , security awarene aining (T1), 

undoubtedly impacts sues are certainly 

tec  T s are required.  The 

tasks T2-T9 deal with access control and physical security and are shown in Table 4.20 to 

impact the sub-objectiv ly sec .”  And the 

presence of the more phasize the importance 

of lo s of disclosure of sensitive data.  

However, seve g privacy e new tasks 

of creating amendmen cing posters in the coffee 

room (T44) were shown to im t dealt with hasizing the 

im p ents, and repercussions of disclosure of 

sensitive data.  An of creating a nondisclosure agreement with 

repercussions (T45) was shown to obviously impact sub-objectives 8.2 and 8.3. 

e

p

.2.3 Maximize P

-T9, T21, and T2 ) impact the various sub-objectives for m

hnical task ss tr

 most of these sub-objectives as privacy is

hnical in nature. hus technical training and awareness program

e “ensure that sensitive data is adequate ured

social tasks T21 and T22 are required to em

data privacy, disc sure agreements, and repercussion

ral new tasks were derived for maximizin .  Th

ts to the employee manual (T43) and pla

pact the sub-objectives tha emp

portance of data rivacy, disclosure agreem

d the new task 
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Maximize Privacy 

Table 4.20: Tasks and Scores for Maximize Privacy 

Sub-Objective Tasks Score Group 
Score 

T1 – Security Awareness Training 0.7 
T21- Amendments to Guiding Principles 0.5 
T22 - Amendments to Code of Business Conduct and 0.7 Ethics 
T43 - Amendments to Employee Manual 0.7 

8.1 Emphasize 

privacy 

T44 – Posters in the coffee room 

importance of data 

0.5 

1 

T1 – Security Awareness Training 0.7 
T21- Amendments to Guiding Principles 0.5 
T22 - Amendments to Code of Business Conduct and 0.7 Ethics 
T43 - Amendments to Employee Manual 0.7 
T44 - Posters in the coffee room 0.5 

8.2 Ensure employee 
awareness against 1 disclosure of 

sensitive data 

T45 – Nondisclosure agreement with repercussions 0.9 
T1 – Security Awareness Training 0.7 
T21- Amendments to Guiding Principles 0.5 
T22 - Amendments to Code of Business Conduct and 
Ethics 0.7 
T43 - Amendments to Employee Manual 0.7 
T44 - Posters in the coffee room 0.5 

8.3 Ensure 

understand the 
repercussions of 

disclosing sensitive 
data 

1 
employees 

T45 – Nondisclosure agreement with repercussions 0.9 
T1 – Security Awareness Training 0.5 
T2 - Limit the use of group accounts or generic IDs 0.7 
T3 - Password controls to force unique logons 0.7 
T4 - Pre-defined roles and rights 0.5 
T5 - Authorization procedures 0.7 
T6- Centralized system administration 0.8 
T7 – Badges/key cards 0.7 
T8 - Video surveillance 0.7 

8.4 Ensure that 
sensitive data is 

T9 - Security guards 0.7 

0.8 
adequately secured 

T1 – Security Awareness Training 0.7 
T14 - Security administration group/policy makers 0.7 
T46 - Privacy officer 0.7 
T47 - Incident response team 0.7 
T48 - Periodic review of public information 0.5 

8.5 Ensure adequate 
management 

issues 

Training 0.7 

1 oversight of privacy 

T49 - Oversee Privacy aspects of Security Awareness 

* Non-bolded tasks indicate the first time a particular task has been shown 

 



www.manaraa.com

   112  

Additionally, to “ensure adequate management oversight of privacy issues” four 

new and unique tasks were created.  First, a dedicated privacy officer (T46) position 

should be created.  Second, an incident response team (T47) should be created and led by 

the privacy officer.  Third, the privacy officer should periodically review the sensitivity 

of public information (T48) to determine if access constraints are required.  And finally, 

the privacy officer should periodically oversee that the privacy aspects of the security 

awareness training program (T49) are working properly. 

 

4.5.3 Social Objectives 

As shown in Figure 4.2, the social objectives consisted of “Promote Employee 

Development and Management Practices,” “Develop and Sustain an Ethical 

Environment,” “Promote Individual Work Ethic,” and “Maximize Organizational 

Integrity.”  Tables 4.21-4.24 illustrate the various tasks and scores for these four 

fundamental objectives.  As discussed earlier, social objectives were defined as those that 

required managerial and organizational expertise to implement and to monitor.  Thus it 

should be no surprise that the tasks shown in Tables 4.21-4.24 are in fact mostly social in 

nature.  Additionally, higher scores are shown for these social objectives as the Team felt 

that managerial and organizational type issues could be attained to a higher degree than 

the more technical objectives.  And finally, as shown in Tables 4.21-4.24, most of the 

ew tasks created for the social objectives impact most if not all of the various sub-

bjectives in this group.  Thus even though global weights for many of these sub-

bjectives are much lower than the global weights for the technical objectives, final 

 

n

o

o
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value-adjusted scores (See Section 3.3.8 for clarification) will be much higher than one 

might expect. 

4.5.3.1 Promote Em

As shown i  were derive r the sub-

ob m ent practices. First, a 

writt t t portance of authority del d its 

ability to empower employees (T50) should  

empowering emplo asing morale (sub-objective 2.2), 

increasing pride ( 2.3), and developing a motivated workforce (sub-

obj

Similarly, l have an impact promoting 

contribution, insti ide, and eloping a 

motivated workfor ed:  making sure that com sation and 

incentiv e tied nsurin ell-defined 

care T5  policies (T54); atin nd 

maintaining well-d

teambuilding exerc and development programs for 

career advancemen

 
 
 
 
 
 

ployee Development and Management Practices 

n Table 4.21, eight new tasks (T50-T57) d fo

jectives of pro

en documen

oting employee development and managem

hat explains to managers the im egation an

be created.  As shown in Table 4.21,

yees impacts issues concerning incre

sub-objective 

ective 2.4) as well.   

tasks T51-T57 were shown to al on 

lling high levels of morale, increasing pr dev

ce.  These tasks includ pen

es ar

er paths (

to performance (T51); a rewards program (T52); e g w

3); creating open communication cre g a

efined contribution/matching programs (T55); conducting periodic 

ises (T56); and providing training 

t (T57). 
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Table 4.21: Tasks and Scores for Promote Employee Development and Management 
Practices 
 

Ind. Group Sub-Objective Tasks Score Score 

T21- Amendments to Guiding Principles 0.5 
T50 - Authority delegation (written document for 
empowerment ) 0.9 

T51 – Compensation and incentives tied to performance 0.9 
T52 - Rewards program tied to employee performance 0.7 
T53 – Well-defined career paths 0.5 
T54 - Open communication policy 0.7 
T55 - Contribution/matching program 0.7 
T56 – Teambuilding Exercises 0.7 

2.1 Create an 
environment that 

promotes 

T57 - Provide training and development programs for career 
advancement 0.5 

1.0 

contribution 

T21- Amendments to Guiding Principles 0.7 
T50 - Authority delegation (written document for 
empowerment ) 0.9 

T51 - Compensation and incentives tied to performance 0.8 
T52 - Rewards program tied to employee performance 0.8 
T53 – Well-defined career paths 0.7 
T54 - Open communication policy 0.5 
T55 – Contribution/matching program 0.7 
T56 – Teambuilding Exercises 0.5 

2.2 In

T57 - Provide training and development programs 0.6 

1.0 still high 
levels of morale 

T21- Amendments to Guiding Principles 0.7 
T50 - Authority delegation 0.7 
T51 - Compensation and incentives tied to performance 0.7 
T52 - Rewards program tied to employee performance 0.7 
T53 – Well-defined career paths 0.5 
T54 - Open communication policy 0.5 
T55 – Contribution/matching program 0.7 
T56 – Teambuilding Exercises 0.7 

2.3 
Increase/maintain 

pride in the 
organization 

T57 - Provide training and development programs for 
career advancement 0.6 

 
0.9 

T21- Amendments to Guiding Principles 0.5 
T50 - Authority delegation (written document for 0.5 empowerment ) 
T51 - Compensation and incentives tied to performance 0.5 
T52 - Rewards program tied to employee performance 0.9 
T53 – Well-defined career paths 0.8 
T54 - Open communication policy 0.7 
T55 – Contribution/matching program 0.8 
T56 - Teambuilding Exercises 0.5 

2.4 Develop and 

motivated 
workforce 

1.0 maintain a 

T57 - Provide training and development programs for 
career advancement 0.8 

* Non-bolded tasks indicate the first time a particular task has been shown 
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4.5

 Table 4.22, eight new tasks (T58-T65) were derived for the sub-

objectives of develop ironment.  To “create an 

env ke r ” the Team ived tw w 

task esta  making known a policy 

of no retaliation agains ues.  To “instill professional-

bas the  new task that included creating hiring policies 

that include backgrou  attempt to limit unethical 

employees from enterin

To “ensure ade

ethi t” th ved five new tasks.  First, the Tea dicated  a 

ch (T  oversees and m tains policies 

related to maintaining a ond, the Team indicated that the ethics 

officer should be res  meetings via appointed ethics 

co m m indicated that various findings of ethics 

com  sh rectly reported to the board of directors (T63) or some 

type of mitt icated th iodic and 

 employees to 

determ en in terms of sustaining an appropriate 

ethical environment.  And finally, the Team indicated that a written test should be created 

and maintained that periodically is given to employees that covers various ethics policies.  

 
 

.3.2 Develop and Sustain an Ethical Environment 

As shown in

ing and sustaining an ethical env

ironment that ma

s that included 

s it okay to report unethical behavio  der o ne

blishing a hotline (T58) and creating and

t employees who report suspected iss

ed work ethics”  Team derived one

nd and credit checks (T59) in an

g MSI Corp. 

quate management oversight of developing and sustaining an 

cal environmen

ief ethics officer 

e Team deri m in  that

61) should be appointed who ain

n ethical environment.  Sec

ponsible for calling together

mmittee (T62) me

mittee meetings

 audit com

bers.  Third, the Tea

ould be di

ee for review.  Fourth, the Team ind at a per

random questionnaire (T64) should be created and administered to

ine how effective current policies have be
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Table 4.22: Tasks and Scores for Develop and Sustain an Ethical Environment 
 

Sub Individual Group -Objective Tasks Score Score 
T21- Amendments to Guiding Principles  0.5 
T22 - Amendments to Code of Business 
Conduct and Ethics 0.6 
T58 – Hotline 0.9 

3.1 Create an 

makes it ok to report 
unethical behavior 
(whistle blowing) 

report suspected issues 0.7 

  

  
environment that 

T59 - Policy of no retaliation to employees who 

 1.0 

  

T21- Amendments to Guiding Principles 0.7 
T22 - Amendments to Code of Business 0.5 Conduct and Ethics 

3.2 Instill professional-

T60 - Hiring policies (background and credit 
checks) 0.7 

based work ethics 0.8 

T21- Amendments to Guiding Principles 0.5 
T50 - Authority delegation (written document 0.5 for empowerment ) 
T51 - Compensation and incentives tied to 
performance 0.7 
T52 - Rewards program tied to employee 
performance 0.7 
T53 – Well-defined career paths 0.3 
T54 - Open communication policy 0.3 
T55 - Contribution/matching program 0.5 
T56 - Teambuilding Exercises 0.5 

3.3 Create an 
environment that 

promotes 
organizational loyalty 

T57 - Provide training and development 
programs for career advancement 0.7 

0.9 

T61 - Chief Ethics Officer 0.8 
T62 - Ethics Committee 0.8 
T63 - Ethics officer reports to the board or audit 
committee 0.7 
T64 - Periodic ethics questionnaires of employees 0.7 

3.4 Ensure adequate 
management oversight 

of developing and 
sustaining an ethical 

environment 
T65 - Employees reaffirm (written test) ethics 
policy on a periodic basis 0.7 

1.0 

* Non-bolded tasks indicate the first time a particular task has been shown 
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4.5.3.3 Promote Individual Work Ethic 

 own in Table 4.23, ther  no additional tasks created for the sub-

objectives for fact that many of the 

tasks  to ical environment could also be used to attain many of the 

sub s  as shown Table .23, 

scores we e.  This was due to the fact that an 

organization s l en nment, yet 

whether or not all ind ent 

must be questi nts stated, “  can l d a 

ho r,

As sh e were

promoting individual work ethic.  This was due to the 

related

-objective

re genera

 creating an eth

 for promoting individual work ethic.  However,  in 4

lly lower for this social objectiv

hould be able to do a good job of creating an ethica viro

ividuals will actually be positively influenced by this environm

oned.  In other words, as one of the responde You ea

rse to wate  but you can’t make him drink.” 
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Table 4.23:  Tasks and Scores for Promote Individual Work Ethic 
 

Su
Objective Score Score 

b- Tasks Ind. Group 

T21- Amendments to Guiding Principles 0.5 
T22 - Amendments to Code of Business Conduct and Ethics 0.5 
T50 - Authority delegation (written document for 0.5 empowerment ) 
T51 - Compensation and incentives tied to performance 0.5 
T52 - Rewards program tied to employee performance 0.7 
T53 – Well-defined career paths 0.5 
T54 – Open communication policy 0.7 

T55 - Contribution/matching program 0.5 

5.1 

advancement 0.8 

Maximize 
employee 

integrity in 
the company 

T57 - Provide training and development programs for career 

 
 
 

0.8 
 
 
 
 
 

T21- Amendments to Guiding Principles 0.5 

T22 - Amendments to Code of Business Conduct and Ethics 0.5 
T45 – Nondisclosure agreement with repercussions 0.7 
T50 - Authority delegation (written document for 
empowerment ) 0.5 

T51 - Compensation and incentives tied to performance 0.5 
T52 - Rewards program tied to employee performance 0.7 
T53 – Well-defined career paths 0.4 
T54 – Open communication policy 0.5 
T55 - Contribution/matching program 0.5 
T56 - Teambuilding Exercises 0.3 

5.2 C
desire

reputation of 

0.3 

 
 

 

reate a 
 to not 

jeopardize 
the 

the company 

T57 - Provide training and development programs for career 
advancement 

 
 

0.8 
 
 
 
 
 

T21- Amendments to Guiding Principles 0.7 
T22 - Amendments to Code of Business Conduct and Ethics 0.7 

T45 – Nondisclosure agreement with repercussions 0.7 
T51 - Compensation and incentives tied to performance 0.7 
T52 - Rewards program tied to employee performance 0.8 
T53 – Well-defined career paths 0.5 
T55 - Contribution/matching program 0.7 
T56 - Teambuilding Exercises 0.5 

5.3 Create 

environment 
that 

an 

promo he 
organi tion

’s best 
interests 

rather than 
personal 

gain 
T57 - Provide training and development programs for career 
advancement 0.5 

0.9 
tes t
za

T1 – Security Awareness Training 0.7 
T5 - Authorization procedures 0.5 
T21- Amendments to Guiding Principles 0.5 
T22 - Amendments to Code of Business Conduct and Ethics 0.5 
T45 – Nondisclosure agreement with repercussions 0.7 
T51 - Compensation and incentives tied to performance 0.5 

5.4 
Minimize 
temptation 

to use 
information 
for personal 

benefit 
T55 - Contribution/matching program 0.5 

0.8 

* Non-bolded tasks indicate the first time a particular task has been shown 
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4.5.3.3 M

shown in Table 4.24, fou sks (T66-T69) were t

objectives of m  To “create an e onment that 

pr ct

subordinates to provide upward feedback to managers (T66).  Obviously, if done in the 

right manner, be establish a stronger 

and mutually res rs and subordinate On the other 

end, to “create an environm

evaluated in term e (T67) as well. 

To “ensu versight of organizational grity issues” 

two new tasks w  financial reviews (T68) should be 

conducted to det  if organizational integrity has been maximized or whether new 

policies are needed.  And second, the Team indicated that a periodic review of business 

plan  B cialized Audit Committee is required to 

determine if busi al obj es. 

 

aximize Organizational Integrity 

As r new ta derived for he sub-

aximizing organizational integrity. nvir

omotes respe ” the Team derived one new task that included offering a function for 

ing able to provide upward feedback could serve to 

pectful relationship between manage s.  

ent that promotes individual reliability” subordinates must be 

s of performanc

re adequate management o inte

ere derived.  First, periodic budget and

ermine

s via the oard of Directors and a spe

ness plans are being kept in line with organization ectiv
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Table 4.24: Tasks and Scores for Maximize Organizational Integrity 
 

S
Objective Score Score 

ub- Tasks Individual Group 

T21- Amendments to Guiding Principles 0.5 
T50 - Authority delegation (written document for 
empowerment ) 0.9 

T51 - Compensation and incentives tied to 
performance 0.7 

T53 – Well-defined career paths 0.5 
T54 – Open communication policy 0.5 

9.1 Create an 

empowers 

T57 – Provide training and development programs for 
career advancement 

1.0 environment that 

employees 

0.8 

T21- Amendments to Guiding Principles 0.7 
T22 - Amendments to Code of Business Conduct and 
Ethics 0.7 

T50 - Authority delegation (written document for 
empowerment ) 0.7 

T54 – Open communication policy 0.5 
T56 - Teambuilding Exercises 0.8 

9.2 Create an 
environ
promot

0.8 

ment that 
es respect 

T66 - Performance management including upward 
feedback 

1.0 

T21- Amendments to Guiding Principles 0.3 
T22 - Amendments to Code of Business Conduct and 
Ethics 0.3 

T51 - Compensation and incentives tied to 
performance 0.6 

T52 - Rewards program tied to employee performance 0.7 
T53 – Well-defined career paths 0.7 
T55 - Contribution/matching program 0.7 
T57 – Provide training and development programs for 
career advancement 0.8 

9.3 Create an 

promotes 
indi
relia

0.9 
environment that 

vidual 
bility 

T67 - Performance evaluations 0.8 
T61 - Chief Ethics Officer 0.9 
T62 - Ethics Committee 0.8 
T63 - Ethics officer reports to the board or audit 0.8 committee 
T64 - Periodic ethics questionnaires of employees 0.8 
T68 - Budget/Financial reviews 0.7 

9.4 Ensure 

management 
adequate 

oversight of 
organizational 
integrity issues T69 - Board and Audit Committee periodic review of 

business plans 0.8 

1.0 

* Non-bolded tasks indicate the first time a particular task has been shown 
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4.6 Summary 

Chapter 4 presented the results of Steps 2-7 as discussed in Chapter 3 via an 

organizational study with MSI Corp.  As was discussed, Dhillon and Torkzadeh’s (2006) 

framework of fundamental objectives (Table 2.1) was used as a starting point to create an 

amended fundamental objectives hierarchy (Table 4.1) and was altered to match the 

alues of MSI Corp (Step 2).  Via the process of creating Table 4.1, an extensive list of 

valuation measures (Step 3) and value functions (Step 4) were then determined for each 

sub-objective.   

As the research Team became more and more familiar with these objectives, a 

conceptual hierarchy (Figure 4.2) then emerged which indicated that the 9 fundamental 

objectives in Table 4.1 could be categorized into three distinct groups that consisted of 

technical, socio-technical and social objectives.  This conceptual hierarchy was then used 

as a basis for weighting (Step 5) the various objectives via the swing weighting process.   

After weights were determined for the entire objectives hierarchy shown in Table 

4.1, tasks were then derived (Step 6) for each of the sub-objectives.  As shown in Section 

4.5, a total of 69 value-driven tasks were found that could be used to implement or attain 

the various sub-objectives.  These various tasks were then scored (Step 7) relative to the 

various value functions shown in Appendix C for each of the sub-objectives.  In other 

words, a score (0.0-1.0) indicated the degree to which a specific task could attain a 

particular sub-objective where several tasks were found to impact several sub-objectives.  

Chapter 5 will now present a deterministic and sensitivity analysis which will be used to 

v

e
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provide recommendations in the form of indicating the relative importance of these tasks 

s they relate to the values of MSI Corp for maximizing IS security. 

 

 

a
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Chapter 5 -Analysis and Discussion of Findings 

sensitivity analysis performed on the 69 value-driven security tasks identified in Chapter 

4.  Particular attention will be given to explaining and organizing these various tasks so 

hat valid reco ndicating the 

appropriate actions that should be taken to maximize IS security in their organization.  

Additionally, the results of the sensitivity analysis will be used to dete  in 

the weights found in Chapter 4 would influence the overall ranking of these tasks. 

 
5.2 e

ine a relative ranking of the 69 value- 

drive ask wn on kw 97, 

pg. 230): 

 
 
 
 
5.1  Introduction 

The purpose of this chapter is to present the results of a deterministic and 

t mmendations can then be made to MSI Corp in the form of i

rmine how changes

D terministic Analysis 

As discussed in Section 3.3.8, to determ

n t s, the additive value function is used as sho  in Equati  1 (Kir ood 19

(1)  ∑
=

i(xi) 

where i indicates th  each b-objectives found in 

Section 4.4 ores for the various tasks found in 

Section 4.5

=
i

xV
1

)( w
n

i  * v

w e various global weights for of the su

 and vi(xi) represents the value-adjusted sc

.   
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Tab jective ing  w wi) 

alon s  the ica es and their 

asso d ht the socio-technical and 

socia bj ific sue un ata 

integ  (O portant via MSI Corp’s value system, 

and issues surrounding IT Competence (Objective 1) were o be as ant.   

 
ankings of Sub-Objectives b W

 

Rank 

le 5.1 illustrates a ranking of the sub-ob s by us global eights (

e.  A shown in Table 5.1, MSI Corp indicated that  techn l objectiv

ciate sub-objectives held the highest global weig s and 

l o ectives held lower global weights.  Spec ally, is s surro ding d

rity bjective 6) were found to be the most im

found t  the le t import

 

Table 5.1:  R y Global eight 

Second Tier Objective Type Local 
Weight 

Global 
Weight

1 6.1 Ensure that inappropriate changes to data are 
minimized Technical 0.3889 0.1031

2 6.2 Ensure appropriate data integrity controls for the Technical 0.0883processing of data 0.3333 

3 Technical 0.2778 0.07366.3 Ensure adequate management oversight of data 
integrity issues 

4 4.3 Ensure appropriate physical security Technical 0.2383 0.056
5 4.2 Ensure appropriate levels of user access Technical 0.2198 0.0517
6 o know" Technical 0.2198 0.05174.4 Ensure user access is based on "need t
7 4.1 Ensure personal accountability for system use Technical 0.161 0.0378

8 f access Technical 0.161 0.03784.5 Ensure adequate management oversight o
control issues 

9 ontrols 
technical 0.4622 0.03547.3 Ensure that appropriate organizational c

are in place 
Socio-

10 5.1 Maximize employee integrity in the company Social 0.4167 0.0325

11 red t l 0.3542 0.02888.4 Ensure that sensitive data is adequately secu Socio-
echnica

12 op and/or make known an understood 0.3389 0.02653.2 Devel
value system in the organization Social 

13 
n understanding of the expected use of 

available information and its relation to individual 
business processes technical 0.3467 0.0265
7.1 Ensure a Socio-

14 3.4 Ensure adequate management oversight of 
developing and sustaining an ethical environment Social 0.3 0.0234

15 1.5 Ensure IT capability level of staff Socio-
technical 0.3165 0.0213
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16 personal benefit  5.4 Minimize temptation to use information for Social 0.25 0.0195

17 3.1 Create an environment that makes it ok to report 
unethical behavior (whistle blowing) Social 0.2056 0.0161

18 9.1 Create an environment that empowers employees Social 0.2614 0.0155
19 9.2 Create an environment that promotes respect Social 0.2614 0.0155

20 9.3 Create an environment that promotes individual 
reliability Social 0.2614 0.0155

21 1.4 Ensure employees have adequate IT training Socio-
technical 0.2278 0.0153

22 2.1 Create an environment that promotes 
contribution Social 0.25 0.0149

23 2.2 Instill high levels of morale Social 0.25 0.0149
24 2.3 Increase/maintain pride in the organization Social 0.25 0.0149
25 2.4 Develop and maintain a motivated workforce Social 0.25 0.0149
26 7.2 Develop procedures for managing changes to Socio- 0.1911 0.0146business processes technical 

27 8.2 Ensure employee awareness against disclosure of Socio- 0.1753 sensitive data technical 0.0142

28 8.3 Ensure employees understand the repercussions 
of disclosing sensitive data 

Socio-
technical 0.1649 0.0134

29 5.2 Create a desire to not jeopardize the reputation of 
the company Social 0.1667 0.013

30 5.3 Create an environment that promotes the 
organization’s best interests rather than personal gain Social 0.1667 0.013

31 8.1 Emphasize importance of data privacy technical 0.1597 0.013Socio-

32 9.4 Ensure adequate management oversight of Social 0.2159 organizational integrity issues 0.0128

33 3.3 Create an environment that promotes 
organizational loyalty Social 0.1556 0.0121

34 0.1749 0.0118
1.3 Ensure an adequate understanding of the 
importance of computer technology and how it is 
related to the financial well-being of your 
organization 

Socio-
technical 

35 privacy issues technical 0.1458 8.5 Ensure adequate management oversight of Socio- 0.0118

36 example technical 0.1404 1.1 Develop a management team that leads by Socio- 0.0094

37 computers technical 0.1404 1.2 Ensure confidence/comfort level in using Socio- 0.0094
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As shown in Table 5.1, sub-objective 6.1, “ensure that inappropriate changes to 

data are minimized,” was found to be the most important with a global weight of 0.1031; 

a score

nsuring adequate management oversight of access 

control issues. 

As shown in Table 5.1, the highest ranked socio-technical issue was that of sub-

objective 7.3, “ensure that appropriate organizational controls are in place,” and the 

highest ranked social objective was that of sub-objective 5.1, “maximize employee 

integrity in the company.”  Interestingly enough, both of these sub-objectives dealt with 

integrity as well; only at a higher level than that of data integrity issues.  That is, of all the 

organizational objectives, MSI Corp found that maintaining the integrity of both business 

processes and employees were the most important.  Other organizational issues that were 

at the top of the list included: ensuring that sensitive data is adequately secured; 

developing and/or making known an understood value system in the organization; 

ensuring an understanding of the expected use of available information and its relation to 

 significantly higher than all of the other sub-objectives shown in Table 5.1.  In 

other words, of all the issues surrounding IS security, MSI Corp indicated that keeping 

data in its original and correct form was the most important issue.  Of course, this makes 

sense when considering that without reliable data, an organization would not be able to 

prosper.  Other issues that were at the top of the list included:  ensuring appropriate data 

integrity controls for the processing of data; ensuring adequate management oversight of 

data integrity issues; ensuring appropriate physical security; ensuring appropriate levels 

of user access; ensuring user access is based on "need to know;" ensuring personal 

accountability for system use; and e
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individual business processes; ensuring adequate management oversight of developing 

and sustaining an ethical environment; and ensuring the IT capability level of 

wever, it should be noted th ining these issues via their global weights 

alone n b

techn l a s.  And because there were only two technical 

objec es s, global weig  the 

assoc ed than those of the or ional 

sub- ct istic analysis for the value-driven tasks using 

a co na core along with the global weight, as shown in 

Equa  1  

focu  fo

5.2.1 a Driven Tasks for Maximizing IS Security 

ab e-driven tasks for ma g IS 

secu  us ual calculations for the final scores are shown in 

App ix 

techn l t onal tasks (T21, T22, T51 T52, 

T57, 5). the final rankings of these tasks.  

In other words, the ranking of a particular task was dependent on how sub-

obje es ed with a particular sub-

obje e i  the sub-objectives it im .   

 

staff. 

Ho at exam

 ca e misleading.  That is, as shown in Table 4.14, MSI Corp equally weighted the 

ica nd organizational objective

tiv as compared to seven organizational objective hts for

iat technical sub-objectives are naturally higher ganizat

obje ives.  Thus conducting a determin

mbi tion of the value-adjusted s

tion , provides a more accurate analysis in terms of measures that MSI Corp should

s on r maximizing IS security. 

 

 R nking the 69 Value-

T le 5.2 provides a ranking of the 69 valu ximizin

rity ing Equation 1.  The act

end E.  As shown in Table 5.2, the top 10 highest ranked tasks consisted of three 

ica asks (T1, T5, and T4) and 7 organizati , T12, 

 T5   Thus global weight alone did not dominate 

many 

ctiv it impacted, how much global weight is associat

ctiv t impacted, and how well it scored relative to pacted
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Table 5.2:  Final Rankings of the 69 Value-Driven Tasks for Maximizing IS Security 
 

Rank Σ i) 

 Task 
Final  
Score  
w  * v (xi i

1 T1 – Security Awareness Training 0.3859 
2 T21- Amendments to Guiding Principles 0.1583 
3 T5 – Authorization procedures 0.1382 
4 T4 – Pre-defined roles and rights 0.1280 
5 T22 - Amendments to Code of Business Conduct and Ethics 0.1150 
6 T51 – Compensation and incentives tied to performance 0.1134 
7 T12 - Automated access monitoring system 0.1084 
8 T52 - Rewards program tied to employee performance 0.1078 
9 T57 - Provide training and development programs for career advancement 0.1070 

10 T55 - Contribution/matching program 0.1017 
11 T50 - Authority delegation (written document for empowerment ) 0.0983 
12 T53 – Well-defined career paths 0.0874 
13 T35 - Process design training 0.0865 
14 T14 - Security administration group/policy makers 0.0862 
15 T54 - Open communication policy 0.0841 
16 T10 - Well-defined job descriptions 0.0774 
17 T11 – Segregation of duties matrix 0.0774 
18 T17 - Edit and validation routines 0.0706 
19 T56 - Teambuilding Exercises 0.0646 
20 T18 – Reconciliation procedures 0.0618 
21 T7 – Badges/key cards 0.0594 
22 T9 - Security guards 0.0594 
23 T45 – Nondisclosure agreement with repercussions 0.0567 
24 T2 - Limit the use of group accounts or generic IDs 0.0546 
25 T19 – Periodic error log audits 0.0515 
26 T20 – Periodic review of reconciliations 0.0515 
27 T6- Centralized system administration 0.0489 
28 T8 - Video surveillance 0.0482 
29 T3 - Password controls to force unique logons 0.0466 
30 T61 - Chief Ethics Officer 0.0372 
31 T36 - Document and make known business processes 0.0370 
32 T37 -Create and make known information classification standards 0.0368 
33 T26 - IT Training and development 0.0322 
34 T62 – Ethics Committee 0.0290 
35 T43 - Amendments to Employee Manual 0.0284 
36 T63 – Ethics officer reports to the board or audit committee 0.0266 
37 T64 - Periodic ethics questionnaires of employees 0.0266 
38 T13 - Periodic review of user access roles and rights 0.0265 
39 T33 - Individual development plans 0.0256 
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40 T40 - Risk assessment activities 0.0248 
41 T41 - Periodic review of business process improvement program 0.0248 
42 T42 -Executive management oversight 0.0248 
43 T32 - Skills assessments and performance evaluations 0.0247 
44 T44 - Posters in the coffee room 0.0203 
45 T15 – Audit log reviews 0.0189 
46 T16 - Review of termination lists (centralized review) 0.0189 
47 T65 - Employees reaffirm (written test) ethics policy on a periodic basis 0.0163 
48 T27 – Hire employees with adequate IT skills 0.0154 
49 T58 – Ethics Hotline 0.0145 
50 T66 - Performance management including upward feedback 0.0124 
51 T67 - Performance evaluations 0.0124 
52 T60 – Hiring policies (background and credit checks) 0.0115 
53 T59 - Policy of no retaliation to employees who report suspected issues 0.0113 
54 T34 - Budget for Training 0.0107 
55 T69 - Board and Audit Committee periodic review of business plans 0.0102 
56 T38 - Create and manage a business process improvement program 0.0102 
57 T39 - Create and adhere to business process maturity/lifecycle model 0.0102 
58 T29 - Compensation programs aligned with company values 0.0094 
59 T68 - Budget/Financial reviews 0.0090 
60 T31 - Goals and incentives tied to job descriptions and performance 0.0083 
61 T46 - Privacy officer 0.0083 
62 T47 - Incident response team 0.0083 
63 T49 - Oversee Privacy aspects of Security Awareness Training 0.0083 
64 T23 - Written in Job Descriptions 0.0065 

65 0.0065 T24 - Compensation/incentive programs designed to influence 
management teams leading by example 

66 T25 -Empowerment Training 0.0065 
67 T48 - Periodic review of public information 0.0059 
68 T28 - Standardized computer platforms 0.0047 
69 T30 - Recognition programs 0.0035 

 

Section 5.2.1 will discuss in more detail the top 10 highest ranked tasks by 

indicating the various issues that should be addressed via their creation and 

implementation.  The various issues that should be addressed via the creation and 

implementation of the lower 59 ranked objectives can be found in Table E.1 in Appendix 

E.  It should be noted that omitting a detailed discussion for the lower 59 objectives in 

this section in no way is attempting to convey that they are not important; only that after 
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a discussion of the top 10 is presented, the reader is capable of understanding what is 

required to implement the last 59 tasks by examining Table E.1 in Appendix E.   

As shown in Table 5.2, the highest ranked and obviously most important value-

riven task for maximizing IS security within MSI Corp was that of security awareness 

trainin  a total score o e would be ld 

mean that a particular t ry sub-obje  in e 

hierarch  fullest ware tra as 

shown to have attained the sub-objectives shown in Table 4.1 to a degree of 39%.  Of 

course  dive alue hierar  ac  a 

perf  a  

scores ranged from 0. ually lte  

particular task impactin

a ntal objectives (two 

technical and two organ ub-ob ves is, 

aking users aware of the fundamental issues surrounding the various sub-objectives for 

ccess c

objectives shown in 

Table 

d

g (T1) with f 0.3859.  A perfect scor  1.0 which wou

ask would be capable of attaining eve ctive  the valu

y to the  degree.  Thus it can be said that security a ness ining w

, given the rsity of issues associated with the v chy, hieving

ect score or even  score higher than 0.5 is highly unlikely.  As shown in Table 5.2,

0035 to 0.3859 where higher scores us resu d from a

g several sub-objectives.  

As shown in T ble 5.3, T1 impacted a total of four fundame

izational) and fourteen of their associated s jecti .  That 

m

a ontrol, data integrity, individual work ethic and data privacy and their importance 

to IS security via personal training programs is a very crucial part in attainment of these 

sub-objectives.  As shown in Table 5.3, an adequate security awareness training program 

for MSI Corp should consist of topics that cover the fourteen sub-

5.3 that includes: accountability, levels of user access, physical security, user 

access based on “need to know,” management oversight of user access issues, minimizing 

the temptation to use information for personal benefit, inappropriate changes to data, data 
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integrity controls, management oversight of data integrity issues, data privacy, disclosure 

awareness, and repercussions of sensitive data disclosure.  

 

 

Objective Impacts Sub-Objective Score  Weight

Table 5.3:  Security Awareness Training 

Fundamental Global 

4.1 Maintain personal accountability for system use 0.7 0.0378 
4.2 Ensure appropriate levels of user access 0.7 0.0517 
4.3 Ensure appropriate physical security 0.5 0.0560 
4.4 Ensure user access is based on "need to know" 0.7 0.0517 

4. Maximize Access 

4.5 Ensure adequate management oversight of access 
Control 

control 0.7 0.0378 
5. Promote Individual 

Work Ethic 
5.4 Minimize temptation to use information for 
personal benefit 0.7 0.0195 

6.1 Minimize inappropriate changes to data 0.7 0.1031 
6.2 Ensure appropriate data integrity controls for the 
processing of data 0.5 0.0883 6. Maximize Data 

Integrity 
6.3 Ensure adequate management oversight of data 
integrity issues 0.7 0.0736 

8.1 Emphasize importance of data privacy 0.7 0.013 
8.2 Ensure employee awareness against disclosure of 
sensitive data 0.7 0.0142 
8.3 Ensure employees understand the repercussions of 
disclosing sensitive data 0.7 0.0134 

8.4 Ensure that sensitive data is adequately secured 0.5 0.0288 

8. M ize Privacy 

8.5 Ensure adequate management oversight of privacy 
issues 0.7 0.0118 

axim

 
 

As shown in Table 5.2, the second highest ranked task for maximizing IS security 

within MSI Corp was that of providing amendments to their already existing Guiding 

Principles (T21).  As shown in Table 5.4, this task impacted a total of six organizational 

objectives and eighteen of their associated sub-objectives.   

To implement this task, the Team indicated that MSI Corp’s Guiding Principles 

should contain information that covers the fundamental issues surrounding IT 

competence, employee development and management practices, providing an ethical 
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environment, prom izational integrity.  

Sp dments to MSI es should cove ig

sub-objectives shown in Table s leading by example,

prom ibut g pride, m ain

mo rc ng professiona ed 

ethic g or ustaining the reputati

th m ’s best interests rather than personal 

mi tem nefit, d pri

disclosure awarenes re, empowerm  re

and individual reliability.  And as shown in 

respect mploy p’s existing Guiding 

Principles.  

 
 
 
 

oting individual work ethic, privacy and organ

ecifically, amen  Corp’s Guiding Principl r the e hteen 

5.4 that includes: management team  

oting contr

tivated workfo

s, promotin

ion, instilling high levels of morale, creatin aint ing a 

e, reporting unethical behavior, instilli l-bas work 

ganizational loyalty, employee integrity, s on of 

e company, pro

nimizing the 

oting the organization gain, 

ptation to use information for personal be ata vacy, 

s, repercussions of sensitive data disclosu ent, spect, 

Figure 4.1, some of these issues, such as 

 and e ee integrity, are already covered via MSI Cor
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Table 5.4:  Amendments to Guiding Principles 

Fundamental Impacts Sub-Objective Score Global
 

Objective 
 

Weight
1. Maximize IT 1.1 Develop a management team that leads by example 0.5 0.0094 Competence 

2.1 Create an environment that promotes contribution 0.5 0.0149 
2.2 Instill high levels of morale 0.7 0.0149 
2.3 Increase/maintain pride in the organization 0.7 0.0149 

2. Promote 
Employee 

Development 
and Management 

Practices 2.4 D 0.5 0.0149 evelop and maintain a motivated workforce 

3.1 Create an environment that makes it ok to report unethical 
histle bl 0.5 0.0161 behavior (w owing) 

3.2 Instill professional-based work ethics 0.7 0.0265 

3. Develop and 

En te an al 0.5 0.0121 

Sustain an 
Ethical 
vironment 3.3 Crea

loyalty 
 environment that promotes organization

5.1 Maximiz 0.5 0.0325 e employee integrity in the company 
5.2 Creat
com

e a d the 0.5 0.013 esire to not jeopardize the reputation of 
pany 

5.3 Creat
b

e an nization’s 
est interests gain 0.7 0.013  environment that promotes the orga

 rather than personal 

5. Pro
Indiv

Ethic
mize nal 0.5 0.0195 

mote 
idual Work 

 
5.4 Mini
benefit 

 temptation to use information for perso

8.1 Emphasize importance of data privacy 0.5 0.013 
8.2 Ensure employee awareness against disclosure of 0.5 0.0142 sensitive data 

8. Maximize 
P

0.5 0.0134 
rivacy 8.3 Ensure employees understand the repercussions of 

disclosing sensitive data 
9.1 Create an environment that empowers employees 0.5 0.0155 
9.2 Create an environment that promotes respect 0.7 0.0155 

9. Maximize 
Organizational 

Integrity 9.3 Create an environment that promotes individual reliability 0.3 0.0155 
 
 

As shown in Table 5.2, the third highest ranked task for maximizing IS security 

within MSI Corp was that of creating adequate authorization procedures (T5).  As shown 

in Table 5.5, this task impacted a total of four fundamental objectives (two technical and 

two organizational) and four of their associated sub-objectives.  To implement this task, 

the Team indicated that adequate authorization procedures should cover the fundamental 

issues surrounding access control, promoting individual work ethic, data integrity, and 
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privacy.  Specifically, authorization procedures should be created that covers the four 

sub-objectives shown in Table 5.5 that includes:  ensuring appropriate levels of user 

access, minimizing the temptation to use information for personal benefit, minimizing 

inappropriate changes quately secured. 

 
 

Table 5.5:  
 

Fundamental Objective e Global 
t

to data, and ensuring that sensitive data is ade

Authorization Procedures 

Impacts Sub-Objective Scor Weigh
4. Maximize Access 4.2 E

r a   Control use
nsure appropriate levels of 
ccess 0.7 0.0517

5. Promote Individual 5.4 M
inform   Work Ethic 

inimize temptation to use 
ation for personal benefit 0.5 0.0195

6. Maximize Data 
Integrity 

6.1 Minim
changes to data 0.7 0.1031 ize inappropriate 

8. Maximize Privacy 8.4 Ensure that sensitive data is 
adequately secured 0.7 0.0288 

 
 

As shown in Table 5.2, the fourth highest ranked task for maximizing IS security 

within MSI Corp was that of creating and making known predefined roles and rights (T4) 

of the various system users within the organization. As shown in Table 5.6, this task 

impacted a total of three fundamental objectives (two technical and one organizational) 

and four of their associated sub-objectives.  To implement this task, the Team indicated 

that adequate authorization procedures should cover the fundamental issues surrounding 

access control, data integrity, and privacy.  Specifically, adequate predefined roles and 

rights should be created that cover the four sub-objectives shown in Table 5.6 that 

includes:  ensuring appropriate levels of user access, ensuring user access is based on 
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“need to know,” minimizing inappropriate changes to data, and ensuring that sensitive 

data is adequately secured. 

 

Table 5.6:  Pre-Defined Roles and Rights 
 

Impacts Sub-objective Score Global Fundamental Objective Weight
4.2 Ensure appropriate levels 
of user access 0.7 0.0517 

4 ss Co re user access is 0.5 0.0517 
. Maximize Acce ntrol 4.4 Ensu

based on "need to know" 

6. M ata Inte ata 0.5 0.1031 aximize D grity 6.1 Minimize inappropriate 
changes to d

8. Maximize Privac 0.5 0.0288 y 8.4 Ensure that sensitive data 
is adequately secured 

 
 

5 ed task for maxim g I rity 

within M  that o lready existing Code of 

Business Conduct and Ethics .7, this task im

five organizational objectiv

impl a p’s Code of Bus  C nd 

Ethics should contain infor ssue rro IT 

compete  an eth ent, promoting individual w th y, 

and organi tegrity. rp’s e o ss 

onduct and Ethics should cover the twelve sub-objectives shown in Table 5.7 that 

include

As shown in Table 

SI Corp was

.2, the fifth highest rank izin S secu

f providing amendments to their a

 (T22).  As shown in Table 5 pacted a total of 

es and twelve of their associated sub-objectives.  To 

ement this task, the Te m indicated that MSI Cor iness onduct a

mation that covers the fundamental i s su unding 

nce, providing

zational in

ical environm ork e ic, privac

 Specifically, amendments to MSI Co  Cod f Busine

C

s: management teams leading by example, reporting unethical behavior, instilling 

professional-based work ethics, employee integrity, sustaining the reputation of the 

company, promoting the organization’s best interests rather than personal gain, 
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minimizing the temptation to use information for personal benefit, data privacy, 

disclosure awareness, repercussions of sensitive data disclosure, respect, and individual 

reliability. 

 

 
Fundamental 

Objective Impacts Sub-Objective 

Table 5.7:  Amendments to Code of Business Conduct and Ethics 

Score  Global 
Weight

1. Maximize IT 
Competence 

1.1 Develop a management team that 
leads by example 0.7 0.0094 

3.1 Create an environment that makes it 
ok to report unethical behavior (whistle 0.6 0.0161 
blowing) 

3. Deve
an Ethical 

3.2 Ins ethics 

lop and Sustain 

Environment till professional-based work 0.5 0.0265 
5.1 Maximize employee integrity in t
company 

he 0.5 0.0325 

5.2 Create a desire to not jeopardize the 
reputation of the company 0.5 0.013 
5.3 Create an environment that promotes 

er the organization’s best interests rath
than personal gain 

0.7 0.013 

5. al 

nal benefit 

 Promote Individu
Work Ethic 

5.4 Minimize temptation to use 
information for perso 0.5 0.0195 

0.7 8.1 Emphasize importance of data privacy 0.013 
8.2 Ensure employee awareness agai
disclosure of sensitive data 

nst 0.7 0.0142 8. Maximize Privacy 
8.3 Ensure employees understand the 
repercussions of disclosing sensitive data 0.7 0.0134 

9.2 Create an environment that promotes 
respect 0.7 0.0155 9. Maximize 

Organizational 
Integrity es 

 reliability 
9.3 Create an environment that promot
individual 0.3 0.0155 

 
 

s shown in Table 5.2, the sixth highest ranked task for maximizing IS security 

within 

A

MSI Corp was that of providing compensation and incentives that are tied to 

performance (T51).  As shown in Table 5.8, appropriately implementing this task would 
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impact a total of four organizational objectives and eleven of their associated sub-

objectives.  To implement this task, the Team indicated that MSI Corp would be required 

to undertake a periodic and complete review of the organization’s current compensation 

and incentives program to determine if they are truly tied to employee performance.  

Additionally, the Team felt that MSI Corp currently did a very god job of implementing 

this task thus only minimal changes would probably be required.  

 

Table 5.8:  Compensation and Incentives
 

 Tied to Performance 
 

Fundamental 
Objective Impacts Sub-Objective Score  Global 

Weight 
2.1 Create an environment that promotes 
contribution 0.9 0.0149 
2.2 Instill hig  h levels of morale 0.8 0.0149
2.3 Increase/
organizati 0.7 0.0149 maintain pride in the 

on 

2. 
D

Management Practices 
elo

rce  

Promote Employee 
evelopment and 

2.4 Dev
workfo

p and maintain a motivated 0.5 0.0149
3. Develop an
an

e
i  d Sustain 

 Ethical Environment 
3.3 Creat
organizat

 an environment that promotes 
onal loyalty 0.7 0.0121

5.1 Maximize e  the 
company 0.5 0.0325 mployee integrity in

5.2 Create a desire to not jeopardize the 
reputation of the company 0.5 0.013 
5.3 Create an environment that promotes the 
organization’s best interests rather than 
personal gain 

0.7 0.013 
5. Prom

for personal benefit 0.5 0.0195 

ote Individual 
Work Ethic 

5.4 Minimize temptation to use information 

9.1 Create an environment that empowers 0.7 0.0155 employees 9. Maximize 

individual reliability 
Organizational Integrity 9.3 Create an environment that promotes 0.6 0.0155 

 

As shown in Table 5.2, the seventh highest ranked task for maximizing IS 

security within MSI Corp was that of creating an automated access monitoring system 

 



www.manaraa.com

   138  

(T12) to ensure appropriate system usage and to keep logs on various user activities.  As 

shown in Table 5.9, implementing this task would impact a total of two technical 

objectives and two of their associated sub-objectives.  To implement this task, the Team 

dicated that an adequate automated access monitoring system should, at the very least, 

cover the f ecifically, 

an au ss monitoring system should be created that covers the two sub-

objectives shown in Ta s ba on to 

kn g

 
 

Table 5.9:  Automated Access Monitoring System 
 

tal O Score  Glo
Weight

in

undamental issues surrounding access control and data integrity.  Sp

tomated acce

ble 5.9 that includes:  ensuring user access i sed  “need 

ow,” and minimizin  inappropriate changes to data. 

Fundamen bjective Impacts Sub-Objective bal 

4  Acce 0.7 0.0517 . Maximize ss Control based on "need to know" 
4.4 Ensure user access is 

6. Maximize Data Integrity 6.1 Minimize inappropriate 
changes to data 0.7 0.1031 

 
 

As shown in Table 5.2, the eighth highest ranked task for maximizing IS security 

within MSI Corp was that of providing a rewards program tied to employee performance 

(T52).  As shown in Table 5.10, appropriately implementing this task would impact a 

total of four organizational objectives and nine of their associated sub-objectives.  To 

implement this task, the Team indicated that MSI Corp would be required to undertake a 

periodic and complete review of the organization’s current rewards program to determine 

if it is truly tied to employee performance and to determine if new rewards should be 
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considered.  Additionally, as was the case with MSI Corp’s compensation and incentives 

program, the Team felt that the organization currently did a very god job of implementing 

this task thus only minimal changes would be required.  

 

Table 5.10:  Rewards Program Tied to Employee Performance 

Fundamental 

 

 

Objective Impacts Sub-Objective Score  Global 
Weight

2.1 Create an environment that promotes contribution 0.7 0.0149 
2.2 Instill high levels of morale 0.8 0.0149 
2.3 Increase/maintain pride in the organization 0.7 0.0149 

2. Promote Employee 

2.4 Develop and maintain a motivated workforce 0.9 0.0149 

Development and 
Management Practices 

3
Susta

En

3.3 Create an e
organizational l

. Develop and 
in an Ethical 
vironment 

nvironment that promotes 
oyalty 0.7 0.0121 

5.1 M y aximize employee integrity in the compan 0.7 0.0325 
5.2 C he reputation of 
the c

reate a desire to not jeopardize t
ompany 0.7 0.013 5. Pr

.3 C
orga

omote Individual 
Work Ethic 

5 reate an environment that promotes the 
nization’s best interests rather than personal gain 0.8 0.013 

9. Maximize 
Organizational 9.3 C

Integrity 

dual 
relia

reate an environment that promotes indivi
bility 0.7 0.0155 

 
 

As s  in Table maximizing IS security 

within MSI Corp was that of providing training and developm s for career 

ad s Table 5.11, appropriately implem ng sk 

would impact a total of fo bjectives and ten of their associated sub-

objectives.  To im

hown 5.2, the ninth highest ranked task for 

ent program

vancement (T57).  As hown in enti  this ta

ur organizational o

plement this task, the Team indicated that MSI Corp would be required 

to periodically undertake a complete review of the organization’s current training and 

development programs for career advancement to determine if any new programs would 

be required.  As shown in Table 5.11, solid training and development programs for career 
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advancement would impact issues that include:  creating an environment that promotes 

contribution, instilling high levels of morale, increasing pride, developing a motivated 

workforce, creating an environment that promotes organizational loyalty, maximizing 

employee integrity, promoting the organization’s best interests rather than personal gain, 

minimizing the temptation to use information for personal benefit, and creating an 

environment that promotes both empowerment and individual reliability. 

 

Table 5.11:  Provide Training and Development Programs for Career Advancement 

Fundamental Impacts Sub-Objective 

 

Objective Score  Global 
Weight

2.1 Create an environment that promotes 
contribution 0.5 0.0149 

2.2 Instill high levels of morale 0.6 0.0149 
2.3 Increas anization 0e/maintain pride in the org .6 0.0149 

2. Promote Emplo
Development and 

ices 
 0.8 0

yee 

Management Pract
2.4 Develop and maintain a motivated workforce  .0149 

3. Develop and Sustai
Ethical Environm

n 
ent 0.7 0an 3.3 Create an environment that promotes 

 organizational loyalty  .0121 
5.1 Maximize employee integrity in the 
company 0.8 0 .0325 
5.2 Create a desire to not jeopardize the 
reputation of the company 0.3 0 .013 5. Promote Individual W

Ethic 
ork 

5.3 Create an environment that promotes the 
 0.5 0organization’s best interests rather than personal

gain 
 .013 

9.1 Create an environment that empowers 0.8 0.0155 employees 9. Maximize Organizat
Integrity

io
 0.8 0.0155 

nal 
9.3 Create an environment that promotes 
individual reliability 

 

, as  Table 5.2, the tenth highest ranked task f ax g 

ity within MSI Corp was that of providing an adequate contribution/matching 

program (T55).  As shown in Table 5.12, appropriately implementing this task would 

impact a total of four organizational objectives and ten of their associated sub-objectives.  

And finally shown in or m imizin

IS secur
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To i plement this task, the Tm eam indicated that MSI Corp would be required to 

periodi

ng an environment that promotes individual reliability. 

 

Impacts Sub-Objective Score  

cally undertake a complete review of the organization’s current 

contribution/matching program to determine if any new additions would be required.  As 

shown in Table 5.12, adequate implementation of this task would impact issues that 

include:  creating an environment that promotes contribution, increasing pride, 

developing a motivated workforce, creating an environment that promotes organizational 

loyalty, maximizing employee integrity, promoting the organization’s best interests rather 

than personal gain, minimizing the temptation to use information for personal benefit, 

and creati

Table 5.12:  Contribution/Matching Program 
 

Fundamental 
Objective 

Global 
Weight

2.1 Create an environment that promotes contribution 0.7 0.0149 
2.2 Instill high levels of morale 0.7 0.0149 
2.3 Increase/maintain pride in the organization 0.7 0.0149 

2. Promote Employee 

ed workforce 0.8 0.0149 

Development and 
Management Practices 

2.4 Develop and maintain a motivat
3. Develop and Sustain 3.3 Create an environment that proman Ethical 

E

otes organizational 0.5 0.0121 
nvironment loyalty 

5.1 Maximize employee integrity in the company 0.5 0.0325 
5.2 Create a desire to not jeopardize the reputation of the 
company 0.5 0.0130 

5.3 Create an environment that promotes the 
organization’s best interests rather than personal gain 0.7 0.0130 

5. Promote Individual 

5.4 Minimize temptation to use information for personal 

Work Ethic 

benefit 0.5 0.0195 

9. Maximize 
Organizational 

Integrity 

9.3 Create an environment that promotes individual 
reliability 0.7 0.0155 
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5.3 Sensitivity Analysis 

nique is somewhat subjective, sensitivity 

nalysis is recommended as it examines the validity of the findings by removing the 

bjective nature of the weights and can often times provide the DM with valuable 

insight.

To accomplish this analysis, the weight of each value is systematically altered and 

the s inal task scores and rankings are tracked.  As an individual 

weight is changed, the other weights are adjusted to ensure that the sum of the column or 

section remains 1.0. And the proportionality of the other weights to each other is 

maintained as the weight being assessed is adjusted. 

Because three natural categories existed for this research that consisted of 

technical, socio-technical and social objectives, it was determined that 100% weight 

would be given to each of these three categories to determine a ranking of the various 

tasks in isolation for each of these three categories.  This type of analysis provides MSI 

Corp with a better understanding of the specific tasks that relate to the individual 

categories.  

Table 5.2 provides a comprehensive and ranked list of value-driven alternatives 

that are required for maximizing IS security within MSI Corp.  The final rankings shown 

in Table 5.2 were generated via Equation 1 which relies on the weights that were 

determined using the swing weighting method discussed in Section 4.5.  Because the 

swing weighting method or any weighting tech

a

su

   

ubsequent impact on the f

 



www.manaraa.com

   143  

5.3.1 100% Technical 

Table 5.13 indicates the adjusted global weights of the technical objectives when 

100% weight was given to this category.  As shown in Table 4.14 in Section 4.4, the 

technical category was initially given 50% weight.  Thus the actual global weights for the 

technical objectives simply need to be multiplied by 2 and as shown in Table 5.13, the 

sum of these global weights then becomes 1.0. 

 
Table 5.13:  Adjusted Global Weights for 100% Technical 

 

Fundamental 
Objective 

Local 
Weight

Sub-
Objective

Local 
Weight 

Actual 
Global 
Weight 

Adjusted 
Global 
Weight 

4.1 0.161 0.038 0.076 
4.2 0.220 0.052 0.103 
4.3 0.238 0.056 0.112 
4.4 0.220 0.052 0.103 

4. Maximize Access 
Control 0.47 

4.5 0.161 0.038 0.076 
6.1 0.389 0.103 0.206 
6.2 0.333 0.088 0.177 6. Maximize Data 

Integrity 0.53 
6.3 0.278 0.074 0.147 

Total = 1.0  
 
 
 Table 5.14 then illustrates the rankings of the technical tasks when 100% weight 

was given to the technical category.  The actual calculations to derive Table 5.14 are 

shown in Appendix E.  As shown in Table 5.14, the rank ordering changed slightly.  For 

example, T5 moved from second position down to the third position and was shown to be 

equivalent to T12.  These slight changes in rank were as a result of removing the impacts 

that any of these tasks had on the organizational objectives.  In other words, T5 obviously 

impacted the organizational objectives to a higher degree than T4 thus when removing 
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these impacts, T4 moved up in rank when considering the technical objectives alone.  

Additionally, as shown in Table 5.14, security awareness training attained the technical 

sub-objectives to a degree of approximately 67% which provides further quantitative 

evidence of its importance for maximizing IS security within MSI Corp. 

Table 5.14:  Adjusted Task Rankings (100% Technical) 
 

Rank Actual 
Rank Task 

Final 
Score 

Σ wi * vi(xi) 
1 1 T1 – Security Awareness Training 0.6696 
2 4 T4 – Pre-defined roles and rights 0.2272 
3 3 T5 - Authorization procedures 0.2167 
4 7 T12 - Automated access m itoring systemon  0.2167 

5 14 T14 – Security administrat  group/pol akers 0.1560 ion icy m

6 0 - Wel d job descriptions 0.1548 16 T1 l-define

7 T11 – Segregation of duties matrix 0.1548 17 
8 18 T17 - Edit and validation routines 0.1413 
9 20 T18 – Reconciliation procedures 0.1236 

10 25 T19 – Periodic error log audits 0.1030 
11 26 T20 – Periodic review of reconciliations 0.1030 
12 21 T7 – Badges/key cards 0.0784 
13 22 T9 - Security guards 0.0784 

14 24 T2 - Limit the use of group accounts or generic IDs 0.0688 

15 28 T8 - Video surveillance 0.0560 

16 29 T3 – Password controls to force unique logons 0.0529 

17 38 T13 – Periodic review of user access roles and rights 0.0529 

18 27 T6- Centralized system administration 0.0517 

19 45 T15 – Audit log reviews 0.0378 

20 46 T16 - Review of termination lists (centralized review) 0.0378 

 
 

5.3.2 100% Socio-Technical 

Table 5.15 indicates the adjusted global weights of the socio-technical objectives 

when 100% weight was given to this category.  As shown in Table 4.14 in Section 4.4, 
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the socio-technical category was a subset of the organizational category and was initially 

given 45% weight.  Thus to obtain the adjusted global weights, the organizational and 

socio-technical categories were moved to 100% from 50% and 45%, respectively.  In 

other words, the actual weights shown in Table 5.15 were divided by 0.50 and 0.45 to 

obtain the adjusted global weights.   

 
Table 5.15:  Adjusted Global Weights for 100% Socio-Technical 

 

Fundamental 
Objective 

Local 
Weight 

Sub-
objective 

Local 
Weight 

Actual 
Global 
Weight 

Adjusted 
Global 
Weight 

1.1 0.140 0.009 0.042 
1.2 0.140 0.009 0.042 
1.3 0.175 0.012 0.052 
1.4 0.228 0.015 0.068 

1. Maximize IT 
Competence 0.299 

1.5 0.317 0.021 0.095 
7.1 0.347 0.027 0.118 
7.2 0.191 0.015 0.065 7. Enhance Integrity of 

Business Processes 0.34 
7.3 0.462 0.035 0.157 
8.1 0.160 0.013 0.058 
8.2 0.175 0.014 0.063 
8.3 0.165 0.013 0.060 
8.4 0.354 0.029 0.128 

8. Maximize Privacy 0.361 

8.5 0.146 0.012 0.053 

Total = 1.0  
 
 

Table 5.16 then illustrates the rankings of the socio-technical tasks when 100% 

weight was given to the socio-technical category.  The actual calculations to derive Table 

5.16 are shown in Appendix E.  As shown in Table 5.16, a number of tasks that were not 

ranked in the overall top 10 had a major impact when considering the socio-technical 

objectives alone.  For example, process design training (T35) which had an actual 

ranking of 13 was ranked first when giving 100% weight to the socio-technical category.  
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In fact, as shown in Table 5.16, process design training attained the socio-technical sub-

objectives to a degree of approximately 38% which provides quantitative evidence that it 

should not be overlooked.  Other tasks that had lower actual ranks that should be heavily 

considered as a result of this sensitivity analysis include: documenting and making 

known business processes (T36), creating and making known information classification 

standards (T37), and IT training and development (T26). 

 
Table 5.16:  Adjusted Task Rankings (100% Socio-Technical) 

 

Rank Actual 
Rank Task Final 

Score 
1 13 T35 - Process design training 0.3845 
2 1 T1 – Security Awareness Training 0.2270 
3 31 T36 - Document and make known business processes 0.1636 
4 32 T37 -Create and make known information classification standards 0.1636 
5 5 T22 - Amendments to Code of Business Conduct and Ethics 0.1556 
6 33 T26 - IT Training and development 0.1431 
7 35 T43 - Amendments to Employee Manual 0.1263 
8 39 T33 - Individual development plans 0.1139 
9 2 T21- Amendments to Guiding Principles 0.1111 

10 40 T40 - Risk assessment activities 0.1101 
11 41 T41 - Periodic review of business process improvement program 0.1101 
12 42 T42 -Executive management oversight 0.1101 
13 43 T32 - Skills assessments and performance evaluations 0.1097 
14 27 T6- Centralized system administration 0.1024 
15 44 T44 - Posters in the coffee room 0.0902 
16 24 T2 - Limit the use of group accounts or generic IDs 0.0896 
17 29 T3 - Password controls to force unique logons 0.0896 
18 3 T5 - Authorization procedures 0.0896 
19 21 T7 – Badges/key cards 0.0896 
20 28 T8 – Video surveillance 0.0896 
21 22 T9 - Security guards 0.0896 
22 48 T27 – Hire employees with adequate IT skills 0.0682 
23 4 T4 - Pre-defined roles and rights 0.0640 
24 23 T45 – Nondisclosure agreement with repercussions 0.0568 
25 54 T34 - Budget for Training 0.0476 
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5.3.3 100% Social 

Table 5.17 indicates the adjusted global weights of the social objectives when 

100% weight was given to this category.  As shown in Table 4.14 in Section 4.4, the 

social category was a subset of the organizational category and was initially given 55% 

weight.  Thus to obtain the adjusted global weights, the organizational and social 

categories were moved to 100% from 50% and 55%, respectively.  In other words, the 

actual weights shown in Table 5.17 were divided by 0.50 and 0.55 to obtain the adjusted 

global weights.   

 
Table 5.17:  Adjusted Global Weights for 100% Social 

 

Fundamental 
Objective 

Local 
Weight

Sub-
Objective

Local 
Weight 

Actual 
Global 
Weight 

Adjusted 
Global 
Weight 

2.1 0.250 0.015 0.054 
2.2 0.250 0.015 0.054 
2.3 0.250 0.015 0.054 

2. Promote Employee 
Development and 

Management Practices 
0.216 

2.4 0.250 0.015 0.054 
3.1 0.206 0.016 0.058 
3.2 0.339 0.026 0.096 
3.3 0.156 0.012 0.044 

3. Develop and 
Sustain an Ethical 

Environment 
0.284 

3.4 0.300 0.023 0.085 
5.1 0.417 0.033 0.118 
5.2 0.167 0.013 0.047 
5.3 0.167 0.013 0.047 

5. Promote Individual 
Work Ethic  0.284 

5.4 0.250 0.020 0.071 
9.1 0.261 0.016 0.056 
9.2 0.261 0.016 0.056 
9.3 0.261 0.016 0.056 

9. Maximize 
Organizational 

Integrity 
0.216 

9.4 0.216 0.013 0.047 
Total = 1  
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Table 5.18 then illustrates the rankings of the social tasks when 100% weight was 

given to the social category.  The actual calculations to derive Table 5.18 are shown in 

Appendix E.  As shown in Table 5.18, as was the case with the technical objectives, the 

rank ordering only changed slightly when giving 100% weight to the social category.  For 

example, T22 moved from an actual rank of fifth to a rank of ninth.  These slight changes 

in rank were as a result of removing the impacts that any of these tasks had on the socio-

technical objectives.  In other words, T22 obviously impacted the socio-technical 

objectives to a higher degree than many of the other tasks shown in Table 4.13.  

Additionally, as shown in Table 5.14, creating amendments to MSI Corp’s Guiding 

Principles attained the social sub-objectives to a degree of approximately 48% which 

provides further quantitative evidence of its importance for maximizing IS security 

within MSI Corp.  Table 5.18 also brings attention to the importance of authority 

delegation (T50), having well-defined career paths (T53), open communication policies 

(T54), and teambuilding exercises (T56), as they all scored greater than 0.20 when 

isolating the social objectives.  
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Table 5.18:  Adjusted Task Rankings (100% Social) 
 

Rank Actual 
Rank Task Final 

Score 
1 2 T21- Amendments to Guiding Principles 0.4846 

2 6 T51 - Compensation and incentives tied to 
performance 0.4125 

3 8 T52 - Rewards program 0.3919 

4 9 T57 - Provide training and development 
programs for career advancement 0.3888 

5 10 T55 - Contribution/matching program 0.3699 

6 11 T50 - Authority delegation (written document 
for empowerment ) 0.3575 

7 12 T53 – Well-defined career paths 0.3179 
8 15 T54 - Open communication policy 0.3060 

9 5 T22 - Amendments to Code of Business 
Conduct and Ethics 0.2909 

10 19 T56 - Teambuilding Exercises 0.2349 
11 30 T61 - Chief Ethics Officer 0.1355 

12 23 T45 – Nondisclosure agreement with 
repercussions 0.1158 

13 34 T62 - Ethics Committee 0.1053 

14 36 T63 - Ethics officer reports to the board or 
audit committee 0.0968 

15 37 T64 - Periodic ethics questionnaires of 
employees 0.0968 

16 47 T65 - Employees reaffirm (written test) ethics 
policy on a periodic basis 0.0596 

17 49 T58 – Ethics Hotline 0.0527 

18 50 T66 - Performance management including 
upward feedback 0.0451 

19 51 T67 - Performance evaluations 0.0451 

20 52 T60 - Hiring policies (background and credit 
checks) 0.0419 

21 53 T59 - Policy of no retaliation to employees 
who report suspected issues 0.0410 

22 55 T69 - Board and Audit Committee periodic 
review of business plans 0.0372 

23 59 T68 - Budget/Financial reviews 0.0326 
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5.4 Recommendations  

Table 5.19 provides a ranked listing along with recommended actions for each of 

the 69 value-driven tasks.  Additionally, Table 5.19 provides information in terms of 

whether or not MSI Corp is currently implementing the various tasks and any initial and 

future costs associated with reviewing, updating or implementing the various tasks.  As 

shown in Table 5.19, the ‘Existing’ column consists of three possible values that include:  

‘No,’ ‘Somewhat,’ and ‘Yes.’  And the ‘Additional Cost’ columns consist of five possible 

values that include:  ‘Minimal,’ ‘Low,’ ‘Medium,’ ‘Moderate,’ and ‘High.’  These values 

were obtained via one additional interview with the Team after the final rankings were 

determined. 

 
Table 5.19:  Task Rankings with Additional Costs and Recommended Actions 

 
Additional Cost 

Rank Task Final 
Score Existing? 

Initial Future 
Proposed 

Action 

1 T1 – Security Awareness 
Training 0.386 Somewhat Medium Low Update

2 T21- Amendments to 
Guiding Principles 0.158 Somewhat Minimal Minimal Update

3 T5 – Authorization 
procedures 0.138 Yes Minimal Minimal Review

4 T4 – Pre-defined roles and 
rights 0.128 Somewhat Minimal Minimal Update

5 
T22 - Amendments to Code 
of Business Conduct and 
Ethics 

0.115 Somewhat Minimal Minimal Update

6 
T51 - Compensation and 
incentives tied to 
performance 

0.113 Yes Minimal Minimal Review

7 T12 - Automated access 
monitoring system 0.108 Somewhat Medium Low Update

8 T52 - Rewards program tied 
to employee performance 0.108 Yes Minimal Minimal Review
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9 
T57 - Provide training and 
development programs for 
career advancement 

0.107 Somewhat Medium Low Update

10 T55 - Contribution/matching 
program 0.102 Yes Minimal Minimal Review

11 
T50 - Authority delegation 
(written document for 
empowerment ) 

0.098 Yes Minimal Minimal Review

12 T53 – Well-defined career 
paths 0.087 No Low Low Implement

13 T35 - Process design 
training 0.087 No Medium Low Investigate

14 T14 - Security administration 
group/policy makers 0.086 Yes Low Low Review

15 T54 - Open communication 
policy 0.084 Somewhat Minimal Minimal Review

16 T10 – Well-defined job 
descriptions 0.077 Yes Minimal Minimal Review

17 T11 – Segregation of duties 
matrix 0.077 Somewhat Minimal Minimal Update

18 T17 – Edit and validation 
routines 0.071 Somewhat Minimal Minimal Update

19 T56 – Teambuilding 
Exercises 0.065 Somewhat Minimal Minimal Update

20 T18 – Reconciliation 
procedures 0.062 Yes Low Low Review

21 T7 – Badges/key cards 0.059 Yes Minimal Minimal Review

22 T9 – Security guards 0.059 Yes Minimal Minimal Review

23 T45 – Nondisclosure 
agreement with repercussions 0.057 Somewhat Minimal Minimal Update

24 T2 – Limit the use of group 
accounts or generic IDs 0.055 Somewhat Minimal Minimal Update

25 T19 – Periodic error log 
audits 0.052 Somewhat Low Low Update

26 T20 – Periodic review of 
reconciliations 0.052 Somewhat Low Low Update

27 T6- Centralized system 
administration 0.049 Somewhat Medium Medium Update

28 T8 – Video surveillance 0.048 Yes Minimal Minimal Review

29 T3 - Password controls to 
force unique logons 0.047 Yes Minimal Minimal Review

30 T61 - Chief Ethics Officer 0.037 Yes Minimal Minimal Review

31 T36 – Document and make 
known business processes 0.037 Somewhat Low Low Update

32 
T37 -Create and make 
known information 
classification standards 

0.037 No Low Minimal Implement
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33 T26 - IT Training and 
development 0.032 Somewhat Moderate Low Update

34 T62 - Ethics Committee 0.029 Yes Low Low Review

35 T43 - Amendments to 
Employee Manual 0.028 Somewhat Minimal Minimal Update

36 T63 - Ethics officer reports to 
the board or audit committee 0.027 Yes Minimal Minimal Review

37 T64 - Periodic ethics 
questionnaires of employees 0.027 Yes Minimal Minimal Review

38 T13 - Periodic review of user 
access roles and rights 0.027 Yes Low Low Review

39 T33 – Individual 
development plans 0.026 Yes Minimal Minimal Review

40 T40 – Risk assessment 
activities 0.025 Somewhat Low Low Update

41 
T41 - Periodic review of 
business process 
improvement program 

0.025 No Low Low Implement

42 T42 -Executive management 
oversight 0.025 Yes Minimal Minimal Review

43 T32 - Skills assessments and 
performance evaluations 0.025 Yes Minimal Minimal Review

44 T44 – Posters in the coffee 
room 0.020 Somewhat Minimal Minimal Update

45 T15 – Audit log reviews 0.019 Yes Minimal Minimal Review

46 T16 – Review of termination 
lists (centralized review) 0.019 Yes Minimal Minimal Review

47 
T65 - Employees reaffirm 
(written test) ethics policy on 
a periodic basis 

0.016 Yes Minimal Minimal Review

48 T27 – Hire employees with 
adequate IT skills 0.015 Somewhat Low Low Update

49 T58 – Ethics Hotline 0.015 Yes Minimal Minimal Review

50 
T66 – Performance 
management including 
upward feedback 

0.012 Yes Minimal Minimal Review

51 T67 – Performance 
evaluations 0.012 Yes Minimal Minimal Review

52 
T60 - Hiring policies 
(background and credit 
checks) 

0.012 Yes Minimal Minimal Review

53 
T59 - Policy of no retaliation 
to employees who report 
suspected issues 

0.011 Yes Minimal Minimal Review

54 T34 – Budget for training 0.011 Somewhat Medium Medium Update

55 
T69 - Board and Audit 
Committee periodic review of 
business plans 

0.010 Yes Minimal Minimal Review
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56 
T38 - Create and manage a 
business process 
improvement program 

0.010 Somewhat Medium Low Update

57 
T39 - Create and adhere to 
business process 
maturity/lifecycle model 

0.010 Somewhat Minimal Minimal Update

58 
T29 – Compensation 
programs aligned with 
company values 

0.009 Yes Minimal Minimal Review

59 T68 – Budget/Financial 
reviews 0.009 Yes Minimal Minimal Review

60 
T31 - Goals and incentives 
tied to job descriptions and 
performance 

0.008 Yes Minimal Minimal Review

61 T46 – Privacy officer 0.008 Yes Minimal Minimal Review

62 T47 - Incident response team 0.008 Somewhat Low Low Update

63 
T49 - Oversee privacy 
aspects of Security 
Awareness Training 

0.008 Somewhat Minimal Minimal Update

64 T23 – Written in Job 
Descriptions 0.007 Yes Minimal Minimal Review

65 
T24 - Compensation/ 
incentive programs designed 
to influence management 
teams leading by example 

0.007 Yes Minimal Minimal Review

66 T25 –Empowerment Training 0.007 Somewhat Low Low Update

67 T48 - Periodic review of 
public information 0.006 Somewhat Low Low Update

68 T28 – Standardized computer 
platforms 0.005 Somewhat Moderate Low Update

69 T30 – Recognition programs 0.004 Yes Minimal Minimal Review

• Cost Values (Minimal, Low, Medium, Moderate, High) 
• Existing Values (No, Somewhat, Yes) 
• Recommended Action 

o Implement = A new task that should be implemented by MSI Corp 
o Investigate = A new task that requires further analysis before implementing 
o Update = A somewhat existing task that needs to be updated to at least match the 

sub-objectives it impacts as shown in Table E.1 in Appendix E 
o Review = A tasks that the Team indicated is currently being implemented to its 

highest degree; however, a periodic review should be conducted to verify this task’s 
impact on its related sub-objectives as shown in Table E.1 in Appendix E 
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5.4.1 Implementing New Tasks 

As shown in Table 5.19, only four of the 69 value-driven tasks are not currently 

being implemented in some form at MSI Corp.  These tasks include:  establishing well-

defined career paths (T53), providing process design training (T35), creating and making 

known information classification standards (T37), and conducting a periodic review of 

MSI Corp’s existing business process improvement program (T41).   

As shown in Table 5.19, T53 was ranked rather high (12th) in comparison to the 

other value-driven tasks and was shown to attain the sub-objectives of the entire value 

hierarchy to a degree of approximately 9%.  And as shown in Table 5.17 in Section 5.3.3, 

when 100% weight was given to the social category, T53 was ranked 7th out of 23 and 

was shown to attain the social sub-objectives alone to a degree of approximately 32%.  

Additionally, the costs associated with implementing this task, both in terms of initial and 

future costs were shown to be low. 

Thus it is recommended that MSI Corp take actions to create and make known the 

various career paths that are available within the organization.  As shown in Table E.1 in 

Appendix E, creating and making known well-defined career paths will positively impact 

a total of ten sub-objectives that includes:  creating an environment that promotes 

contribution, instilling high levels of morale, increasing/maintaining pride in the 

organization, developing and maintaining a motivated workforce, creating an 

environment that promotes organizational loyalty, maximizing employee integrity in the 

company, creating a desire to not jeopardize the reputation of the company, creating an 

environment that promotes the organization’s best interests rather than personal gain, 
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creating an environment that empowers employees, and creating an environment that 

promotes individual reliability. 

As shown in Table 5.19, T35 was ranked rather high in comparison to the other 

value-driven tasks and was shown to attain the sub-objectives of the entire value 

hierarchy to a degree of approximately 9% as well.  And as shown in Table 5.16 in 

Section 5.3.2, when 100% weight was given to the socio-technical category, T35 was 

ranked 1st out of 39 and was shown to attain the socio-technical sub-objectives alone to a 

degree of approximately 38%.  However, the initial cost associated with implementing 

this task was shown to be higher than the other tasks which may cause some concern for 

MSI Corp.   

Thus it is recommended that MSI Corp investigates creating business process 

design training for its employees with further analysis outside the scope of this research.  

As shown in Table E.1 in Appendix E, creating business process design training for MSI 

Corp’s employees will positively impact a total of three sub-objectives that includes:  

understanding the expected use of available information and its relation to individual 

business processes, ensuring that appropriate organizational controls are in place, and 

developing procedures for managing changes to business processes. 

As shown in Table 5.19, T37 was ranked in the middle in comparison to the other 

value-driven tasks and was shown to attain the sub-objectives of the entire value 

hierarchy to a degree of approximately 4%.  Additionally, the costs associated with 

implementing this task, both in terms of initial and future costs, were shown to be low.   
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Thus it is recommended that MSI Corp take actions to create and make known 

information classification standards within the organization.  As shown in Table E.1 in 

Appendix E, creating and making known information classification standards will 

positively impact sub-objective 7.1, “understand the expected use of available 

information and its relation to individual business processes.” 

And finally, as shown in Table 5.19, T41 was ranked in the middle in comparison 

to the other value-driven tasks and was shown to attain the sub-objectives of the entire 

value hierarchy to a degree of approximately 3%.  Additionally, the costs associated with 

implementing this task, both in terms of initial and future costs, were shown to be low as 

well.   

Thus it is recommended that MSI Corp take actions to conduct a periodic review 

of its existing business process improvement program.  As shown in Table E.1 in 

Appendix E, conducting a periodic review of MSI Corp’s existing business process 

improvement program will positively impact sub-objective 7.3, “ensure that appropriate 

organizational controls are in place.” 

5.4.2 Updating and Reviewing Existing Tasks 

As shown in Table 5.19, the Team indicated that a total of 29 of the 69 value-

driven tasks are currently ‘somewhat’ being implemented and a total of 36 of the 69 

value-driven tasks are currently being implemented to their fullest degree (‘yes’) at MSI 

Corp.  As shown in Table 5.19, values of ‘somewhat’ and ‘yes’ for the ‘Existing’ column 

led to the recommended actions of ‘update’ and ‘review,’ respectfully. 

 



www.manaraa.com

   157  

For example, in terms of updatin existing tasks, MSI Corp currently has a security 

awareness training program (T1).  However, to obtain the sub-objectives that this 

research deemed this task should impact, MSI Corp’s existing security awareness training 

program should focus on at least the issues that cover the fourteen sub-objectives shown 

in Table E.1 in Appendix E.  These issues include: accountability, levels of user access, 

physical security, user access based on “need to know,” management oversight of user 

access issues, minimizing the temptation to use information for personal benefit, 

inappropriate changes to data, data integrity controls, management oversight of data 

integrity issues, data privacy, disclosure awareness, and repercussions of sensitive data 

disclosure.  Because the Team indicated that MSI Corp’s current security awareness 

training program does not cover all of these issues, it is recommended that the 

organization updates this particular program to match these fourteen security issues 

shown in Table E.1 in Appendix E. 

Furthermore, because additional costs associated with updating the other 28 

value-driven tasks shown in Table 5.19 are rather low, it is recommended that similar 

logic be applied to these other 28 tasks.  That is, for each of the ‘somewhat’ existing tasks 

in Table 5.19, MSI Corp should investigate the sub-objectives that they impact shown in 

Table E.1 in Appendix E and update each of these tasks accordingly. 

In terms of reviewing existing tasks, MSI Corp, for example, currently 

implements authorization procedures (T5).  As shown in Table E.1 in Appendix E, these 

procedures should be created in such a manner that they positively impact issues such as:  

minimizing the temptation to use information for personal benefit, minimizing 
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inappropriate changes to data, ensuring that sensitive data is adequately secured, and 

ensuring appropriate levels of user access.  Because the Team indicated that they believe 

that current authorization procedures are written in a manner that at least account for 

these issues, it is recommended that a periodic review is conducted to determine the 

effectiveness of MSI Corp’s current authorization procedures in the context of these 

issues. 

Furthermore, because additional costs associated with reviewing the other 35 

value-driven tasks shown in Table 5.19 are minimal, it is recommended that similar logic 

be applied to these other 35 tasks.  That is, MSI Corp should periodically analyze each of 

the tasks in Table 5.19 with a recommended action of ‘review,’ via the sub-objectives 

that they impact shown in Table E.1 in Appendix E to determine the effectiveness of MSI 

Corp’s current authorization procedures in the context of these issues. 
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Chapter 6 - Conclusions 
 
 
 

6.1 Introduction 
 

This dissertation created a decision model for maximizing IS security within an 

organization.  The purpose of Chapter 6 is to bring together the key ideas that contributed 

to this dissertation.  A summary of the key concepts and main contributions of this 

dissertation will be identified, along with the limitations of this research.  Additionally, 

Chapter 6 will provide some directions for future research to extend the efforts of this 

work. 

 

6.2 Summary of Key Concepts and Contributions 
 

This research examined the current state of IS security and documented some 

shortcomings of traditional IS security practices such as checklists, risk management and 

formal methods.  In short, due to the fact that these traditional techniques have been 

shown to concentrate solely on technical matters and the fact that they tend to rely on 

information that is already known, giving these techniques limited ability to deal with the 

dynamic and ever-changing world of IS security, a broader and more dynamic 

perspective that accounts for both technical and organizational issues was found to be 

more appropriate when considering IS security.   

This research then examined Dhillon and Torkzadeh’s (2006) existing theoretical 

framework of 9 fundamental and 16 means objectives for maximizing IS security in an 
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organization.  These objectives were derived using a value-focused thinking approach 

and illustrate that both technical and socio-organizational issues are indeed valued by 

decision makers responsible for maintaining IS security.  Dhillon and Torkzadeh’s (2006) 

framework provides a rigorous theoretical base for considering IS security from the 

socio-organizational perspective; yet before the efforts of this research, no current 

methodology existed to assess these objectives so that informed decisions could be made 

in the context of maximizing IS security.   

As a result, this research investigated and implemented a 10-step methodology in 

an effort to operationalize Dhillon and Torkzadeh’s (2006) framework of 9 fundamental 

and 16 means objectives.  This methodology was based on a value-focused thinking 

(VFT) approach and led to the creation of a decision model for maximizing IS security.  

This decision model was then used to provide insight to the organization studied in this 

research (MSI Corp) in terms of creating and selecting informed, value-driven tasks that 

relate to maximizing IS security within their organization.   Additionally, because many 

tasks were in the form of periodic reviews via organizational management oversight 

functions, it can be said that the decision model created in this research is dynamic in 

nature and is capable of addressing future security concerns as they arise. 

 

6.2.1 Main Contributions 

The results of this research effort provide practical, methodological and 

theoretical contributions to the IS security literature stream and are as follows: 
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Practical:  The results of this research are groundbreaking in that for the first time, 

both technical and organizational issues related to IS security were analyzed together to 

create a decision model for maximizing IS security within an organization.  This decision 

model consisted of 69 value-driven tasks along with rankings (Table 5.2) and their 

various relationships (Table E.1, Appendix E) to the several security objectives that this 

research found were valued by MSI Corp.  As a result of the analysis conducted in this 

research, valid recommendations were then made to MSI Corp in terms of what new 

tasks should be implemented and the actions that MSI Corp should take for already-

existing tasks.   

For MSI Corp, the value hierarchy, evaluation measures, value functions, 

weighting scheme, and ranked tasks created in this research will prove useful for aiding 

the decision making process in the context of enhancing IS security in their organization.    

And for other organizations, the results of this research effort provide a practical starting 

point for creating their own specific decision model.  Undoubtedly, the lessons learned in 

this research will serve to minimize the time required to create similar decision models 

that relate to the specific values of other organizations for purposes of maximizing IS 

security.  

Methodological: This research effort proved that both technical and 

organizational issues that relate to IS security can in fact be concurrently analyzed in an 

objective or quantifiable manner to assist in the decision making process for maximizing 

IS security.  In other words, this research clearly demonstrates that the 10-step VFT 

process implemented in this research provides a feasible methodology for assisting 
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decision makers in creating and selecting appropriate value-driven tasks used for 

maximizing IS security within any organization.  

Theoretical:  This research provided two main theoretical contributions.  First, 

via the creation of the amended fundamental hierarchy shown in Table 4.1, a new 

conceptualization of IS security emerged, as shown in Figure 6.1 below.  And second, the 

results of this research provide for the first time theoretical relationships between 69 

value-driven tasks and the associated security objectives that they impact.   

 

 
Figure 6.1:  Conceptual Hierarchy for Maximizing IS Security 
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As shown in Figure 6.1, three categories for IS security emerged and consisted of 

technical, socio-technical, and social elements.  The technical objectives shown in Figure 

6.1 were defined as those that required technical expertise to implement and to monitor.  

That is, the issues of access control and data integrity requires a certain amount of 

technical expertise from both the IT department to implement and from various managers 

throughout the organization to monitor.  Social objectives were then defined as those that 

required managerial and organizational expertise to implement and to monitor.  For 

example, to “develop and sustain an ethical environment” does not require any technical 

expertise from the IT department.  And socio-technical objectives were defined as those 

that required a combination of both technical and organizational expertise to implement 

and to monitor. 

Figure 6.2 then illustrates one example of the many new relationships found in 

this research between the 69 value-driven tasks and the associated security issues that 

they impact.  As shown in Figure 6.2, providing adequate compensation and incentive 

programs was shown in this research to impact issues that included:  (2.1) creating an 

environment that promotes contribution, (2.2) instilling high levels of morale, (2.3) 

increasing and maintaining pride in the organization, (2.4) developing and maintaining a 

motivated workforce, (3.3) creating an environment that promotes organizational loyalty, 

(5.1) maximizing employee integrity in the company, (5.2) creating a desire to not 

jeopardize the reputation of the company, (5.3) creating an environment that promotes the 

organization’s best interests rather than personal gain, (5.4) minimizing temptation to use 

information for personal benefit, (9.1) creating an environment that empowers employees, 

 



www.manaraa.com

   164  

 

and (9.3) creating an environment that promotes individual reliability.  These issues then 

impact the more fundamental issues that include:  (2) promoting employee development 

and management practices, (3) developing and sustaining an ethical environment, (5) 

promoting individual work ethic, and (9) maximizing organizational integrity.  The 

remainder of these relationships can be derived from examining Table E.1 in Appendix E.   

 

Figure 6.2:  Security Issues that Task 51 “Compensation and Incentives” Impacts 
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6.3 Research Limitations 

One limitation of this research is that uncertainty is only addressed through the 

sensitivity analysis performed on the weights assigned to the amended objective 

hierarchy shown in Table 4.1.  However, this sensitivity analysis does not consider the 

uncertainty associated with the construction of the value functions nor the scores derived 

for the various tasks.  Of course, special attention was given to arriving at a systematic 

consensus for the creation of the various value functions and the scores obtained for the 

various tasks; yet arriving at this consensus was still rather subjective.  Therefore, 

uncertainty exists in the final rankings of the 69 value-driven tasks shown in Table 5.2 in 

Section 5.4.  As was also shown in the recommendation section (Section 5.4) of this 

dissertation, these rankings were not heavily relied upon as all of the 69 value-driven 

tasks were given similar attention in terms of proposed actions shown in Table 5.2. 

Another limitation of this research may be the fact that the research Team only 

consisted of three individuals from the organization.  These three individuals were 

burdened with the job to identify and weight security objectives and discover and score 

tasks related to the values of the entire organization.  It could be argued that these three 

individuals alone could not speak for all of the values of this very large organization and 

come up with a completely exhaustive list of security objectives and tasks.  However, 

much of the burden to come up with an exhaustive list of security objectives was 

removed by using Dhillon and Torkzadeh’s (2006) already-existing framework of 9 

fundamental objectives and their associated sub-objectives as a template.  Additionally, 

other researchers have noted using small numbers of employees to represent an 
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organization’s values can in fact provide accurate research results.  For example, 

Phythian and King (1992) used two manager experts to develop rules for an expert 

system to support customer tender evaluations; yet it should be noted that the 69 value-

driven tasks found in this research may not be completely exhaustive.  

A final limitation of this research is that only two technical objectives existed as 

compared to seven organizational objectives.  Because both the technical and 

organizational categories were given equal weight, as shown in Table 4.14 in Section 4.4, 

it naturally followed that the global weights for the technical objectives would be much 

higher than that of the global weights of the organizational objectives.  However, because 

final rankings were a function of both global weight and the number of sub-objectives a 

particular task impacted and the fact that many of the organizational type tasks had a 

wider impact on more of the organizational sub-objectives; the impact of naturally 

occurring higher global weights as a result of there being less technical objectives was 

diminished substantially.  

 

6.4 Directions for Future Research 

The decision model created in this research resulted from one organizational 

study and used only three individuals to represent the values of this single organization.  

And although a comprehensive list of security objectives and subsequent list of 69 value-

driven tasks were identified, further research is needed to determine if a more exhaustive 

list of security objectives and tasks would result from probing the values of additional 

individuals from this organization.  
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Secondly, similar studies should be conducted in other organizations to determine 

additional security objectives and subsequent value-driven tasks.  The results of these 

studies could then be analyzed to determine if similarities exist between organizations in 

both same and differing sectors of the business world in terms of specific objectives, 

weights, evaluation measures, value functions, tasks and task rankings.  Only through this 

additional research could the IS research community expect to be able to develop better 

theories surrounding IS security that consider both technical and organizational issues. 

Third, the results of this research lend promise to the notion of being able to 

create automated auditing tools in the future that assess current states of IS security and 

provide aid in the decision making process for maximizing IS security from a combined 

technical and organizational perspective.  Of course, the strength of any automated tool 

would be a function of the amount of research that is used as input.  If future research 

suggests that many similarities exist in terms of security objectives and value-driven tasks 

across industries, then the amount of work that is needed from a specific organization 

with any auditing tool would be minimized.  However, if future research suggests that 

security objectives and tasks differ substantially across various organizations and 

business sectors, then future auditing tools would have to be created in a more generic 

manner and would require more direct input from any particular organization that may 

desire the use of such auditing tools. 

Fourth, the results of this research provided 69 value-driven tasks along with 

relationships identifying the various objectives that these tasks impact.  Thus empirical 

work to validate and determine the strength of these relationships should be investigated.  
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And finally, because many IS-related problems concern the interaction of both 

technical and organizational issues, the 10-step methodology employed in this research 

should be investigated and even used for quantifying other IS-related problems that may 

have been solved in a more subjective manner in the past.  For example, the 10-step 

methodology used in this research could be used to choose among differing ERP 

solutions for an organization.  That is, once an objectives hierarchy is created that relates 

the values of an organization to its ERP requirements, then the subsequent evaluation 

measures, value functions, and weights could then be derived to select amongst differing 

ERP alternatives.    

 

 

 

 

 



www.manaraa.com

   169  

References 
 
 
Amoroso, E. (1994).  “Fundamentals of Computer Security Technology.” AT&T Bell 

Laboratories. 
Armstrong, H. (1999). “A soft approach to management of information security.”  School 

of Public Health. Curtin University. Perth, Australia, Unpublished PhD Thesis 
343. 

Backhouse, J. and G. Dhillon (1996). "Structures of responsibility and security of 
information systems." European Journal of Information Systems 5(1): 2-9. 

Bagchi, K. and  G. Udo (2003). “An analysis of the growth of computer and Internet 
security breaches.” Communications of AIS 12, 684–700. 

Bargh, J. A. and Gollwitzer, P. (1994). Environmental Control of Goal-Directed Action: 
Automatic and Strategic Contingencies between Situations and Behavior, in 
Integrative Views of Motivation, Cognition, and Emotion, ed. William D. 
Spaulding, Lincoln: University of Nebraska Press, 71-124.  

Bargh, J. A. and Chartrand, T. L. (1999). The Unbearable Automaticity of Being, 
American Psychologist, 54 (July), 462-479.  

Baskerville, R. (1991). "Risk analysis: an interpretive feasibility tool in justifying 
information systems security." European Journal of Information Systems 1(2): 
121-130. 

Baskerville, R. (1992). “The developmental duality of information systems security.” 
Journal of Management Systems 4(1), 1–12. 

Baskerville, R. (1993). "Information systems security design methods: implications for 
information systems development." ACM Computing Surveys 25(4): 375-414. 

Bell, D. and LaPadula, L.  (1973). “Secure computer systems: Mathematical 
foundations.” Technical Report ESD-TR-73-278, The MITRE Corporation, 
Bedford, MA. 

Bishop, M.  (2002).  Computer Security: Art and Science.  Addison-Wesley-Longman, 
Boston, MA. 

Boockholdt, J. L. (1987). "Security and integrity controls for microcomputers: A 
summary analysis." Information and Management, 13(1): 33-41. 

Borcherding, K., Eppel, T., and Von Winterfeldt, D., (1991).  Comparison of Weighting 
Judgments in Multiattribute Utility.  Management Science, 37, 12, 1603 – 1619. 

Chambal, S., Shoviak, M., and Thal, A. E. (2003).  “Decision Analysis Methodology to 
Evaluate Integrated Solid Waste Management Tasks.”  Environmental Modeling 
and Assessment, 8: 25-34. 

Clemen, R. T. (1996).  Making Hard Decisions:  An Introduction to Decision Analysis 
(2nd Edition).  Belmont, CA: Duxbury Press. 

Clements, D. P. (1977).  Fuzzy ratings for computer security evaluation. University of 
California, Berkeley. Unpublished PhD Thesis. 

 



www.manaraa.com

   170  

Courtney, R. (1997). “Security risk analysis in electronic data processing.”  Proceedings 
of the AFIPS, pp. 97 – 104. 

Curtin, L. (2000).  “On being a person of integrity...or ethics and other liabilities.” 
Journal of Continuing Education in Nursing, 31(2): 55-8. 

Dhillon, G. (2008). "Organizational competence in harnessing IT: a case study". 
Information & Management. Vol. 45. 

Dhillon, G. (2001).  “Violation of safeguards by trusted personnel and understanding 
related information security concerns.”  Computers & Security, Vol 20, No 2. 

Dhillon, G., and Backhouse, J.  (2000).  “Information system security management in the 
new millennium.” Communications of the ACM, 43, 7:125-128. 

Dhillon, G. and J. Backhouse (2001). "Current directions in IS security research: towards 
socio-organizational perspectives." Information Systems Journal 11(2): 127-153. 

Dhillon, G and Moore, S. (2001) “Computer Crime: theorizing about the enemy within”. 
Computers & Security, Vol 20, No 8. 

Dhillon, G. and Torkzadeh, R. (2006). “Value focused assessment of information system 
security in organizations.” Information Systems Journal, 16, 293–314. 

Dunn, R. (1990).  "Data integrity and executive information systems." Computer Control 
Quarterly, 8: 23-25. 

Emery, F. (1981). Open systems thinking. Volumes I & II.  Penguin.  
Frisinger, A. (2001).  “Improving the protection of assets in open distributed systems by 

use of X-ifying risk analysis.” Proceedings of the IFIP TC11 Sixteenth 
International Conference on Information Security: Paris, France. 

Gabaix, X. and Laibson, D. (2000). A Boundedly Rational Decision Algorithm," 
American Economic Review, 90 (May), 433-438.  

Gawande, A. (2002). Complications: A surgeon’s notes on an imperfect science. New 
York: Metropolitan Books. 

Goldstein, D. G., and Gigerenzer, G. (2002). Models of ecological rationality: The 
recognition heuristic. Psychological Review, 109, 75-90. 

Guarro, S. (1987).  “Principles and procedures of the LRAM approach to information 
systems risk analysis and management.”  Computer and Security 6(6), 493–504. 

Halliday, S., Badenhorst, K. and Von Solms R (1996).  “A business approach to effective 
information technology risk analysis and management.” Information Management 
and Computer Security, 4(1), 19–31. 

Herrmann, G. and Pernul, G.  (1998). "Viewing business process security from different 
perspectives," 11th International Bled Electronic Commerce Conference, 
Slovenia. 

Hitchings, J. (1996). A practical solution to the complex human issues of information 
security design. Information systems security: facing the information society of 
the 21st century. S. K. Katsikas and D. Gritzalis, (Ed.). London, Chapman and 
Hall: 3-12. 

Hitchings, J. (1995). "Deficiencies of the traditional approach to information security and 
the requirements for a new methodology."  Computers & Security, Vol. 14, pp. 
377-83. 

 



www.manaraa.com

   171  

Hutt, A., Hoyt, D. and Bosworth, S. (1998). Computer Security Handbook, 2nd Edn. 
Macmillan, New York. 

IBM. (1972).  Secure Automated Facilities Environment Study 3, Part 2. IBM. Armonk, 
NY. 

James, H. L.  (1996).  "Managing information systems security: a soft approach." iscnz, p. 
10,  Information Systems Conference of New Zealand (ISCNZ '96). 

Kahneman, D. (2003). “A perspective on judgment and choice: Mapping bounded 
rationality.” American Psychologist, 58, 697-720. 

Kahneman, D., and Frederick, S. (2002). Representativeness revisited: Attribute 
substitution in intuitive judgment. In T. Gilovich, D. Griffin, and D. Kahneman 
(Eds.), Heuristics and biases (pp. 49–81). New York: Cambridge University Press. 

Kahneman, D., and Tversky, A. (1979). Prospect theory: An analysis of decisions under 
risk. Econometrica, 47, 263–291. 

Karyda, M., Kokolakis, S. and Kiountouzis, E. (2003). Content, context, process analysis 
of IS security policy formulation. Security and privacy in the age of uncertainty. 
D. Gritzalis, S. D. C. d. Vimercati, P. Samarati and S. Katsikas, (Ed.). Boston, 
Kluwer Academic Publishers: 145-156. 

Keeney, R. L. (1992). Value-focused thinking. Cambridge, Massachusetts, Harvard 
University Press. 

Keeney, R. L. and Raiffa, H. (1993). Decsions with Multiple Objectives. Cambridge, 
Massachusetts, Cambridge University Press. 

Keeney, R. L. (1994). “Creativity in Decision Making with Value-Focused Thinking.” 
Sloan Management Review, 35: 33-41.  

Kirkwood, Craig W. (1997).  Strategic Decision Making, Multiobjective Decision 
Analysis with Spreadsheets. Belmont: Wadsworth Publishing Company.  

Klein, G. (1998). Sources of power: How people make decisions. Cambridge, MA: MIT 
Press. 

Klein, G. (2003). Intuition at work: Why developing your gut instincts will make you 
better at what you do. New York: Doubleday. 

Knapp, K. J., Marshall, T. E., Rainer, R. K., and Morrow, D. W. (2006).  The Top 
Information Security Issues Facing Organizations: What Can Government do to 
Help? Information Systems Security, Sep/Oct 15:4 51-58. 

Kraus, L. (1972).  SAFE: Security Audit and Field Evaluation for Computer Facilities 
and Information Systems. Amacom, New York. 

Lee, A. S. (2003).  “Re-introducing the systems approach to information systems.” 
Keynote address at ISOneWorld, Las Vegas, NV. 

Lee, A.S. (2004).  “Thinking about Social Theory and Philosophy for Information 
Systems.”  In Social Theory and Philosophy for Information Systems, edited by 
Mingers, J., Willcocks, L., John Wiley and Sons. 

Louis, M. R. and Sutton, R. L. (1991). Switching Cognitive Gears: From Habits of Mind 
to Active Thinking, Human Relations, 44 (January), 55-76.  

Maletic, J. I. and Marcus, A.  (2000). “Data Cleansing: Beyond Integrity Analysis .”  In 
Proceedings of The Conference on Information Quality. 

 



www.manaraa.com

   172  

McGrath, R., Gunther, I., MacMillan, C. and Venkataraman, S. (1995).  "Defining and 
Developing Competence: A Strategic Process Paradigm." Strategic Management 
Journal, 16.4 (1995): 251-75. 

Merrick, J. R. and Garcia, M. W. (2004). “Using Value-Focused Thinking to Improve 
Watersheds.” Journal of the American Planning Association 70(3): 313 – 337. 

Moulton, R. and Moulton M. (1996).  “Electronic communications risk management: a 
checklist for business managers.” Computer and Security, 15(5), 377–386. 

Phythian, G. J., and King, M. (1992).  “Developing an Expert Support System for Tender 
Enquiry Evaluation: A Case Study.”  European Journal of Operations Research, 
Vol. 56, pp. 15-29. 

Rainer, R. K., Marshall, T. E., Knapp, K. J., and Mongomery, G. H. (2007).  Do 
Information Security Professionals and Business Managers View Information 
Security Issues Differently?  Information Systems Security, Mar/Apr 16:2 100-108. 

Ronis, D. L., Yates, J., and Kirscht, J. P. (1989). Attitudes, Decisions, and Habits as 
Determinants of Repeated Behavior, in Attitude Structure and Function, ed. 
Anthony R. Pratkanis et al., Hillsdale, NJ: Erlbaum, 213-239.  

Saaty, T.  (1980).  The Analytical Hierarchy Process.  NY, NY, McGraw-Hill, 
International. 

Sandhu, R.S. and Samarati (1994).  Access Control: Principles and Practice, 
Communications Magazine, IEEE, 32:9 (September) : 40-48. 

Schneider, W. and Shiffrin, R. (1977). Controlled and Automatic Human Information 
Processing. I. Detection, Search and Attention, Psychological Review, 84 
(January), 1-66.  

Segev, A., Porra, J. and Roldan, M. (1998). "Internet security and the case of Bank of 
America." Communications of the ACM 41(10): 81-87. 

Shiffrin, R. M. and Schneider, W. (1977). Controlled and Automatic Human Information 
Processing. II. Perceptual Learning, Automatic Attending and a General Theory," 
Psychological Review, 84 (March), 127-190.  

Simon, H. A., and Chase, W. G. (1973). Skill in chess. American Scientist, 61, 394–403. 
Siponen, M. T. (2001). “An analysis of the recent IS security development approaches: 

descriptive and prescriptive implications.” Information security management: 
global challenges in the new millennium. G. Dhillon, (Ed.). Hershey, Idea Group 
Publishing: 101-124 

Siponen, M. T. (2005). “An analysis of the traditional IS security approaches: 
implications for research and practice.”  European Journal of Information Sytems, 
14(10): 303-315.  

Sloman, S. A. (2002). Two systems of reasoning. In T. Gilovich, D. Griffin, and D. 
Kahneman (Eds.), Heuristics and biases (pp. 379–396). New York: Cambridge 
University Press. 

Stanovich, K. E., and West, R. F. (1999). Discrepancies between normative and 
descriptive models of decision making and the understanding/acceptance principle. 
Cognitive Psychology, 38, 349–385. 

 



www.manaraa.com

   173  

Stanovich, K. E., and West, R. F. (2002). Individual differences in reasoning: 
Implications for the rationality debate. In T. Gilovich, D. Griffin, and D. 
Kahneman (Eds.), Heuristics and biases (pp. 421–440). New York: Cambridge 
University Press. 

Straub, D. W. and R. J. Welke (1998). "Coping with systems risks: security planning 
models for management decision making." MIS Quarterly 22(4): 441-469. 

Strens, R. and Dobson, J. (1993).  “How responsibility modeling leads to security 
requirements.” Proceeding of the 16th National Computer Security Conference, 
Baltimore, MD, pp. 398 – 408. 

Tversky, A., and Kahneman, D. (1986). “Rational choice and the framing of decisions.” 
Journal of Business, 59, S251–S278. 

Trompeter, C. M. and J. H. P. Eloff (2001). "A framework for implementation of socio-
ethical controls in information security." Computers and Security 20(5): 384-391. 

U.S. Code, (2006).  44 U.S.C. § 3542 (b)(1).  
http://www.law.cornell.edu/uscode/html/uscode44/usc_sec_44_00003542----000-.html

Willcocks, L. and H. Margetts (1994). "Risk assessment and information systems." 
European Journal of Information Systems 3(2): 127-139. 

Wilson, T. D., and Schooler, J. W. (1991). Thinking too much: Introspection can reduce 
the quality of preferences and decisions. Journal of Personality and Social 
Psychology, 60, 181–192. 

Wing, J. M. (1998). A Symbiotic Relationship between Formal Methods and Security. 
Proceedings from Workshops on Computer Security, Fault Tolerance, and 
Software Assurance: From Needs to Solution. CMU-CS-98-188, December. 

 



www.manaraa.com

   174  

Appendix A: Generic Evaluation Measures 
 
Table A.1:  Generic Evaluation Measures for Enhance Management Development 
Practices 
 

1. Enhance management development practices 
Sub-Objective Evaluation Measure 

M You or your management team attempt to develop an 
environment that leads by example. 1.1 Develop a 

management team that 
leads by example O You feel that your management team attempts to develop 

an environment that leads by example. 

M 
You or your management team has made an effort to 
make your subordinates feel comfortable with using the 
basic features of their computers. 

M 
You or someone you know has made an effort to make 
your subordinates feel comfortable with using the basic 
features of the software that they are required to use. 

1.2 Ensure individual 
comfort level of 

computers/software 

MO You feel comfortable using the basic features of your 
computer. 

M 
You or your management team has made an effort to 
make your subordinates feel confident about using their 
computers. 

1.3 Increase 
confidence in using 

computers MO You feel confident using your computer. 
1.4 Create legitimate 

opportunities for 
financial gain 

MO 
You understand the importance of computer technology 
and how it is related to the financial well-being of your 
organization. 

M You or your management team have attempted to 
provide your subordinates with adequate IT training. 

1.5 Provide employees 
with adequate IT 

training O You feel as if you have received adequate IT training. 

M You or your management team attempt to develop the 
capability level of the IT staff. 1.6 Develop capability 

level of IT staff 
MO 

You feel as if the IT staff of your IT department is 
capable of handling the technology needs of your 
organization. 
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Table A.2:  Generic Evaluation Measures for Provide Adequate Human Resource 
Management Practices 
 

2. Provide adequate human resource management practices 
Sub-Objective Evaluation Measure 

M You or your management team attempt to provide 
necessary job resources to your employees. 

2.1 Provide necessary job 
resources 

O 
You feel as if the necessary job resources have been 
provided to you to be efficient in completing your job 
responsibilities. 

M 
You or your management team attempt to create an 
environment where your subordinates desire to 
contribute. 2.2 Create an environment 

that promotes contribution 
O You feel as if you work in an environment that 

promotes contribution. 

M You or your management team attempt to create an 
environment that encourages high levels of morale. 2.3 Encourage high levels of 

group morale 
O You feel as if you work in an environment that 

promotes high levels of morale. 

M 
You or your management team attempt to create an 
environment that enhances individual or group pride in 
the organization. 

2.4 Enhance 
individual/group pride in the 

organization  
O You feel you work in an environment that promotes 

pride in the organization. 

M 
You or your management team attempt to create an 
environment that encourages motivation amongst your 
employees. 2.5 Create an environment of 

employee motivation 
O You feel you work in an environment that promotes 

pride in the organization. 

M You or your management team have created and made 
known an organizational code of ethics. 2.6 Create an organizational 

code of ethics 
O You have been made aware of and understand your 

organizational code of ethics. 
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Table A.3:  Generic Evaluation Measures for Develop and Sustain an Ethical 
Environment 
 

3. Develop and sustain an ethical environment 
Sub-Objective Evaluation Measure 

M 
You or your management team attempt to provide an 
understanding of the values of your organization to 
your employees. 

3.1 Develop an understood 
value system in the 
organization/whistle 

blowing O You feel that you understand the values of your 
employees. 

M You or your management team attempt to develop 
co-worker and organizational ethics. 3.2 Develop co-worker 

and organizational ethical 
relationships O 

You feel as if you have been made to understand the 
importance of maintaining good co-worker 
relationships. 

M You or your management team attempt to instill 
value-based work ethics to your employees. 3.3 Instill value-based 

work ethics 
O You feel as if you have been made to understand 

value-based work ethics in your organization. 

M You or your management team attempt to instill 
professional based work ethics to your employees. 3.4 Instill professional 

work ethics 
O You feel as if you have been made to understand 

professional based work ethics in your organization. 

M You or your management team attempt to create an 
environment that promotes organizational loyalty. 3.5 Create an environment 

that promotes 
organizational loyalty O You feel you work in an environment that promotes 

organizational loyalty. 

M 
You or your management team attempt to provide an 
understanding of the importance of treating others as 
they would like to be treated. 

3.6 Stress individuals 
treating others as they 

would like to be treated 
O 

You feel that you have been made aware by 
management of the importance of treating others as 
they would like to be treated. 
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Table A.4:  Generic Evaluation Measures for Maximize Access Control 
 

4. Maximize access control 
Sub-Objective Evaluation Measure 

4.1 Create user passwords MO You feel as if the sensitive data in your organization 
is adequately protected by passwords. 

M 
You feel that your organization provides the 
necessary levels of user access to pertinent data for 
your employees. 4.2 Provide several levels 

of user access 
O 

You feel that your organization provides you with the 
necessary access to pertinent data to complete your 
job responsibilities. 

4.3 Ensure physical 
security MO You feel that the technology within your organization 

is physically secure.  

M You feel that your employees do not have the ability 
to access information that is not pertinent to their job. 4.4 Minimize unauthorized 

access to information 
O You are not able to access sensitive data that is not 

pertinent to your job. 
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Table A.5:  Generic Evaluation Measures for Promote Individual Work Ethic 
 

5. Promote individual work ethic  
Sub-Objective Evaluation Measure 

M 
You or your management team attempt to create an 
environment that maximizes employee integrity in the 
organization. 5.1 Maximize employee 

integrity in the company 
O You feel as if you work in an environment that 

emphasizes employee integrity in the organization. 

M 
You or your management team attempt to create an 
environment that minimizes the urgency of personal 
gain. 5.2 Minimize urgency of 

personal gain 
O You feel as if you work in an environment that 

minimizes the urgency of personal gain. 

M 
You or your management team attempt to create an 
environment that creates a desire to not jeopardize the 
position of the company. 

5.3 Create a desire to not 
jeopardize the position of 

the company O 
You feel as if you work in an environment that 
emphasizes a desire to not jeopardize the position of 
the company. 

M 
You or your management team attempt to create an 
environment that promotes company profitability 
rather than personal gain. 

5.4 Create an environment 
that promotes company 
profitability rather than 

personal gain O 
You feel as if you work in an environment that 
promotes company profitability rather than personal 
gain. 

M 
You or your management team attempt to create an 
environment that minimizes the temptation of your 
employees to use information for personal benefit. 5.5 Minimize temptation 

to use information for 
personal benefit 

O 
You feel as if you work in an environment that 
minimizes the temptation for you to use information 
for personal benefit beyond what is required for your 
job. 
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Table A.6:  Generic Evaluation Measures for Maximize Data Integrity 
 

6. Maximize data integrity 
Sub-Objective Evaluation Measure 

6.1 Minimize unauthorized 
changes MO

You feel as if the sensitive data in your 
organization is adequately protected against 
unauthorized changes. 

6.2 Ensure data integrity MO
You feel as if the integrity of pertinent data 
within your organization is maintained in a 
satisfactory manner. 

 
 
 
Table A.7:  Generic Evaluation Measures for Enhance Integrity of Business 
Processes 
 

7. Enhance integrity of business processes 
Sub-Objective Evaluation Measure 

M 
You or your management team attempt to provide an 
environment where your employees understand the 
expected use of available information. 

7.1 Understand the 
expected use of all 

available information 
O You feel as if you understand the expected use of 

available information. 

M 
You or your management team attempt to help your 
employees understand procedures and codes of 
conduct. 

7.2 Develop understanding 
of procedures and codes of 

conduct O You feel as if you understand procedures and codes of 
conduct within your organization. 

M 
You or your management team have developed 
appropriate organizational controls and made them 
understandable to your employees. 

7.3 Ensure that appropriate 
organizational controls 

(formal and informal) are 
in place O You feel as if you have an accurate understanding of 

the controls set forth by your organization. 
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Table A.8:  Generic Evaluation Measures for Maximizing Privacy 
 

 8. Maximizing privacy 
Sub-Objective Evaluation Measure 

M 
You or your management team attempt to emphasize the 
importance of personal privacy to your employees in 
terms of sensitive data. 8.1 Emphasize importance 

of personal privacy 
O You feel as if your organization has emphasized the 

importance of personal privacy of sensitive data. 

M 
You or your management team attempt to emphasize the 
importance of rules against unethical or unlawful 
disclosure of private data. 8.2 Emphasize importance 

of rules against disclosure 
O 

You feel as if your organization has emphasized the 
importance of rules against unethical or unlawful 
disclosure of private data. 
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Table A.9:  Generic Evaluation Measures for Maximize Organizational Integrity 
 

 9 Maximize organizational integrity 
Sub-Objective Evaluation Measure 

M You or your management team attempt to create an 
environment of managerial support and solidarity. 9.1 Create an environment 

of managerial support and 
solidarity O You feel as if you work in an environment of managerial 

support and solidarity. 

M You or your management team attempt to create an 
environment of positive management interaction. 9.2 Create environment of 

positive management 
interaction O You feel as if you work in an environment of positive 

management interaction. 

M You or your management team attempt to create an 
environment that promotes respect. 9.3 Create an environment 

that promotes respect 
O You feel as if you work in an environment that promotes 

respect amongst you and your co-workers. 

M You or your management team attempt to create an 
environment that promotes individual reliability. 9.4 Create an environment 

that promotes individual 
reliability O You feel as if you work in an environment that promotes 

individual reliability. 

M You or your management team attempt to create an 
environment of positive peer interaction. 9.5 Create environment of 

positive peer interaction 
O You feel as if you work in an environment of positive 

peer interaction. 
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Appendix B: Documentation of Meetings with Organization 
 
 

Meeting 1 - Introduction 
Location:  MSI Corp 
Attendees:  Jeffrey May, Gurpreet Dhillon, Carolyn Strand Norman, Auditor 1, Auditor 
2, and Auditor 3 (Team = Auditor 1 + Auditor 2 + Auditor 3) 
 
Purpose:  To introduce the Team to Gurpreet and Jeff via Carolyn and to introduce the 
research approach and types of results we hope to achieve.  We also wanted to secure a 
commitment from the Team to do this research for IRB purposes. 
 
The following 1-page handout was created and discussed: 
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Developing a Decision Model for IS Security 
– A Virginia Commonwealth research project – 

 
Due to the overwhelming and often times misunderstood issues that require attention, information 
system (IS) security continues to present a major challenge to organizations.  In a recent survey, 
75% of all organizations reported some type of security attack.  Obviously, security attacks can 
not only be costly, but can also shut down an organization’s information system.  As a result, this 
research will develop and validate a theoretically and methodologically sound decision model that 
will provide a consistent and scalable means for generating informed alternatives to decision 
makers for the purpose of maximizing IS security in an organization. 

 

What Is This Project About? 
In a recent research effort, Dhillon and Torkzadeh (2006) compiled a list of fundamental 
objectives that were found by directly probing the implicit values of decision makers responsible 
for maintaining IS security across various industry segments.  These objectives provide the IS 
research community with am exhaustive list of both technical and organizational issues for 
addressing IS security.  However, without providing direction for creating, evaluating and 
selecting alternatives, the results of their exhaustive research efforts are limited in their practical 
capacity to provide decision makers with the ability to make informed decisions.  Therefore the 
objective of this research is to develop a methodologically sound decision model for creating, 
evaluating and selecting the best alternatives in the context of maximizing IS security within an 
organization.   

 
What Benefits Will Be Derived From This Research? 

This research project will provide the following benefits to the organization studied: 

• An exhaustive list of security objectives that require attention along with their associated 
degree of importance (weights) for the specific organization to be studied. 

• An exhaustive list of evaluation measures for the various security objectives. 

• An exhaustive and ranked list of alternatives (i.e., ideas, concepts, tasks and solutions) 
that should be employed by the organization to maximize IS security.  

Deliverables: A detailed report of findings along with final recommendations will be presented 
to the organization at the completion of this research.  The format of the report will depend on the 
insights gained during the analysis and the questions posed by the decision model.   

 

Who Should You Contact? 
If you are interested in obtaining more detail about this research project, please contact: 

• Dr Gurpreet Dhillon (gdhillon@vcu.edu) 
• Jeffrey May (jmay@isy.vcu.edu) 
• Dr. Carolyn Strand Norman (castrand@vcu.edu) 

 

 



www.manaraa.com

   184  

Commitment from the Team: 
 
This email is to confirm that this organization has agreed to work with Jeffrey May and Gurpreet 
Dhillon on the research project titled, "Developing a Multi-objective Decision Model for Maximizing IS 
Security within an Organization."  This research will be used for Jeffrey May's dissertation and may 
produce future publications.  The organization’s name will not be used in any publications unless there 
is a mutual agreement between the organization and Jeffrey May. 
 
Auditor 1 
SVP & General Auditor 
Audit & Advisory Resources 
 
 
Time Commitment Email: 
 
Auditor 1, many thanks for being such a big help in carrying forward our research.  I 
am sure that it will be mutually beneficial. Your 20-30 hr estimate is spot on. We will 
try to be as efficient as possible. 
 
Jeffrey May 
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Meeting 2 - Value Hierarchy, Evaluation Measures, and Value Functions 
Location:  MSI Corp 
Attendees:  Jeffrey May, Gurpreet Dhillon, Auditor 1, Auditor 2, and Auditor 3 (Team). 
 
Purpose:  To determine appropriate evaluation measures and value functions and to 
familiarize the team with the fundamental objectives.  Via this process, the fundamental 
objectives will be verified or amended to the exact values of the organization. 
 
Thoughts:  The meeting went rather smoothly.  The Team worked very hard to come up 
with understandable evaluation measures which subsequently forced them to think of the 
importance of each sub-objective as it relates to Information System Security.  Obviously, 
this will pay dividends when attempting to weight each sub-objective relative to its peers.  
A few sub-objectives were changed in terms of wording and many times as each sub-
objective was introduced, the Team met it with initial skepticism but usually through 
interaction, found a relationship.  We were only able to get through 2 main objectives this 
day but in hindsight this initial process of familiarization probably will take longer than 
originally expected. 
 
First Objective Discussed:  Promote individual work ethic 
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Table B.1:  Verified or Amended Objectives and Evaluation Measures for Promote 
Individual Work Ethic 
 

M You or your management team creates an environment 
that maximizes employee integrity in the organization.  Maximize employee integrity 

in the company 
O You feel as if you work in an environment that 

emphasizes employee integrity in the organization. 

M 
You or your management team creates an environment 
that promotes a desire to not jeopardize the reputation of 
the company. Create a desire to not 

jeopardize the reputation of 
the company 

O 
You feel as if you work in an environment that 
emphasizes a desire to not jeopardize the reputation of the 
company. 

M 
You or your management team creates an environment 
that promotes the organization’s best interests rather than 
personal gain. 

Create an environment that 
promotes the organization’s 

best interests rather than 
personal gain. O You feel as if you work in an environment that promotes 

the organization’s best interests rather than personal gain. 

M 
You or your management team creates an environment 
that minimizes the temptation of your employees to use 
information for personal benefit. Minimize temptation to use 

information for personal 
benefit 

O 
You feel as if you work in an environment that minimizes 
the temptation for you to use information for personal 
benefit.  

 
Notes for above:  

• The Team felt that Minimize opportunity of personal gain is an Access Control 
Issue and was thus removed. 

• The Team examined these sub-objectives from the context of creating evaluation 
measures and by considering what they called TASKS to accomplish each sub-
objective 

o TASKS  Alternatives;  Practice   Theory 
• Via this type of examination, the wording of the above sub-objectives changed 
• The Team seemed to understand that this process was needed for creating a 

decision model but started to get a touch restless as this process was somewhat 
taxing to them.   

• I tried to keep the Team centered on the individual sub-objective rather than 
focusing on the big and complicated picture 
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Second Objective Discussed: Develop and sustain an ethical environment 
 
Table B.2:  Verified or Amended Objectives and Evaluation Measures for Develop 
and Sustain an Ethical Environment 
 

M 
You or your management team creates an 
environment that makes it ok to report 
unethical behavior (whistle blowing) 

Create an environment that makes it ok 
to report unethical behavior (whistle 

blowing) 
O You feel that you have been made aware of the 

importance of reporting unethical behavior 

M 
You or your management team has created a 
value system that you make known to your 
employees. Develop an understood value system in 

the organization 
O You feel that you understand the values of your 

organization. 

M
You or your management team creates an 
environment that discourages unethical 
relationships on the job (business, personal)Discourage unethical relationships

O
You feel as if you have been discouraged to 
interact in unethical relationships (business, 
personal) on the job

M
You or your management team instills value-
based work ethics to your employees (i.e. 
company values).Instill value-based work ethics

O
You feel as if you have been made to 
understand value-based work ethics in your 
organization (i.e. company values).

M
You or your management team attempt to 
instill professional-based work ethics to your 
employees.Instill professional-based work ethics

O
You feel as if you have been made to 
understand professional-based work ethics in 
your organization.

M 
You or your management team creates an 
environment that promotes organizational 
loyalty. Create an environment that promotes 

organizational loyalty 
O You feel you work in an environment that 

promotes organizational loyalty. 

M
You or your management team attempt to 
provide an understanding of the importance of 
treating others as they would like to be treated.Stress individuals treating others as 

they would like to be treated
O

You feel that you have been made aware by 
management of the importance of treating 
others as they would like to be treated.

Ensure adequate management oversight 
of developing and sustaining an ethical 

environment 
MO 

You feel that your organization ensures 
adequate management oversight of 
organizational integrity issues. 
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Notes for above:  
• The Team originally felt that Develop an understood value system in the 

organization/ whistle blowing needed to be broken down into two sub-objectives 
• The Team indicated that they felt that these sub-objectives were environment 

based where the previous sub-objectives were more individual based 
• Many times, the team had trouble relating these objectives to IS Security but on 

each occasion, we were able to see a relationship, although they thought it was 
minor 

o It could be that this objective has a small weight when compared to the 
other 9….  Keep this mind when we weight! 

• All objectives were later considered to be tasks.  
 
Third Objective Discussed: Enhance management development practices 
 
Notes for above:  

• We were not able to complete this objective. 
• The Team wants to change the main objective from Enhance management 

development practices to Maximize IT competence 
• The Team has originally indicated the sub-objective, Develop a management team that leads by 

example may need to be placed in the ethics related objectives as it seems to not be 
related to the rest of these sub-objectives or to IT competence 

 
Final Notes: 

• The Team and I were definitely tired at the end of the session and I felt that they 
were a bit skeptical of this whole process.  Maybe I was skeptical??  After having 
some time to think, I really believe that we are making ground and that some 
excellent insight was provided by the Team.  I really believe that we are on our 
way! 

• I followed up the meeting with the below email and am waiting for a time from 
Auditor 1 for our next meeting.  Unfortunately, I was not able to get a next 
meeting scheduled while I was there.  This was probably because I was tired. 

 
Follow up Email: 
 
Hi Auditor 1, 
  
I just wanted you to know that our first meeting accomplished exactly what I was hoping for.  That is, we 
really thought about the importance of each sub-objective and although some were met with skepticism, 
this is exactly what we want.  These original meetings will certainly provide us the insight to 
appropriately weight each objective as they relate to IS Security in your organization.  I really appreciate 
the hard thinking of the MSI Corp team. Of course, we did not progress as fast as I was hoping, but in 
hindsight, I am thinking that the better we do at this stage, the easier and more correct the later stages 
will be.  I look forward to our next meeting.   
  
Sincerely ,Jeff 
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Meeting 3 - Value Hierarchy, Evaluation Measures, and Value Functions 
Location:  MSI Corp 
Attendees:  Jeffrey May, Auditor 1, Auditor 2, and Auditor 3 (Team). 
 
Purpose:  To continue to determine appropriate evaluation measures and value functions 
and to familiarize the team with the fundamental objectives.   
 
Thoughts: We learned from our last meeting that we should verify various sub-objectives 
by considering both evaluation measures and tasks to attain or implement these sub-
objectives.  By considering tasks, we were able to make sense of many sub-objectives.  
We also found that some of the sub-objectives were in fact tasks, thus they were either 
amended or removed. 
 
Third Objective Discussed: Enhance management development practices 
 
Changed to: Maximize IT Competence 
 
 
Table B.3:  Verified or Amended Objectives and Evaluation Measures for Maximize 
IT Competence 
 

M You or your management team leads by example for the 
purpose of maximizing IT competence. Develop a management 

team that leads by 
example O You feel that your management team leads by example for 

the purpose of maximizing IT competence. 

M 
You or your management team provides an environment that 
increases individual confidence/comfort level with computer 
technology. Increase 

confidence/comfort level 
in using computers 

MO 
You feel as if your management team provides an 
environment that increases individual confidence/comfort 
level with computer technology. 

Maximize understanding 
the importance of 

computer technology and 
how it is related to the 
financial well-being of 

your organization 

MO 
You understand the importance of computer technology and 
how it is related to the financial well-being of your 
organization 

M You or your management team provides IT training 
opportunities. Ensure employees have 

adequate IT training 
O You feel as if you have adequate opportunities for IT 

training. 

M You or your management team ensures a proper level of IT 
capability amongst your staff. Ensure IT capability level 

of staff 
O You feel as if you and your peers have an adequate level of 

IT capability. 
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Notes for above:  
• The Team had originally indicated the sub-objective, Develop a management 

team that leads by example may need to be placed in the ethics related objectives 
as it seems to not be related to the rest of these sub-objectives or to IT competence 

o During this meeting they decided to keep it here but will probably give it a 
low weight. 

• Confidence and comfort were combined (redundant) as the Team could not 
distinguish between the two when considering tasks. 

•  The sub-objective, Create legitimate opportunities for financial gain was 
considered a weak objective in this mix and may be given a low weight. 

 
Fourth Objective Discussed:  Maximizing Privacy 
 
Changed to: Maximize Privacy 
 
 
Table B.4:  Verified or Amended Objectives and Evaluation Measures for Maximize 
Privacy 
 

M You or your management team emphasizes the importance 
of data privacy to your employees.Emphasize importance of data 

privacy 
O You feel as if your organization has emphasized the 

importance of data privacy. 

M 
You or your management team emphasizes the importance 
of rules against unethical or unlawful disclosure of 
sensitive data. Ensure employee awareness 

against disclosure of sensitive 
data 

O 
You feel as if your organization has emphasized the 
importance of rules against unethical or unlawful 
disclosure of sensitive data. 

M 
You or your management team emphasize the importance 
of understanding the repercussions of disclosing sensitive 
data Ensure employees understand 

the repercussions of disclosing 
sensitive data 

O 
You feel as if your organization has emphasized the 
importance of understanding the repercussions of 
disclosing sensitive data 

M You or your management team ensures that sensitive data 
is adequately secured. Ensure that sensitive data is 

adequately secured 
O You feel as if your organization ensures that sensitive data 

is adequately secured. 

Ensure adequate management 
oversight of privacy issues MO You feel that your organization ensures adequate 

management oversight of privacy issues. 
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Notes for above:  
• May be many tasks/alternatives for Ensure that sensitive data is adequately 

secured 
• The Team did not feel that the the original sub-objectives adequately covered this 

fundamental objective (not collectively exhaustive).  Thus, new sub-objectives 
were added. 

 
Fifth Objective Discussed:  Provide adequate human resource management practices 
 
Changed to: Promote Employee Development and Management Practices 
 
 
Table B.5:  Verified or Amended Objectives and Evaluation Measures for Promote 
Employee Development and Management Practices 
 

M
You or your management team provides to 
your employees the necessary resources/tools 
to perform job functions.Provide necessary resources/tools 

to perform job functions
O

You feel as if the necessary resources/tools to 
perform job functions have been provided to 
you to be efficient in completing your job 
responsibilities.

M 
You or your management team creates an 
environment where your subordinates desire 
to contribute Create an environment that 

promotes contribution 
O You feel as if you work in an environment 

that promotes contribution. 

M You or your management team create an 
environment that instills high levels of morale Instill high levels of morale 

O You feel as if you work in an environment 
that instills high levels of morale. 

M 
You or your management team creates an 
environment that Increases/maintains pride in 
the organization. Increase/maintain pride in the 

organization  
O You feel you work in an environment that 

increases/maintains pride in the organization. 

M 
You or your management team creates an 
environment that develops and maintains a 
motivated workforce. Develop and maintain a motivated 

workforce 
O 

You feel you work in an environment that 
develops and maintains a motivated 
workforce. 

M
You or your management team have 
created/maintained/made known an 
organizational code of ethics.Create/maintain/make known an 

organizational code of ethics
O You have been made aware of and understand 

your organizational code of ethics.
 

 



www.manaraa.com

   192  

Notes for above:  
• Possibly a low weight for create/maintain/make known an organizational code of 

ethics 
• Provide necessary resources/tools to perform job functions is a task and was 

removed 
• Create/maintain/make known an organizational code of ethics is a task and was 

removed. 
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Meeting 4 - Value Hierarchy, Evaluation Measures, and Value Functions 
Location:  Organization 
Attendees:  Jeffrey May, Auditor 1, Auditor 2, and Auditor 3 (Team). 
 
Purpose:  To finish determining appropriate evaluation measures and value functions and 
to familiarize the team with the fundamental objectives so that weights and tasks can be 
determined. 
 
Thoughts:  Today the team was rather productive and worked extremely hard to finish 
amending the fundamental objective hierarchy and creating evaluation measures.  In 
hindsight the original fundamental objectives and sub-objectives ended up being a 
template that spurred creative thinking and rewording of objectives to fit the 
organization’s values.  For each sub-objective, tasks or alternatives were considered to 
make sense of the sub-objective, if no tasks could be thought of, the sub-objective was 
changed to appropriately match the fundamental objective and to spur value-driven tasks.  
The team was more positive today than any other day previously and felt as if this 
research may benefit them.   
 
Additional Note:  Make sure that the respondents recognize that we are in no way trying 
to solve the IS security puzzle; we are only trying to find tasks or alternatives that may 
not have been recognized previously without the value hierarchy.  Any new tasks created 
or thought of via this process will certainly help in maximizing IS security. 
 
 
Sixth Objective Discussed:  Maximize Access Control 
 
Table B.6:  Verified or Amended Objectives and Evaluation Measures for Maximize 
Access Control 
 

Maintain personal 
accountability for system use MO You feel as if personal accountability for access control is 

maintained at adequate levels. 

M You feel that your organization provides the appropriate 
levels of user access to pertinent data for your employees. Ensure appropriate levels of 

user access 
O You feel that your organization provides you with the 

appropriate levels of user access to pertinent data. 
Ensure appropriate physical 

security MO You feel that the technology within your organization is 
physically secure at an appropriate level.  

M You feel that your employees do not have the ability to 
access information that is not pertinent to their job. Ensure user access is based on 

"need to know" 
O You are not able to access sensitive data that is not 

pertinent to your job. 
Ensure adequate management 

oversight of access control MO You feel that your organization ensures adequate 
management oversight of access control 
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Notes for above: 
• Create user passwords was considered a task for accountability 
• Minimize unauthorized access to information was considered a task for 

accountability 
• The notion of creating a management oversight sub-objective for each 

fundamental objective was discussed. 
 
Seventh Objective Discussed:  Maximize Data Integrity 
 
Table B.7:  Verified or Amended Objectives and Evaluation Measures for Maximize 
Data Integrity 
 

Minimize inappropriate changes 
to data MO You feel as if the sensitive data in your organization is 

adequately protected against inappropriate changes. 
Ensure appropriate data integrity 

controls for the processing of 
data 

MO 
You feel as if adequate controls for the purpose of 
maintaining the integrity of pertinent data within your 
organization have been established 

Ensure adequate management 
oversight of data integrity issues MO You feel that your organization ensures adequate 

management oversight of data integrity issues. 

 
Notes for above: 

• Ensure data integrity was considered the same as the fundamental objective. 
• Extra sub-objectives were added 

 
Eighth Objective Discussed:  Enhance integrity of business processes 
 
 
Table B.8:  Verified or Amended Objectives and Evaluation Measures for Enhance 
Integrity of Business Processes 
 

M 
You or your management team ensure that employees 
understand the expected use of information and its relation to 
individual business processes 

Understand the expected use of 
available information and its 

relation to individual business 
processes O You feel as if you understand the expected use of available 

information and its relation to individual business processes 

M 
You or your management team are aware of or take part in 
developing procedures for managing changes to business 
processes 

Develop procedures for 
managing changes to business 

processes 
O You feel as if you understand the procedures required for 

changing business processes. 

M 
You or your management team have developed appropriate 
organizational controls of business processes and made them 
understandable to your employees. 

Ensure that appropriate 
organizational controls are in 

place 
O You feel as if you have an accurate understanding of business 

process controls set forth by your organization. 
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Ninth Objective Discussed:  Maximize organizational integrity 
 
 
Table B.9:  Verified or Amended Objectives and Evaluation Measures for Maximize 
Organizational Integrity 
 

M You or your management team creates an environment of 
managerial support and solidarity. Create an environment of 

managerial support and 
solidarity O You feel as if you work in an environment of managerial 

support and solidarity. 

M You or your management team creates an environment that 
empowers employees. Create an environment that 

empowers employees 
O You feel as if you work in an environment that empowers you 

to do what it takes to get the job done. 

M You or your management team creates an environment that 
promotes respect. Create an environment that 

promotes respect 
O You feel as if you work in an environment that promotes 

respect amonst you and your co-workers. 

M You or your management team creates an environment that 
promotes individual reliability. Create an environment that 

promotes individual reliability 
O You feel as if you work in an environment that promotes 

individual reliability. 
Ensure adequate management 

oversight of organizational 
integrity issues 

MO You feel that your organization ensures adequate management 
oversight of organizational integrity issues. 

 
Notes for above: 

• Integrity was defined as being able to count on someone to do what is expected.  
This definition provided a contrast against ethics.  In other words you can have 
integrity but still be unethical. 

• Create an environment of managerial support and solidarity may have a high 
weight 

• Create environment of positive management interaction was deemed redundant 
with Create an environment of managerial support and solidarity and was thus  
removed 

• Create an environment that promotes respect may have a low weight 
• Create an environment that promotes individual reliability may have a strong 

weight 
• Create environment of positive peer interaction was deemed redundant with 

Create an environment that promotes respect and was thus removed. 
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Meeting 5 - Value Functions 
Location:  MSI Corp 
Attendees:  Jeffrey May, Auditor 1, Auditor 2, and Auditor 3 (Team). 
 
Purpose:  To create value functions for all of the second tier objectives. 
 
Value Functions:  The Team and I discussed in more detail the notion of value functions 
and determined that all of the second tier objectives required creating a constructed scale.  
We started out focusing on the first second tier objective for “Maximize IT Competence” 
namely, “Develop a management team that leads by example.”  Because there were two 
evaluation measures for both management and operational employees, we considered the 
idea of creating two separate value functions.  However, we finally decided to create one 
value function that captured the essence of both evaluation measures as shown below.  
After we created this first value function, we then created the second and quickly realized 
that all of the value functions would be created in a similar manner.  Thus, the Team 
decided that it would be best for the researcher to create the remaining value functions 
using what we learned from this meeting.  The Team would then verify these value 
functions when it came time for scoring the various alternatives. 
 
Table B.10:  Evaluation Measures and Value Function for Develop a Management 
Team that Leads by Example 

Evaluation Measures 

M You or your management team attempt to develop an environment that leads by 
example. 

O You feel that your management team attempts to develop an environment that leads by 
example. 

Point Definition Value

Not at All
If this alternative is implemented to the best of its ability it has no impact on 
developing a management team that leads by example. Impacts will not be 
realized by either management or operational employees. 

0 

Limited
If this alternative is implemented to the best of its ability it has a very subtle 
impact on developing a management team that leads by example.  Impacts 
might be realized by either management or operational employees. 

0.3 

Somewhat
If this alternative is implemented to the best of its ability it has somewhat of 
an impact on developing a management team that leads by example.  
Impacts could be realized by either management or operational employees. 

0.5 

Mostly

If this alternative is implemented to the best of its ability it has a strong but 
not overwhelming impact on developing a management team that leads by 
example.  Impacts might be realized by both management and operational 
employees. 

0.7 

Direct

If this alternative is implemented to the best of its ability it will have an 
overwhelming impact on developing a management team that leads by 
example.  Impacts will definitely be realized by both management and 
operational employees. 

1 
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Meeting 6 - Weights 
Location:  MSI Corp 
Attendees:  Jeffrey May, Auditor 1 
 
Purpose:  To determine weights for all of the objectives.  This process was done on an 
individual basis for Auditor 1. 
 
Notes:  To determine weights, we first examined the second tier objectives.  To 
determine these weights, each second tier objective for a particular fundamental objective 
was examined.  The respondent was then asked to imagine each of these objectives at its 
worst possible level.  The respondent was then asked to determine which objective he 
would like to see swing to its best possible level.  After going through this process 
several times for each branch, we established ranks.  The lowest ranked objective was 
then assigned a value of X and the remaining objectives were assigned multiples of X.  
For example, objective 1.5 below was considered to be 2.5 times more important than 
objective 1.1.  After these values of X are assigned, weights can easily be determined by 
recognizing that the sum of the weights in an individual branch must be equal to 1.  For 
example, for “Maximize IT competence”: 
 

X+X+X+1.5X+2.5X = 1 
 X = 1/7 = 0.143;   
 OBJ1.1W = 0.143; OBJ1.5W = 2.5 * 0.143 = 0.357 
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Table B.11:  Weighting Raw Data - Auditor 1 
 

First Tier Second Tier 
1.1 Develop a management team that leads by example  X 
1.2 Ensure confidence/comfort level in using computers  X 
1.3 Ensure an adequate understanding the importance of computer technology and how it is 
related to the financial well-being of your organization  X 
1.4 Ensure employees have adequate IT training  1.5X 

1. Maximize IT 
Competence 

1.5 Ensure IT capability level of staff  2.5X 
2.1 Create an environment that promotes contribution  X 
2.2 Instill high levels of morale  X 
2.3 Increase/maintain pride in the organization   X 

2. Promote 
Employee 

Development and 
Management 

Practices 2.4 Develop and maintain a motivated workforce  X 

3.1 Create an environment that makes it ok to report unethical behavior (whistle blowing)  X 
3.2 Develop and/or make known an understood value system in the organization  3X 
3.3 Create an environment that promotes organizational loyalty  1.5X 

3. Develop and 
Sustain an 

Ethical 
Environment 3.4 Ensure adequate management oversight of developing and sustaining an ethical 

environment  2X 
4.1 Ensure personal accountability for system use  X 
4.2 Ensure appropriate levels of user access  1.5X 
4.3 Ensure appropriate physical security  1.75X 
4.4 Ensure user access is based on "need to know"  1.5X 

4. Maximize 
Access Control 

4.5 Ensure adequate management oversight of access control issues.  X 
5.1 Maximize employee integrity in the company  2.5X 
5.2 Create a desire to not jeopardize the reputation of the company  X 
5.3 Create an environment that promotes the organization’s best interests rather than 
personal gain.  X 

5. Promote 
Individual Work 

Ethic  
5.4 Minimize temptation to use information for personal benefit  1.5X 
6.1 Ensure that inappropriate changes to data are minimized  2X 
6.2 Ensure appropriate data integrity controls for the processing of data  1.5X 6. Maximize Data 

Integrity 
6.3 Ensure adequate management oversight of data integrity issues  X 
7.1 Ensure an understanding of the expected use of available information and its relation to 
individual business processes  1.5X 
7.2 Develop procedures for managing changes to business processes  X 

7. Enhance 
Integrity of 

Business 
Processes 7.3 Ensure that appropriate organizational controls are in place  2X 

8.1 Emphasize importance of data privacy  1.75X 
8.2 Ensure employee awareness against disclosure of sensitive data 1.75X 

8.3 Ensure employees understand the repercussions of disclosing sensitive data  X 
8.4 Ensure that sensitive data is adequately secured  3X 

8. Maximize 
Privacy 

8.5 Ensure adequate management oversight of privacy issues  1.5X 
9.1 Create an environment that empowers employees  1.5X 
9.2 Create an environment that promotes respect  1.5X 
9.3 Create an environment that promotes individual reliability  1.5X 

9. Maximize 
Organizational 

Integrity 
9.4 Ensure adequate management oversight of organizational integrity issues  X 
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Notes:  For the upper level weights, it was previously determined that attempting to 
weight the 9 fundamental objectives against each other would not work.  Thus, the upper 
level objectives were grouped in terms of similarity to make the process simpler from a 
conceptual basis.  The following scheme was used.  
 
 

 
 

Figure B.1:  Weighting Raw Data - Auditor 1 
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Meeting 7 - Weights 
Location:  Organization 
Attendees:  Jeffrey May, Auditor 2 
 
Purpose:  To determine weights for all of the objectives.  This process was done on an 
individual basis for Auditor 2. 
 
Notes:  To determine weights, we first examined the second tier objectives.  To 
determine these weights, each second tier objective for a particular fundamental objective 
was examined.  The respondent was then asked to imagine each of these objectives at its 
worst possible level.  The respondent was then asked to determine which objective he 
would like to see swing to its best possible level.  After going through this process 
several times for each branch, we established ranks.  The lowest ranked objective was 
then assigned a value of X and the remaining objectives were assigned multiples of X.  
For example, objective 1.5 below was considered to be 2 times more important than 
objective 1.1.  After these values of X are assigned, weights can easily be determined by 
recognizing that the sum of the weights in an individual branch must be equal to 1.  For 
example, for “Maximize IT competence”: 
 

X+X+1.5X+1.75X+2X = 1 
 X = 1/7 = 0.138;   
 OBJ1.1W = 0.138; OBJ1.5W = 2 * 0.138 = 0.279 
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Table B.12:  Weighting Raw Data – Auditor 2 
 

First Tier Second Tier 
1.1 Develop a management team that leads by example  X 
1.2 Ensure confidence/comfort level in using computers  X 
1.3 Ensure an adequate understanding the importance of computer technology and 
how it is related to the financial well-being of your organization  1.5X 
1.4 Ensure employees have adequate IT training  1.75X 

1. Maximize IT 
Competence 

1.5 Ensure IT capability level of staff  2X 
2.1 Create an environment that promotes contribution  X 
2.2 Instill high levels of morale  X 
2.3 Increase/maintain pride in the organization   X 

2. Promote Employee 
Development and 

Management Practices 
2.4 Develop and maintain a motivated workforce  X 
3.1 Create an environment that makes it ok to report unethical behavior (whistle 
blowing)  2.5X 
3.2 Develop and/or make known an understood value system in the organization  
2.5X 
3.3 Create an environment that promotes organizational loyalty  X 

3. Develop and Sustain 
an Ethical 

Environment 
3.4 Ensure adequate management oversight of developing and sustaining an ethical 
environment  3X 
4.1 Ensure personal accountability for system use  X 
4.2 Ensure appropriate levels of user access  1.25X 
4.3 Ensure appropriate physical security  1.25X 
4.4 Ensure user access is based on "need to know"  1.25X 

4. Maximize Access 
Control 

4.5 Ensure adequate management oversight of access control issues.  X 
5.1 Maximize employee integrity in the company  2.5X 
5.2 Create a desire to not jeopardize the reputation of the company  X 
5.3 Create an environment that promotes the organization’s best interests rather 
than personal gain.  X 

5. Promote Individual 
Work Ethic  

5.4 Minimize temptation to use information for personal benefit  1.5X 
6.1 Ensure that inappropriate changes to data are minimized  X 
6.2 Ensure appropriate data integrity controls for the processing of data  X 6. Maximize Data 

Integrity 
6.3 Ensure adequate management oversight of data integrity issues  X 
7.1 Ensure an understanding of the expected use of available information and its 
relation to individual business processes  2.25X 
7.2 Develop procedures for managing changes to business processes  X 

7. Enhance Integrity of 
Business Processes 

7.3 Ensure that appropriate organizational controls are in place  3X 
8.1 Emphasize importance of data privacy  X 
8.2 Ensure employee awareness against disclosure of sensitive data 1.25X 
8.3 Ensure employees understand the repercussions of disclosing sensitive data  
1.75X 
8.4 Ensure that sensitive data is adequately secured  3X 

8. Maximize Privacy 

8.5 Ensure adequate management oversight of privacy issues  X 
9.1 Create an environment that empowers employees  X 
9.2 Create an environment that promotes respect  X 
9.3 Create an environment that promotes individual reliability  X 

9. Maximize 
Organizational 

Integrity 
9.4 Ensure adequate management oversight of organizational integrity issues  X 
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Notes:  For the upper level weights, it was previously determined that attempting to 
weight the 9 fundamental objectives against each other would not work.  Thus, the upper 
level objectives were grouped in terms of similarity to make the process simpler from a 
conceptual basis.  The following scheme was used.  
 
 

 
 

Figure B.2: Weighting Raw Data – Auditor 2 
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Meeting 8 – Generating Tasks 
Location:  Organization 
Attendees:  Jeffrey May, Auditor 1, Auditor 2, Auditor 3 
 
Purpose:  To determine a list of tasks that could be used to attain various second tier 
objectives. 
 
NOTES: 

• Each member was asked to look at the value-driven hierarchy with weights (Table 
4.14, Section 4.4) 

• Each member of the Team was then given a hard copy of a Task Generation List 
and was asked to look it over. 

• Each member was asked to review the Means Objectives Hierarchy – Table 2.2. 
• Each member was then asked to look at each individual objective and the various 

sub-objectives on a particular page.  For each sub-objective each member was 
asked to write down as many tasks as he could think of to achieve the sub-
objective. 

o Members were asked to not worry about repeating tasks.  In other words, 
we will clean everything up later. 

o Members were asked to not worry about how strong or weak a task may 
be as we may remove or add tasks later. 

o Remember, this is a brainstorming exercise at this point.  We are not 
worried about accuracy.  The more things you write down, the better our 
group session will become. 

• Each member’s tasks were then collected and redundant tasks were removed. 
• The following tables illustrate a first draft of the organized list of tasks. 
• A finalized list of these tasks along with their various scores can be found in 

Section 4.5. 
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Table B.13:  Raw Tasks for Maximize Access Control 

 
Sub-Objective Tasks 

Maintain personal 
accountability for system 

use 

• Limit the use of group accounts or generic IDs 
• Passwords controls (to force changes) 
• Unique logons 
• Policies and procedures 
 

Ensure appropriate levels 
of user access 

• Pre-defined roles and rights 
• Authorization procedures 
• Centralized system administration 
• Periodic management review of access 
• Grant access on a need to know basis 

Ensure appropriate 
physical security 

• Badges/key card (Access Controls) 
• Video surveillance 
• Security guards 
• Policies 

Ensure user access is 
based on "need to know" 

• Job descriptions 
• Pre-defined roles and rights 
• Policies 
• Segregation of duties matrix 
• Access monitoring systems (consolidated user 

rights) 

Ensure adequate 
management oversight of 

access control 

• Periodic review of access user access 
• Security administration 
• Secondary review of access requests 
• Audit log reviews 
• Review of termination lists (centralized review) 
• Established information security group 
• Written policies and procedures 
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Table B.14:  Raw Tasks for Maximize Data Integrity 
 

Sub-Objective Tasks 

Minimize inappropriate 
changes to data 

• Access based on need to know 
• Authorization procedures 
• Audit log reviews 
• Edit and validation routines 

Ensure appropriate data 
integrity controls for the 

processing of data 

• Edit and validation routines 
• Reconciliations 
• Control totals 
 

Ensure adequate 
management oversight of 

data integrity issues 

• Error resolution process 
• Error log 
• Information Security group 
• Review of reconciliations and control totals 
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Table B.15:  Raw Tasks for Maximize IT Competence 
 

Sub-Objective Tasks 

Develop a 
management team that 

leads by example 

• Written guiding principles 
• Written code of conduct/code of ethics 
• Goals 
• Compensation/incentive programs designed to influence 

appropriate decision making 
• Empowerment 

Ensure 
confidence/comfort 

level in using 
computers 

• Training and development 
• Job qualifications/descriptions that require certain skills 
• Standardized platforms 

Create legitimate 
opportunities for 

financial gain 

 
• Compensation programs aligned with Company values 
• Recognition programs 
• Goals and incentives tied to performance 
 

Ensure employees 
have adequate IT 

training 

• Skills assessments 
• Budget for training 
• Offer internal training 
• Standard platforms 
• Individual development plans 
  

Ensure IT capability 
level of staff 

• Budget for training 
• Skills assessment 
• Offer internal training 
• Individual development plans 
• Performance evaluations 
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Table B.16:  Raw Tasks for Enhance Integrity of Business Processes 
 

Sub-Objective Tasks 
Understand the expected 

use of available 
information and its 

relation to individual 
business processes 

• Document business processes 
• Written requirements for systems design 
• Classification standards 
• Record retention policies 

Develop procedures for 
managing changes to 
business processes 

• Business process improvement program 
• Business process maturity/lifecycle model 
• Provide training on process design 
  

Ensure that appropriate 
organizational controls are 

in place 

• Risk assessment process 
• Documented segregation of duties matrix 
• Business process improvement program 
• Project Management Office 
• Executive management oversight 
• Steering committee 
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Table B.17:  Raw Tasks for Maximize Privacy 
 

Sub-Objective Tasks 

Emphasize importance of 
data privacy 

• Security awareness program 
• Written code of conduct 
• Privacy policies 
• Corporate communication protocol 
• Document classification 
• Employee manual 
• Posters in the coffee room 
• Consequences for not following 
• Non-disclosure agreement 

Ensure employee 
awareness against 

disclosure of sensitive 
data 

• Security awareness program 
• Written code of conduct 
• Privacy policies 
• Corporate communication protocol 
• Document classification 
• Employee manual 
• Posters in the coffee room 
• Consequences for not following 
• Non-disclosure agreement 

Ensure employees 
understand the 

repercussions of 
disclosing sensitive data 

• Security awareness program 
• Written code of conduct 
• Privacy policies 
• Corporate communication protocol 
• Document classification 
• Employee manual 
• Posters in the coffee room 
• Public announcements of violations 
• Non-disclosure agreement 

Ensure that sensitive data 
is adequately secured 

• Access controls including physical controls 
• Classification standards 
• Periodic review 
• Audit logs 
• Information security policy 
• (See maximize access control page) 

Ensure adequate 
management oversight of 

privacy issues 

• Privacy policy 
• Privacy officer 
• Incident response team 
• Periodic review of public information 
• Privacy training 

 



www.manaraa.com

   209  

Table B.18:  Raw Tasks for Promote Employee Development and Management 
Practices 

 
Sub-Objective Tasks 

Create an environment 
that promotes contribution 

• Rewards program 
• Compensation and incentives tied to 

performance 
• Guiding principles 
• Empower employees 

Instill high levels of 
morale 

• Teambuilding 
• Open communication 
• Adequate compensation and incentive programs 
• Set appropriate tone at the top 
• Career paths 
• Provide training and development programs 

Increase/maintain pride in 
the organization  

• Teambuilding 
• Participate in local/community events 
• Guiding principles  
• Contribution/matching program 
• Corporate communications function 

Develop and maintain a 
motivated workforce 

• Teambuilding 
• Open communication 
• Adequate compensation and incentive programs 
• Set appropriate tone at the top 
• Career paths 
• Provide training and development programs 
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Table B.19:  Raw Tasks for Develop and Sustain an Ethical Environment 
 

Sub-Objective Tasks 

Create an environment that 
makes it ok to report 
unethical behavior (whistle 
blowing) 

• Hotline 
• Policy of no retaliation to employees who report 

suspected issues 
• Guiding principles 
• Written code of conduct 

Instill professional-based 
work ethics 

• Code of conduct/written ethics policy 
• Hiring policies 
• Job descriptions 
• Background and credit checks 

Create an environment that 
promotes organizational 
loyalty 

• Guiding principles 
• Compensation programs tied to performance 
• Open communication 

Ensure adequate 
management oversight of 
developing and sustaining 
an ethical environment 

• Chief Ethics Officer 
• Ethics Committee 
• Ethics reports to the board or audit committee 
• Written code of conduct 
• Periodic questionnaires of employees 
• Employees reaffirm policy on a periodic basis 
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Table B.20:  Raw Tasks for Promote Individual Work Ethic 
 

Sub-Objective Tasks 

Maximize employee 
integrity in the company 

• Written code of conduct 
• Guiding principles 
• Management leads by example 
• Hiring policies including background checks 
 

Create a desire to not 
jeopardize the reputation 

of the company 

• Guiding principles 
• Code of conduct 
• Communications policy 
• Compensation programs tied to performance 
• Ethics policy 
• Repercussions are known if policy violated 

Create an environment 
that promotes the 

organization’s best 
interests rather than 

personal gain. 

• Guiding principles 
• Code of conduct 
• Communications policy 
• Compensation programs tied to performance 
• Ethics policy 
• Repercussions are known if policy violated 

Minimize temptation to 
use information for 

personal benefit 

• Controls over access to data 
• Non-disclosure agreement with consequences 
• Compensation programs tied to performance 
• Code of Conduct 
• Guiding Principles 
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Table B.21:  Raw Tasks for Maximize Organizational Integrity 
 

Sub-Objective Tasks 

Create an environment 
that empowers employees 

• Authority delegation (written) 
• Written goals and objectives 
• Compensation and incentives tied to performance 
• Appropriate levels of management 

Create an environment 
that promotes respect 

• Guiding principles 
• HR Policies and Procedures 
• Employee handbook 
• Open communication/Communication policy 
• Performance management including upward feedback 

Create an environment 
that promotes individual 

reliability 

• Guiding principles 
• Performance evaluations 
• Compensation program tied to performance 
• Open communications 
• Rewards program 
• Hiring policies and written job descriptions 

Ensure adequate 
management oversight of 
organizational integrity 

issues 

• Ethics committee 
• Ethics reports to the Audit Committee 
• Annul ethics questionnaire 
• Ethics policy 
• Guiding principles 
• Budget/Financial reviews 
• Dashboards 
• Communication policy 
• Board and Audit Committee review of business plans 

 

 



www.manaraa.com

   213  

Meeting 9 – Scoring Tasks 
Location:  Organization 
Attendees:  Jeffrey May, Auditor 1, Auditor 2, Auditor 3 
 
Purpose:  To score the list of tasks that relate to each second tier objective. 
 
NOTES: 
• After the tasks were organized, the next step was to score the various tasks against 

their appropriate evaluation measures using the evaluation measures and value 
functions shown in Appendix C. 

• Each task received a score that ranged from the lowest to highest possible score for 
each evaluation measure (0.0 – 1.0).   

• To determine these scores, the Team was brought together and considered each task 
for a particular measure before advancing to the next task.  

o In most cases, the Team arrived at a consensus for each score for the various 
tasks.   

o However, there were some slight discrepancies for some of the tasks, thus the 
average score for the three members of the Team was calculated for these 
cases. 

• Via this process, some new tasks were determined and some of the original tasks 
were removed. 

• A finalized list of these tasks along with their various scores can be found in Section 
4.5 in Tables 4.15-4.24. 
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Appendix C:  Evaluation Measures and Value Functions for 
each Second Tier Objective of the Finalized Value Hierarchy 

Maximize IT Competence 
 
Table C.1:  Evaluation Measures and Value Function for “Develop a management 
team that leads by example” 
 

1.1 Develop a management team that leads by example 
Evaluation Measures 

M You or your management team attempt to develop an environment 
that leads by example for the purpose of encouraging IT competence. 

O 
You feel that your management team attempts to develop an 
environment that leads by example for the purpose of encouraging IT 
competence. 

Value Function 
Point Definition Value

Not at All
If this task is implemented to the best of its ability, it has no 
impact on developing a management team that leads by example 
for the purpose of encouraging IT competence. Impacts will not 
be realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a very 
subtle impact on developing a management team that leads by 
example for the purpose of encouraging IT competence.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on developing a management team that 
leads by example for the purpose of encouraging IT competence.  
Impacts could be realized by either management or operational 
employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a strong 
but not overwhelming impact on developing a management team 
that leads by example for the purpose of encouraging IT 
competence.  Impacts might be realized by both management and 
operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have an 
overwhelming impact on developing a management team that 
leads by example for the purpose of encouraging IT competence.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Table C.2:  Evaluation Measures and Value Function for “Increase confidence/ 
comfort level in using computers” 
 

1.2 Increase confidence/comfort level in using computers 
Evaluation Measures 

M 
You or your management team provides an environment that 
increases individual confidence/comfort level with computer 
technology. 

O 
You feel as if your management team provides an environment that 
increases individual confidence/comfort level with computer 
technology. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on increasing the confidence/comfort level in using 
computers for the members of your organization. Impacts 
will not be realized by either management or operational 
employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on increasing the confidence/ comfort 
level in using computers for the members of your 
organization.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on increasing the confidence/ 
comfort level in using computers for the members of your 
organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on increasing the 
confidence/comfort level in using computers for the 
members of your organization. Impacts might be realized by 
both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on increasing the 
confidence/comfort level in using computers for the 
members of your organization. Impacts will definitely be 
realized by both management and operational employees. 

1 
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Table C.3:  Evaluation Measure and Value Function for “Ensure understanding the 
importance of computer technology and how it is related to the financial well-being 
of your organization” 
 

1.3 Ensure an adequate understanding of the importance of computer technology and 
how it is related to the financial well-being of your organization 

Evaluation Measures 

M 
You or your management team adequately ensures an understanding 
to your employees of the importance of computer technology and how 
it is related to the financial well-being of your organization. 

O You understand the importance of computer technology and how it is 
related to the financial well-being of your organization. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring that employees adequately understand the 
importance of computer technology and how it is related to the 
financial well-being of your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a very 
subtle impact on ensuring that employees adequately understand 
the importance of computer technology and how it is related to 
the financial well-being of your organization.  Impacts might be 
realized by either management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring that employees adequately 
understand the importance of computer technology and how it is 
related to the financial well-being of your organization.  Impacts 
could be realized by either management or operational 
employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a strong 
but not overwhelming impact on ensuring that employees 
adequately understand the importance of computer technology 
and how it is related to the financial well-being of your 
organization.  Impacts might be realized by both management and 
operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have an 
overwhelming impact on ensuring that employees adequately 
understand the importance of computer technology and how it is 
related to the financial well-being of your organization.  Impacts 
will definitely be realized by both management and operational 
employees. 

1 
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Table C.4:  Evaluation Measures and Value Function for “Ensure employees have 
adequate IT training” 
 

1.4  Ensure employees have adequate IT training 
Evaluation Measures 

M You or your management team provides adequate IT training 
opportunities. 

O You feel as if you have adequate opportunities for IT training. 
Value Function 

Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring employees in your organization have 
adequate IT training.  Impacts will not be realized by either 
management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring employees in your 
organization have adequate IT training.  Impacts might be 
realized by either management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring employees in your 
organization have adequate IT training.  Impacts could be 
realized by either management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring employees 
in your organization have adequate IT training.  Impacts 
might be realized by both management and operational 
employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on ensuring employees in 
your organization have adequate IT training. Impacts will 
definitely be realized by both management and operational 
employees. 

1 
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Table C.5:  Evaluation Measures and Value Function for “Ensure IT capability 
level of staff” 
 

1.5  Ensure IT capability level of staff 
Evaluation Measures 

M You or your management team ensures a proper level of IT capability 
amongst your staff. 

O You feel as if you and your peers have an adequate level of IT 
capability. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring the IT capability level of the employees 
within your organization.  Impacts will not be realized by 
either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring the IT capability level of the 
employees within your organization.  Impacts might be 
realized by either management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring the IT capability level 
of the employees within your organization.  Impacts could 
be realized by either management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring the IT 
capability level of the employees within your organization.  
Impacts might be realized by both management and 
operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on ensuring the IT capability 
level of the employees within your organization.  Impacts 
will definitely be realized by both management and 
operational employees. 

1 
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Promote Employee Development and Management Practices 
 
Table C.6:  Evaluation Measures and Value Function for “Create an environment 
that promotes contribution” 
 

2.1  Create an environment that promotes contribution 
Evaluation Measures 

M You or your management team creates an environment where your 
subordinates desire to contribute. 

O You feel as if you work in an environment that promotes contribution.
Value Function 

Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that promotes 
contribution within your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that 
promotes contribution within your organization.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
promotes contribution within your organization.  Impacts 
could be realized by either management or operational 
employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that promotes contribution within your 
organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on creating an environment 
that promotes contribution within your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Table C.7:  Evaluation Measures and Value Function for “Instill high levels of 
morale” 
 

2.2  Instill high levels of morale 
Evaluation Measures 

M You or your management team creates an environment that instills 
high levels of morale. 

O You feel as if you work in an environment that instills high levels of 
morale. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that instills high levels of 
morale within your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that instills 
high levels of morale within your organization.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
instills high levels of morale within your organization.  
Impacts could be realized by either management or 
operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that instills high levels of morale within your 
organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on creating an environment 
that instills high levels of morale within your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Table C.8:  Evaluation Measures and Value Function for “Increase/maintain pride 
in the organization” 
 

2.3  Increase/maintain pride in the organization 
Evaluation Measures 

M You or your management team creates an environment that 
increases/maintains pride in the organization. 

O You feel you work in an environment that increases/maintains pride 
in the organization. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that increases/ maintains 
pride in your organization.  Impacts will not be realized by 
either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that 
increases/maintains pride in your organization.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
increases/maintains pride in your organization.  Impacts 
could be realized by either management or operational 
employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that increases/maintains pride in your 
organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on creating an environment 
that increases/maintains pride in your organization.  Impacts 
will definitely be realized by both management and 
operational employees. 

1 
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Table C.9:  Evaluation Measures and Value Function for “Develop and maintain a 
motivated workforce” 
 

2.4  Develop and maintain a motivated workforce 
Evaluation Measures 

M You or your management team creates an environment that develops 
and maintains a motivated workforce. 

O You feel you work in an environment that develops and maintains a 
motivated workforce. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that develops and 
maintains a motivated workforce in your organization.  
Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that develops 
and maintains a motivated workforce in your organization.  
Impacts might be realized by either management or 
operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
develops and maintains a motivated workforce in your 
organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that develops and maintains a motivated 
workforce in your organization.  Impacts might be realized 
by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on creating an environment 
that develops and maintains a motivated workforce in your 
organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Develop and Sustain an Ethical Environment 
 
Table C.10:  Evaluation Measures and Value Function for “Create an environment 
that makes it ok to report unethical behavior (whistle blowing)” 
 

3.1  Create an environment that makes it ok to report unethical behavior 
(whistle blowing) 

Evaluation Measures 
M You or your management team creates an environment that makes it ok 

to report unethical behavior (whistle blowing). 

O You feel that you have been made aware of the importance of reporting 
unethical behavior. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that makes it ok to report 
unethical behavior (whistle blowing) in your organization.  
Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that makes it 
ok to report unethical behavior (whistle blowing) in your 
organization.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that makes 
it ok to report unethical behavior (whistle blowing) in your 
organization.  Impacts could be realized by either management 
or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that makes it ok to report unethical behavior 
(whistle blowing) in your organization.  Impacts might be 
realized by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on creating an environment that 
makes it ok to report unethical behavior (whistle blowing) in 
your organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.11:  Evaluation Measures and Value Function for “Develop and/or make 
known an understood value system in the organization” 
 

3.2  Develop and/or make known an understood value system in the 
organization 

Evaluation Measures 
M You or your management team has developed and/or made known a 

well-defined value system to your employees. 
O You feel that you understand the value system of your organization. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on developing and/or making known an understood 
value system within your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on developing and/or making known an 
understood value system within your organization.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on developing and/or making known 
an understood value system within your organization.  Impacts 
could be realized by either management or operational 
employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on developing and/or 
making known an understood value system within your 
organization.  Impacts might be realized by both management 
and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on developing and/or making known 
an understood value system within your organization.  Impacts 
will definitely be realized by both management and 
operational employees. 

1 
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Table C.12:  Evaluation Measures and Value Function for “Create an environment 
that promotes organizational loyalty” 
 

3.3  Create an environment that promotes organizational loyalty 
Evaluation Measures 

M You or your management team creates an environment that promotes 
organizational loyalty. 

O You feel you work in an environment that promotes organizational 
loyalty. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that promotes 
organizational loyalty within your organization.  Impacts will 
not be realized by either management or operational 
employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that promotes 
organizational loyalty within your organization.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
promotes organizational loyalty within your organization.  
Impacts could be realized by either management or 
operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that promotes organizational loyalty within your 
organization.  Impacts might be realized by both management 
and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on creating an environment that 
promotes organizational loyalty within your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Table C.13:  Evaluation Measure and Value Function for “Ensure adequate 
management oversight of developing and sustaining an ethical environment” 
 

3.4  Ensure adequate management oversight of developing and sustaining an 
ethical environment 

Evaluation Measures 
MO You feel that your organization ensures adequate management oversight 

of developing and sustaining an ethical environment. 
Value Function 

Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring adequate management oversight of 
developing and sustaining an ethical environment within your 
organization.  Impacts will not be realized by either 
management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring adequate management 
oversight of developing and sustaining an ethical environment 
within your organization.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring adequate management 
oversight of developing and sustaining an ethical environment 
within your organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring adequate 
management oversight of developing and sustaining an ethical 
environment within your organization.  Impacts might be 
realized by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on ensuring adequate management 
oversight of developing and sustaining an ethical environment 
within your organization.  Impacts will definitely be realized 
by both management and operational employees. 

1 
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Maximize Access Control 
 
Table C.14:  Evaluation Measure and Value Function for “Ensure personal 
accountability for system use” 
 

4.1  Ensure personal accountability for system use 
Evaluation Measures 

M You or your management team ensures that personal accountability for 
access control is maintained at adequate levels. 

O You feel as if personal accountability for access control is maintained at 
adequate levels. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring that personal accountability for access 
control within your organization is maintained at adequate 
levels.  Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring that personal accountability for 
access control within your organization is maintained at 
adequate levels.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring that personal 
accountability for access control within your organization is 
maintained at adequate levels.  Impacts could be realized by 
either management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring that personal 
accountability for access control within your organization is 
maintained at adequate levels.  Impacts might be realized by 
both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on ensuring that personal 
accountability for access control within your organization is 
maintained at adequate levels.  Impacts will definitely be 
realized by both management and operational employees. 

1 
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Table C.15:  Evaluation Measure and Value Function for “Ensure appropriate 
levels of user access” 
 

4.2 Ensure appropriate levels of user access 
Evaluation Measures 

M You or your management team ensures the appropriate levels of user 
access to pertinent data for your employees. 

O You feel that your organization provides you with the appropriate levels 
of user access to pertinent data. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring the appropriate levels of user access to 
pertinent data to your employees within your organization.  
Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring the appropriate levels of user 
access to pertinent data to your employees within your 
organization.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring the appropriate levels of 
user access to pertinent data to your employees within your 
organization.  Impacts could be realized by either management 
or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring the 
appropriate levels of user access to pertinent data to your 
employees within your organization.  Impacts might be 
realized by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on ensuring the appropriate levels of 
user access to pertinent data to your employees within your 
organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.16:  Evaluation Measure and Value Function for “Ensure appropriate 
physical security” 
 

4.3 Ensure appropriate physical security 
Evaluation Measures 

M You or your management team ensures the appropriate levels of 
physical security for technology within your organization. 

O You feel that the technology within your organization is physically 
secure at an appropriate level. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring the appropriate levels of physical security 
for technology within your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring the appropriate levels of 
physical security for technology within your organization.  
Impacts might be realized by either management or 
operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring the appropriate levels of 
physical security for technology within your organization.  
Impacts could be realized by either management or 
operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring the 
appropriate levels of physical security for technology within 
your organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on ensuring the appropriate levels of 
physical security for technology within your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Table C.17:  Evaluation Measure and Value Function for “Ensure user access is 
based on "need to know"” 
 

4.4 Ensure user access is based on "need to know" 
Evaluation Measures 

M You or your management team ensures that user access is established on 
a "need to know" basis within your organization. 

O You are not able to access sensitive data that is not pertinent to your job.
Value Function 

Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring that user access is established on a “need 
to know” basis to the employees within your organization.  
Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring that user access is established 
on a “need to know” basis to the employees within your 
organization.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring that user access is 
established on a “need to know” basis to the employees within 
your organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring that user 
access is established on a “need to know” basis to the 
employees within your organization.  Impacts might be 
realized by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on ensuring that user access is 
established on a “need to know” basis to the employees within 
your organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.18:  Evaluation Measure and Value Function for “Ensure adequate 
management oversight of access control issues” 
 

4.5  Ensure adequate management oversight of access control issues 
Evaluation Measures 

MO You feel that your organization ensures adequate management oversight 
of access control issues. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring adequate management oversight of access 
control issues within your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring adequate management 
oversight of access control issues within your organization.  
Impacts might be realized by either management or 
operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring adequate management 
oversight of access control issues within your organization.  
Impacts could be realized by either management or 
operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring adequate 
management oversight of access control issues within your 
organization.  Impacts might be realized by both management 
and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on ensuring adequate management 
oversight of access control issues within your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Promote Individual Work Ethic 
 
Table C.19:  Evaluation Measures and Value Function for “Maximize employee 
integrity in the company” 
 

5.1 Maximize employee integrity in the company 
Evaluation Measures 

M You or your management team attempt to create an environment that 
maximizes employee integrity in the organization. 

O You feel as if you work in an environment that emphasizes employee 
integrity in the organization. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that maximizes employee 
integrity in your organization.  Impacts will not be realized by 
either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that maximizes 
employee integrity in your organization.  Impacts might be 
realized by either management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
maximizes employee integrity in your organization.  Impacts 
could be realized by either management or operational 
employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that maximizes employee integrity in your 
organization.  Impacts might be realized by both management 
and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on creating an environment that 
maximizes employee integrity in your organization.  Impacts 
will definitely be realized by both management and 
operational employees. 

1 
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Table C.20:  Evaluation Measures and Value Function for “Minimize urgency of 
personal gain” 
 

5.2 Minimize urgency of personal gain 
Evaluation Measures 

M You or your management team attempt to create an environment that 
minimizes the urgency of personal gain. 

O You feel as if you work in an environment that minimizes the urgency 
of personal gain. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that minimizes the urgency 
of personal gain in your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that minimizes 
the urgency of personal gain in your organization.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
minimizes the urgency of personal gain in your organization.  
Impacts could be realized by either management or 
operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that minimizes the urgency of personal gain in 
your organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on creating an environment that 
minimizes the urgency of personal gain in your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Table C.21:  Evaluation Measures and Value Function for “Create a desire to not 
jeopardize the position of the company” 
 

5.3 Create a desire to not jeopardize the position of the company 
Evaluation Measures 

M You or your management team attempt to create an environment that 
promotes a desire to not jeopardize the position of the company. 

O You feel as if you work in an environment that promotes a desire to not 
jeopardize the position of the company. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that promotes a desire to 
not jeopardize the position of the company in your 
organization.  Impacts will not be realized by either 
management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that promotes a 
desire to not jeopardize the position of the company in your 
organization.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
promotes a desire to not jeopardize the position of the 
company in your organization.  Impacts could be realized by 
either management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that promotes a desire to not jeopardize the 
position of the company in your organization.  Impacts might 
be realized by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on creating an environment that 
promotes a desire to not jeopardize the position of the 
company in your organization.  Impacts will definitely be 
realized by both management and operational employees. 

1 
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Table C.22:  Evaluation Measures and Value Function for “Create an environment 
that promotes company profitability rather than personal gain” 
 

5.4 Create an environment that promotes company profitability rather than 
personal gain 

Evaluation Measures 
M You or your management team attempt to create an environment that 

promotes company profitability rather than personal gain. 

O You feel as if you work in an environment that promotes company 
profitability rather than personal gain. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that promotes company 
profitability rather than personal gain in your organization.  
Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that promotes 
company profitability rather than personal gain in your 
organization.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
promotes company profitability rather than personal gain in 
your organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that promotes company profitability rather than 
personal gain in your organization.  Impacts might be realized 
by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on creating an environment that 
promotes company profitability rather than personal gain in 
your organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.23:  Evaluation Measures and Value Function for “Minimize temptation to 
use information for personal benefit” 
 

5.5 Minimize temptation to use information for personal benefit 
Evaluation Measures 

M 
You or your management team creates an environment that minimizes 
the temptation of your employees to use information for personal 
benefit. 

O 
You feel as if you work in an environment that minimizes the 
temptation for you to use information for personal benefit beyond what 
is required for your job. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that minimizes the 
temptation of the employees within your organization to use 
information for personal benefit.  Impacts will not be realized 
by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that minimizes 
the temptation of the employees within your organization to 
use information for personal benefit.  Impacts might be 
realized by either management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
minimizes the temptation of the employees within your 
organization to use information for personal benefit.  Impacts 
could be realized by either management or operational 
employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that minimizes the temptation of the employees 
within your organization to use information for personal 
benefit.  Impacts might be realized by both management and 
operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on creating an environment that 
minimizes the temptation of the employees within your 
organization to use information for personal benefit.  Impacts 
will definitely be realized by both management and 
operational employees. 

1 
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Maximize Data Integrity 
 
Table C.24:  Evaluation Measures and Value Function for “Ensure that 
inappropriate changes to data are minimized” 
 

6.1  Ensure that inappropriate changes to data are minimized 
Evaluation Measures 

M You or your management team ensures that inappropriate changes to 
sensitive data are minimized. 

O You feel as if the sensitive data in your organization is adequately 
protected against inappropriate changes. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring that inappropriate changes to data are 
minimized within your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring that inappropriate changes to 
data are minimized within your organization.  Impacts might 
be realized by either management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring that inappropriate changes 
to data are minimized within your organization.  Impacts 
could be realized by either management or operational 
employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring that 
inappropriate changes to data are minimized within your 
organization.  Impacts might be realized by both management 
and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on ensuring that inappropriate 
changes to data are minimized within your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Table C.25:  Evaluation Measure and Value Function for “Ensure appropriate data 
integrity controls for the processing of data” 
 

6.2  Ensure appropriate data integrity controls for the processing of data 
Evaluation Measures 

M You or your management team ensures that appropriate data integrity 
controls for the processing of data is present in your organization. 

O 
You feel as if adequate controls for the purpose of maintaining the 
integrity of pertinent data within your organization have been 
established. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring that appropriate data integrity controls for 
the processing of data is present within your organization.  
Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring that appropriate data integrity 
controls for the processing of data is present within your 
organization.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring that appropriate data 
integrity controls for the processing of data is present within 
your organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring that 
appropriate data integrity controls for the processing of data is 
present within your organization.  Impacts might be realized 
by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on ensuring that appropriate data 
integrity controls for the processing of data is present within 
your organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.26:  Evaluation Measure and Value Function for “Ensure adequate 
management oversight of data integrity issues” 
 

6.3  Ensure adequate management oversight of date integrity issues 
Evaluation Measures 

MO You feel that your organization ensures adequate management oversight 
of data integrity issues. 

Value Function 
Point Definition Value

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring adequate management oversight of data 
integrity issues within your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring adequate management 
oversight of data integrity issues within your organization.  
Impacts might be realized by either management or 
operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring adequate management 
oversight of data integrity issues within your organization.  
Impacts could be realized by either management or 
operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring adequate 
management oversight of data integrity issues within your 
organization.  Impacts might be realized by both management 
and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have 
an overwhelming impact on ensuring adequate management 
oversight of data integrity issues within your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Enhance Integrity of Business Processes 
 
Table C.27:  Evaluation Measures and Value Function for “Ensure an 
understanding of the expected use of available information and its relation to 
individual business processes” 
 

7.1 Ensure an understanding of the expected use of available information and its 
relation to individual business processes 

Evaluation Measures 

M 
You or your management team ensures that employees understand the 
expected use of information and its relation to individual business 
processes. 

O You feel as if you understand the expected use of available information 
and its relation to individual business processes 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no impact 
on ensuring that employees in your organization understand the 
expected use of information and its relation to individual business 
processes.  Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a very 
subtle impact on ensuring that employees in your organization 
understand the expected use of information and its relation to 
individual business processes.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring that employees in your 
organization understand the expected use of information and its 
relation to individual business processes.  Impacts could be 
realized by either management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a strong 
but not overwhelming impact on ensuring that employees in your 
organization understand the expected use of information and its 
relation to individual business processes.  Impacts might be 
realized by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will have an 
overwhelming impact on ensuring that employees in your 
organization understand the expected use of information and its 
relation to individual business processes.  Impacts will definitely 
be realized by both management and operational employees. 

1 
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Table C.28:  Evaluation Measures and Value Function for “Develop procedures for 
managing changes to business processes” 
 

7.2 Develop procedures for managing changes to business processes 
Evaluation Measures 

M You or your management team are aware of or take part in developing 
procedures for managing changes to business processes. 

O You feel as if you understand the procedures required for changing 
business processes. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on developing procedures for managing changes to 
business processes in your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on developing procedures for managing 
changes to business processes in your organization.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on developing procedures for 
managing changes to business processes in your 
organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on developing 
procedures for managing changes to business processes in 
your organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on developing procedures for 
managing changes to business processes in your 
organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.29:  Evaluation Measures and Value Function for “Ensure that appropriate 
organizational controls are in place” 
 

7.3 Ensure that appropriate organizational controls are in place 
Evaluation Measures 

M 
You or your management team have developed appropriate 
organizational controls of business processes and made them 
understandable to your employees. 

O You feel as if you have an accurate understanding of business process 
controls set forth by your organization. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on developing appropriate organizational controls of 
business processes and making them understandable to the 
employees in your organization.  Impacts will not be realized 
by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on developing appropriate organizational 
controls of business processes and making them 
understandable to the employees in your organization.  
Impacts might be realized by either management or 
operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on developing appropriate 
organizational controls of business processes and making 
them understandable to the employees in your organization.  
Impacts could be realized by either management or 
operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on developing 
appropriate organizational controls of business processes and 
making them understandable to the employees in your 
organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on developing appropriate 
organizational controls of business processes and making 
them understandable to the employees in your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Maximize Privacy 
 
Table C.30:  Evaluation Measures and Value Function for “Emphasize importance 
of data privacy” 
 

8.1 Emphasize importance of data privacy 
Evaluation Measures 

M You or your management team emphasizes the importance of data 
privacy to your employees. 

O You feel as if your organization has emphasized the importance of data 
privacy. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on emphasizing the importance of data privacy to the 
employees in your organization.  Impacts will not be realized 
by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on emphasizing the importance of data 
privacy to the employees in your organization.  Impacts 
might be realized by either management or operational 
employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on emphasizing the importance of 
data privacy to the employees in your organization.  Impacts 
could be realized by either management or operational 
employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on emphasizing the 
importance of data privacy to the employees in your 
organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on emphasizing the 
importance of data privacy to the employees in your 
organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.31:  Evaluation Measures and Value Function for “Ensure employee 
awareness against disclosure of sensitive data” 
 

8.2 Ensure employee awareness against disclosure of sensitive data 
Evaluation Measures 

M You or your management team emphasizes the importance of rules 
against unethical or unlawful disclosure of sensitive data. 

O You feel as if your organization has emphasized the importance of rules 
against unethical or unlawful disclosure of sensitive data. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on emphasizing the importance of rules against 
unethical or unlawful disclosure of sensitive data to the 
employees in your organization.  Impacts will not be realized 
by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on emphasizing the importance of rules 
against unethical or unlawful disclosure of sensitive data to 
the employees in your organization.  Impacts might be 
realized by either management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on emphasizing the importance of 
rules against unethical or unlawful disclosure of sensitive 
data to the employees in your organization.  Impacts could be 
realized by either management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on emphasizing the 
importance of rules against unethical or unlawful disclosure 
of sensitive data to the employees in your organization.  
Impacts might be realized by both management and 
operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on emphasizing the 
importance of rules against unethical or unlawful disclosure 
of sensitive data to the employees in your organization.  
Impacts will definitely be realized by both management and 
operational employees. 

1 
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Table C.32:  Evaluation Measures and Value Function for “Ensure employees 
understand the repercussions of disclosing sensitive data” 
 

8.3 Ensure employees understand the repercussions of disclosing sensitive data 
Evaluation Measures 

M You or your management team ensures that employees understand the 
repercussions of disclosing sensitive data. 

O You feel as if your organization has emphasized the repercussions of 
disclosing sensitive data. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring that employees in your organization 
understand the repercussions of disclosing sensitive data.  
Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring that employees in your 
organization understand the repercussions of disclosing 
sensitive data.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring that employees in your 
organization understand the repercussions of disclosing 
sensitive data.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring that 
employees in your organization understand the repercussions 
of disclosing sensitive data.  Impacts might be realized by 
both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on ensuring that employees in 
your organization understand the repercussions of disclosing 
sensitive data.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.33:  Evaluation Measures and Value Function for “Ensure that sensitive 
data is adequately secured” 
 

8.4 Ensure that sensitive data is adequately secured 
Evaluation Measures 

M You or your management team ensures that sensitive data is adequately 
secured. 

O You feel as if your organization ensures that sensitive data is adequately 
secured. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring that sensitive data is adequately secured 
in your organization.  Impacts will not be realized by either 
management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring that sensitive data is 
adequately secured in your organization.  Impacts might be 
realized by either management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring that sensitive data is 
adequately secured in your organization.  Impacts could be 
realized by either management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring that 
sensitive data is adequately secured in your organization.  
Impacts might be realized by both management and 
operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on ensuring that sensitive data 
is adequately secured in your organization.  Impacts will 
definitely be realized by both management and operational 
employees. 

1 
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Table C.34:  Evaluation Measures and Value Function for “Ensure adequate 
management oversight of privacy issues” 
 

8.5 Ensure adequate management oversight of privacy issues 
Evaluation Measures 

MO You feel that your organization ensures adequate management oversight 
of privacy issues. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring adequate management oversight of 
privacy issues within your organization.  Impacts will not be 
realized by either management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring adequate management 
oversight of privacy issues within your organization.  
Impacts might be realized by either management or 
operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring adequate management 
oversight of privacy issues within your organization.  
Impacts could be realized by either management or 
operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring adequate 
management oversight of privacy issues within your 
organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on ensuring adequate 
management oversight of privacy issues within your 
organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 

 



www.manaraa.com

   248  

Maximize Organizational Integrity 
 
Table C.35:  Evaluation Measures and Value Function for “Create an environment 
that empowers employees” 
 

9.1 Create an environment that empowers employees 
Evaluation Measures 

M You or your management team creates an environment that empowers 
employees. 

O You feel as if you work in an environment that empowers you to do 
what it takes to get the job done. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that empowers employees 
in your organization.  Impacts will not be realized by either 
management or operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that empowers 
employees in your organization.  Impacts might be realized 
by either management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
empowers employees in your organization.  Impacts could be 
realized by either management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that empowers employees in your organization.  
Impacts might be realized by both management and 
operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on creating an environment 
that empowers employees in your organization.  Impacts will 
definitely be realized by both management and operational 
employees. 

1 
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Table C.36:  Evaluation Measures and Value Function for “Create an environment 
that promotes respect” 
 

9.2 Create an environment that promotes respect 
Evaluation Measures 

M You or your management team creates an environment that promotes 
respect. 

O You feel as if you work in an environment that promotes respect 
amongst you and your co-workers. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that promotes respect 
amongst the employees in your organization.  Impacts will 
not be realized by either management or operational 
employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that promotes 
respect amongst the employees in your organization.  
Impacts might be realized by either management or 
operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
promotes respect amongst the employees in your 
organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that promotes respect amongst the employees in 
your organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on creating an environment 
that promotes respect amongst the employees in your 
organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.37:  Evaluation Measures and Value Function for “Create an environment 
that promotes individual reliability” 
 

9.3 Create an environment that promotes individual reliability 
Evaluation Measures 

M You or your management team creates an environment that promotes 
individual reliability. 

O You feel as if you work in an environment that promotes individual 
reliability. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on creating an environment that promotes individual 
reliability of the employees in your organization.  Impacts 
will not be realized by either management or operational 
employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on creating an environment that promotes 
individual reliability of the employees in your organization.  
Impacts might be realized by either management or 
operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on creating an environment that 
promotes individual reliability of the employees in your 
organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on creating an 
environment that promotes individual reliability of the 
employees in your organization.  Impacts might be realized 
by both management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on creating an environment 
that promotes individual reliability of the employees in your 
organization.  Impacts will definitely be realized by both 
management and operational employees. 

1 
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Table C.38:  Evaluation Measures and Value Function for “Ensure adequate 
management oversight of organizational integrity issues” 
 

9.4 Ensure adequate management oversight of organizational integrity issues 
Evaluation Measures 

MO You feel that your organization ensures adequate management oversight 
of organizational integrity issues. 

Value Function 
Point Definition Value 

Not at All

If this task is implemented to the best of its ability, it has no 
impact on ensuring adequate management oversight of 
organizational integrity issues within your organization.  
Impacts will not be realized by either management or 
operational employees. 

0 

Limited

If this task is implemented to the best of its ability, it has a 
very subtle impact on ensuring adequate management 
oversight of organizational integrity issues within your 
organization.  Impacts might be realized by either 
management or operational employees. 

0.3 

Somewhat

If this task is implemented to the best of its ability, it has 
somewhat of an impact on ensuring adequate management 
oversight of organizational integrity issues within your 
organization.  Impacts could be realized by either 
management or operational employees. 

0.5 

Mostly

If this task is implemented to the best of its ability, it has a 
strong but not overwhelming impact on ensuring adequate 
management oversight of organizational integrity issues 
within your organization.  Impacts might be realized by both 
management and operational employees. 

0.7 

Direct

If this task is implemented to the best of its ability, it will 
have an overwhelming impact on ensuring adequate 
management oversight of organizational integrity issues 
within your organization.  Impacts will definitely be realized 
by both management and operational employees. 

1 
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Appendix D: Description of Duties for Respondents 
 
Description of Duties for Auditor 1: 
 
TITLE:  General Auditor - FINANCE GROUP 
 
PURPOSE 
Leads the corporate audit, quality assurance, and agent services functions.  Directs the 
development and execution of a comprehensive, enterprise-wide audit plan and program 
and oversees the review of independent agents to mitigate associated risk.    Reports to 
the Audit Committee of the Board of Directors, with dotted line reporting to the General 
Counsel. 
 
DUTIES AND RESPONSIBILITIES 
1. Initiates, cultivates and maintains professional relationships with the Board of Directors, 

Audit Committee, external auditors, and all levels of management. 
2. Develops and executes an internal audit plan, based on risk assessment, to analyze the 

quality and effectiveness of internal operating policies, administrative procedures, and 
systems of internal control. 

3. Directs staff in the preparation of audit reports, results reviews, findings, conclusions, 
and recommendations, including monitoring implementation. 

4. Leads team assisting in internal investigations and supporting compliance efforts. 
5. Ensures the effective evaluation of control areas of new systems and services prior to 

implementation or installation. 
6. Provides audit assistance to the independent accounting firm during annual audit of 

financial statements. 
7. Coordinates Risk Committee meetings. 
8. Develops and executes a comprehensive program of quality assurance reviews of 

independent agents to mitigate risk.  
9. Manages agent services escrow reconciliation. 
10. Manages a large decentralized national staff with a focus on superior service and staff 

development to address complex needs of fast growing company.  Maintains and 
promotes positive employee relations in work environment. 

11. Ensures staff is provided regular training and educational updates of rules, regulations, 
standards and best practices in the field of internal audit and related matters of 
importance to the department. 

12. Develops, documents, and implements policies and procedures for the Internal Audit 
and Quality Assurance Departments. 

13. Prepares, secures approval, and implements department operating budget and operates 
within those guidelines. 

14. Oversees audit-related due diligence for potential acquisitions. 
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Description of Duties for Auditor 2: 
 

TITLE:  Audit Manager-Information Systems – FINANCE GROUP 
 
PURPOSE 
Assist the Director of Internal Audit with management of the corporate audit function, 
including development and execution of the comprehensive risk-based audit plan designed 
to provide assessments of internal control processes and operational performance and 
facilitate the formulation of business strategies and management of risk of the information 
systems business segment.  Plans, coordinates, directs and/or executes corporate audit 
projects with specific responsibility for the continuous review of all information systems, 
telecommunications and data processing activities.  Assists with the development and 
maintenance of a highly professional audit staff and manages subordinate staff and staff 
assigned to specific projects. 
 
ESSENTIAL DUTIES AND RESPONSIBILITIES 
1. Assists in the design, development and maintenance of a comprehensive corporate 

audit plan of the information systems business based upon risk assessment, 
management’s goals and objectives, and the requirements of the Board Audit 
Committee.  Identifies potential audit areas, assesses the degree of inherent risk, 
proposes the level and frequency of audit coverage, and estimates the time and skills 
required to complete audit projects. 

2. Assists the Director of Internal Audit in defining, developing, and preparing the annual 
audit plans, budgets and schedules. 

3. Directs and/or performs systems-related audits of the Corporation in accordance with 
Generally Accepted Auditing Standards (as set forth by the AICPA) and the Standards 
for the Professional Practice of Internal Audit (as set forth by the IIA). 

4. Reviews or prepares detailed plans for performing individual system-related audits 
including objectives, procedures, budgets and schedules. 

5. Manages the activities of assigned audit team members by clarifying audit objectives, 
approving individual procedures, interpreting policy, and assisting in the resolution of 
unusual technical problems. 

6. Leads the presentation and review of audit findings with key members of operating 
management.  Recommends and explores task courses of action for correcting control 
weaknesses, resolving operating problems or improving performance. 

7. Analyzes all actions initiated or proposed in response to audit recommendations.  
Monitors the completion of corrective actions and, as necessary, advises management 
of non-compliance. 

8. Prepares or reviews and edits draft audit reports designed to provide operating and 
Corporate management and the Board Audit Committee with an objective assessment 
of systems, processes and operations and management’s planned corrective actions.  
Ensures the results of evaluations are presented in business rather than technical terms 
in order to promote understanding by non-technical personnel. 
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Description of Duties for Auditor 3: 
 

TITLE:  Auditor Senior-Information Systems – FINANCE GROUP 
 
PURPOSE 
Under general direction of the Internal Audit Manager – Information Systems, performs or 
directs various auditing tasks of complex application systems in production or under 
development for controls and security in accordance with prescribed company policies and 
procedures. This is a non-supervisory position but the incumbent will lead the activities of 
others on an ad hoc basis, will share expertise and provide training to other members of 
internal audit staff, and will provide input into staff evaluations. 
 
DUTIES AND RESPONSIBILITIES 
1. Performs or directs systems audits in a professional manner, in accordance with the 

professional practice of Internal Audit and the Internal Audit departments risk 
assessment. 

2. Prepares, documents, and executes computer programs in support of financial and 
operational audits. 

3. Reviews application, relational database management system, operating system, 
and communication systems security to ensure access is properly controlled. 

4. Reviews data center operations for both efficiency and effectiveness of processes. 
5. Participates and/or leads development activity to assure that standards and controls 

are included in projects. 
6. Provides input for revision of audit programs where necessary to accomplish audit 

objective. 
7. Prepares audit work papers documenting each audit step in the audit program.  

Ensures that information is presented clearly, concisely, accurately, in logical 
format, timely, and in accordance with standards. 

8. Makes or leads others in making oral and written presentations to management 
during and at conclusion of an audit, discussing deficiencies, recommending 
corrective action and suggesting improvements in internal controls.   

9. Interview persons in area under audit to gain understanding of how the system of 
internal control operates. 

10. Performs transaction and compliance testing to evaluate the existence, efficiency 
and effectiveness of internal control procedures. 

11. Performs system design, development, maintenance, and support of auditing 
applications.   

12. Assists external auditors by preparing work papers and schedules. 
13. Maintains updated knowledge of rules, regulations and standards in the fields of 

systems internal audit and accounting and related matters of interest to the 
department. 

14. Provides “first line” of support for hardware/software used by operational /financial 
auditors. 
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Appendix E: Deterministic Analysis 
 

Calculations and Final Scores for the 69 Value-driven Tasks 
 

Table E.1:  Calculations and Final Scores for the 69 Value-driven Tasks 
 

Task Impacts Sub-Objective Score 
vi(xi) 

Global 
Weight 

(wi) 

Final  
Score  

Σ wi * vi(xi) 
4.1 Maintain personal accountability 
for system use 0.7 0.0378 

4.2 Ensure appropriate levels of user 
access 0.7 0.0517 

4.3 Ensure appropriate physical 
security 0.5 0.056 

4.4 Ensure user access is based on 
"need to know" 0.7 0.0517 

4.5 Ensure adequate management 
oversight of access control 0.7 0.0378 

5.4 Minimize temptation to use 
information for personal benefit 0.7 0.0195 

6.1 Minimize inappropriate changes 
to data 0.7 0.1031 

6.2 Ensure appropriate data integrity 
controls for the processing of data 0.5 0.0883 

6.3 Ensure adequate management 
oversight of data integrity issues 0.7 0.0736 

8.1 Emphasize importance of data 
privacy 0.7 0.013 

8.2 Ensure employee awareness 
against disclosure of sensitive data 0.7 0.0142 

8.3 Ensure employees understand the 
repercussions of disclosing sensitive 
data 

0.7 0.0134 

8.4 Ensure that sensitive data is 
adequately secured 0.5 0.0288 

T1 – Security 
Awareness 
Training 

8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0118 

0.38587 

4.1 Maintain personal accountability 
for system use 0.5 0.0378 

4.2 Ensure appropriate levels of user 
access 0.3 0.0517 

T2 – Limit the 
use of group 
accounts or 
generic IDs 8.4 Ensure that sensitive data is 

adequately secured 0.7 0.0288 

0.05457 
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4.1 Maintain personal 
accountability for system use 0.7 0.0378 T3 - Password 

controls to 
force unique 

logons 
8.4 Ensure that sensitive data is 
adequately secured 0.7 0.0288 

0.04662 

4.4 Ensure user access is based on 
"need to know" 0.5 0.0517 

6.1 Minimize inappropriate changes 
to data 0.5 0.1031 

4.2 Ensure appropriate levels of 
user access 0.7 0.0517 

T4 - Pre-
defined roles 

and rights 

8.4 Ensure that sensitive data is 
adequately secured 0.5 0.0288 

0.12799 

5.4 Minimize temptation to use 
information for personal benefit 0.5 0.0195 

6.1 Minimize inappropriate changes 
to data 0.7 0.1031 

8.4 Ensure that sensitive data is 
adequately secured 0.7 0.0288 

T5 - 
Authorization 

procedures 

4.2 Ensure appropriate levels of 
user access 0.7 0.0517 

0.13827 

4.2 Ensure appropriate levels of 
user access 0.5 0.0517 T6- 

Centralized 
system 

administration 
8.4 Ensure that sensitive data is 
adequately secured 0.8 0.0288 

0.04889 

4.3 Ensure appropriate physical 
security 0.7 0.056 T7 – 

Badges/key 
cards 8.4 Ensure that sensitive data is 

adequately secured 0.7 0.0288 
0.05936 

4.3 Ensure appropriate physical 
security 0.5 0.056 T8 - Video 

surveillance 8.4 Ensure that sensitive data is 
adequately secured 0.7 0.0288 

0.04816 

4.3 Ensure appropriate physical 
security 0.7 0.056 T9 - Security 

guards 8.4 Ensure that sensitive data is 
adequately secured 0.7 0.0288 

0.05936 

4.4 Ensure user access is based on 
"need to know" 0.5 0.0517 T10 – Well-

defined job 
descriptions 6.1 Minimize inappropriate changes 

to data 0.5 0.1031 
0.07740 

4.4 Ensure user access is based on 
"need to know" 0.5 0.0517 T11 – 

Segregation of 
duties matrix 6.1 Minimize inappropriate changes 

to data 0.5 0.1031 
0.07740 

4.4 Ensure user access is based on 
"need to know" 0.7 0.0517 T12 - 

Automated 
access 

monitoring 
system 

6.1 Minimize inappropriate changes 
to data 0.7 0.1031 

0.10836 
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T13 - Periodic 
review of user 
access roles 
and rights 

4.5 Ensure adequate management 
oversight of access control 0.7 0.0378 0.02646 

8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0118 

4.5 Ensure adequate management 
oversight of access control 0.7 0.0378 

T14 - Security 
administration 
group/policy 

makers 6.3 Ensure adequate management 
oversight of data integrity issues 0.7 0.0736 

0.08624 

T15 – Audit 
log reviews 

4.5 Ensure adequate management 
oversight of access control 0.5 0.0378 0.0189 

T16 - Review 
of termination 

lists 
(centralized 

review) 

4.5 Ensure adequate management 
oversight of access control 0.5 0.0378 0.0189 

T17 - Edit and 
validation 
routines 

6.2 Ensure appropriate data 
integrity controls for the processing 
of data 

0.8 0.0883 0.07064 

T18 – 
Reconciliation 

procedures 

6.2 Ensure appropriate data 
integrity controls for the processing 
of data 

0.7 0.0883 0.06181 

T19 – Periodic 
error log audits 

6.3 Ensure adequate management 
oversight of data integrity issues 0.7 0.0736 0.05152 

T20 – Periodic 
review of 

reconciliations 

6.3 Ensure adequate management 
oversight of data integrity issues 0.7 0.0736 0.05152 
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1.1 Develop a management team 
that leads by example 0.5 0.0094 

2.1 Create an environment that 
promotes contribution 0.5 0.0149 

2.2 Instill high levels of morale 0.7 0.0149 
2.3 Increase/maintain pride in the 
organization 0.7 0.0149 

2.4 Develop and maintain a 
motivated workforce 0.5 0.0149 

3.1 Create an environment that 
makes it ok to report unethical 
behavior (whistle blowing) 

0.5 0.0161 

3.2 Instill professional-based work 
ethics 0.7 0.0265 

3.3 Create an environment that 
promotes organizational loyalty 0.5 0.0121 

5.1 Maximize employee integrity in 
the company 0.5 0.0325 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.013 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.013 

5.4 Minimize temptation to use 
information for personal benefit 0.5 0.0195 

8.1 Emphasize importance of data 
privacy 0.5 0.013 

8.2 Ensure employee awareness 
against disclosure of sensitive data 0.5 0.0142 

8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.5 0.0134 

9.1 Create an environment that 
empowers employees 0.5 0.0155 

9.2 Create an environment that 
promotes respect 0.7 0.0155 

T21- 
Amendments 

to Guiding 
Principles 

9.3 Create an environment that 
promotes individual reliability 0.3 0.0155 

0.15826 
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1.1 Develop a management team 
that leads by example 0.7 0.0094 

3.1 Create an environment that 
makes it ok to report unethical 
behavior (whistle blowing) 

0.6 0.0161 

3.2 Instill professional-based work 
ethics 0.5 0.0265 

5.1 Maximize employee integrity in 
the company 0.5 0.0325 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.013 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.013 

5.4 Minimize temptation to use 
information for personal benefit 0.5 0.0195 

8.1 Emphasize importance of data 
privacy 0.7 0.013 

8.2 Ensure employee awareness 
against disclosure of sensitive data 0.7 0.0142 

8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.7 0.0134 

9.2 Create an environment that 
promotes respect 0.7 0.0155 

T22 - 
Amendments 

to Code of 
Business 

Conduct and 
Ethics 

9.3 Create an environment that 
promotes individual reliability 0.3 0.0155 

0.11501 

T23 - Written 
in Job 

Descriptions 

1.1 Develop a management team 
that leads by example 0.7 0.0094 0.00658 

T24 - 
Compensation/

incentive 
programs 

designed to 
influence 

management 
teams leading 
by example 

1.1 Develop a management team 
that leads by example 0.7 0.0094 0.00658 

T25 -
Empowerment 

Training 

1.1 Develop a management team 
that leads by example 0.7 0.0094 0.00658 

1.2 Ensure confidence/comfort 
level in using computers 0.7 0.0094 

1.4 Ensure employees have 
adequate IT training 0.7 0.0153 

T26 - IT 
Training and 
development 

1.5 Ensure IT capability level of 
staff 0.7 0.0213 

0.03220 
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1.2 Ensure confidence/comfort 
level in using computers 0.5 0.0094 T27 – Hire 

employees 
with adequate 

IT skills 
1.5 Ensure IT capability level of 
staff 0.5 0.0213 

0.01535 

T28 - 
Standardized 

computer 
platforms 

1.2 Ensure confidence/comfort 
level in using computers 0.5 0.0094 0.00470 

T29 - 
Compensation 

programs 
aligned with 

company 
values 

1.3 Create legitimate opportunities 
for financial gain 0.8 0.0118 0.00944 

T30 - 
Recognition 

programs 

1.3 Create legitimate opportunities 
for financial gain 0.3 0.0118 0.00354 

T31 - Goals 
and incentives 

tied to job 
descriptions 

and 
performance 

1.3 Create legitimate opportunities 
for financial gain 0.7 0.0118 0.00826 

1.4 Ensure employees have 
adequate IT training 0.5 0.0153 T32 - Skills 

assessments 
and 

performance 
evaluations 

1.5 Ensure IT capability level of 
staff 0.8 0.0213 

0.02469 

1.4 Ensure employees have 
adequate IT training 0.7 0.0153 T33 - 

Individual 
development 

plans 
1.5 Ensure IT capability level of 
staff 0.7 0.0213 

0.02562 

T34 - Budget 
for Training 

1.4 Ensure employees have 
adequate IT training 0.7 0.0153 0.01071 
7.1 Understand the expected use of 
available information and its 
relation to individual business 
processes 

0.7 0.0736 

7.3 Ensure that appropriate 
organizational controls are in place 0.7 0.0354 

T35 - Process 
design training 

7.2 Develop procedures for 
managing changes to business 
processes 

0.7 0.0146 

0.08652 

T36 - 
Document and 
make known 

business 
processes 

7.1 Understand the expected use of 
available information and its 
relation to individual business 
processes 

0.5 0.0736 0.03680 
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T37 -Create 
and make 

known 
information 

classification 
standards 

7.1 Understand the expected use of 
available information and its 
relation to individual business 
processes 

0.5 0.0736 0.03680 

T38 - Create 
and manage a 

business 
process 

improvement 
program 

7.2 Develop procedures for 
managing changes to business 
processes 

0.7 0.0146 0.01022 

T39 - Create 
and adhere to 

business 
process 

maturity/lifecy
cle model 

7.2 Develop procedures for 
managing changes to business 
processes 

0.7 0.0146 0.01022 

T40 - Risk 
assessment 
activities 

7.3 Ensure that appropriate 
organizational controls are in place 0.7 0.0354 0.02478 

T41 - Periodic 
review of 
business 
process 

improvement 
program 

7.3 Ensure that appropriate 
organizational controls are in place 0.7 0.0354 0.02478 

T42 -
Executive 

management 
oversight 

7.3 Ensure that appropriate 
organizational controls are in place 0.7 0.0354 0.02478 

8.1 Emphasize importance of data 
privacy 0.7 0.013 

8.2 Ensure employee awareness 
against disclosure of sensitive data 0.7 0.0142 

T43 - 
Amendments 
to Employee 

Manual 8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.7 0.0134 

0.02842 

8.2 Ensure employee awareness 
against disclosure of sensitive data 0.5 0.0142 

8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.5 0.0134 
T44 - Posters 
in the coffee 

room 
8.1 Emphasize importance of data 
privacy 0.5 0.013 

0.02030 
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5.2 Create a desire to not 
jeopardize the reputation of the 
company 

0.7 0.013 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.013 

5.4 Minimize temptation to use 
information for personal benefit 0.7 0.0195 

8.2 Ensure employee awareness 
against disclosure of sensitive data 0.9 0.0142 

T45 – 
Nondisclosure 
agreement with 
repercussions 

8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.9 0.0134 

0.05669 

T46 - Privacy 
officer 

8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0118 0.00826 

T47 - Incident 
response team 

8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0118 0.00826 

T48 - Periodic 
review of 

public 
information 

8.5 Ensure adequate management 
oversight of privacy issues 0.5 0.0118 0.00590 

T49 - Oversee 
Privacy aspects 

of Security 
Awareness 
Training 

8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0118 0.00826 

2.1 Create an environment that 
promotes contribution 0.9 0.0149 

2.2 Instill high levels of morale 0.9 0.0149 
2.3 Increase/maintain pride in the 
organization 0.7 0.0149 

2.4 Develop and maintain a 
motivated workforce 0.5 0.0149 

3.3 Create an environment that 
promotes organizational loyalty 0.5 0.0121 

5.1 Maximize employee integrity 
in the company 0.5 0.0325 

5.2 Create a desire to not 
jeopardize the reputation of the 
company 

0.5 0.013 

9.1 Create an environment that 
empowers employees 0.9 0.0155 

T50 - Authority 
delegation 

(written 
document for 

empowerment ) 

9.2 Create an environment that 
promotes respect 0.7 0.0155 

0.09830 
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2.1 Create an environment that 
promotes contribution 0.9 0.0149 

2.2 Instill high levels of morale 0.8 0.0149 
2.3 Increase/maintain pride in the 
organization 0.7 0.0149 

2.4 Develop and maintain a 
motivated workforce 0.5 0.0149 

3.3 Create an environment that 
promotes organizational loyalty 0.7 0.0121 

5.1 Maximize employee integrity in 
the company 0.5 0.0325 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.013 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.013 

5.4 Minimize temptation to use 
information for personal benefit 0.5 0.0195 

9.1 Create an environment that 
empowers employees 0.7 0.0155 

T51 - 
Compensation 
and incentives 

tied to 
performance 

9.3 Create an environment that 
promotes individual reliability 0.6 0.0155 

0.11343 

2.1 Create an environment that 
promotes contribution 0.7 0.0149 

2.2 Instill high levels of morale 0.8 0.0149 
2.3 Increase/maintain pride in the 
organization 0.7 0.0149 

2.4 Develop and maintain a 
motivated workforce 0.9 0.0149 

3.3 Create an environment that 
promotes organizational loyalty 0.7 0.0121 

5.1 Maximize employee integrity in 
the company 0.7 0.0325 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.7 0.013 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.8 0.013 

T52 - Rewards 
program tied to 

employee 
performance 

9.3 Create an environment that 
promotes individual reliability 0.7 0.0155 

0.10776 
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2.1 Create an environment that 
promotes contribution 0.5 0.0149 

2.2 Instill high levels of morale 0.7 0.0149 
2.3 Increase/maintain pride in the 
organization 0.5 0.0149 

2.4 Develop and maintain a 
motivated workforce 0.8 0.0149 

3.3 Create an environment that 
promotes organizational loyalty 0.3 0.0121 

5.1 Maximize employee integrity in 
the company 0.5 0.0325 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.4 0.013 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.5 0.013 

9.1 Create an environment that 
empowers employees 0.5 0.0155 

T53 – Well-
defined career 

paths 

9.3 Create an environment that 
promotes individual reliability 0.7 0.0155 

0.08743 

2.1 Create an environment that 
promotes contribution 0.7 0.0149 

2.2 Instill high levels of morale 0.5 0.0149 
2.3 Increase/maintain pride in the 
organization 0.5 0.0149 

2.4 Develop and maintain a 
motivated workforce 0.7 0.0149 

3.3 Create an environment that 
promotes organizational loyalty 0.3 0.0121 

5.1 Maximize employee integrity in 
the company 0.7 0.0325 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.013 

9.1 Create an environment that 
empowers employees 0.5 0.0155 

T54 - Open 
communicatio

n policy 

9.2 Create an environment that 
promotes respect 0.5 0.0155 

0.08414 
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2.1 Create an environment that 
promotes contribution 0.7 0.0149 

2.2 Instill high levels of morale 0.7 0.0149 
2.3 Increase/maintain pride in the 
organization 0.7 0.0149 

2.4 Develop and maintain a 
motivated workforce 0.8 0.0149 

3.3 Create an environment that 
promotes organizational loyalty 0.5 0.0121 

5.1 Maximize employee integrity in 
the company 0.5 0.0325 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.013 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.013 

5.4 Minimize temptation to use 
information for personal benefit 0.5 0.0195 

T55 - 
Contribution/m

atching 
program 

9.3 Create an environment that 
promotes individual reliability 0.7 0.0155 

0.10171 

2.1 Create an environment that 
promotes contribution 0.7 0.0149 

2.4 Develop and maintain a 
motivated workforce 0.5 0.0149 

3.3 Create an environment that 
promotes organizational loyalty 0.5 0.0121 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.3 0.013 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.5 0.013 

9.2 Create an environment that 
promotes respect 0.8 0.0155 

2.2 Instill high levels of morale 0.5 0.0149 

T56 - 
Teambuilding 

Exercises 

2.3 Increase/maintain pride in the 
organization 0.7 0.0149 

0.06461 
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2.1 Create an environment that 
promotes contribution 0.5 0.0149 

2.2 Instill high levels of morale 0.6 0.0149 
2.3 Increase/maintain pride in the 
organization 0.6 0.0149 

2.4 Develop and maintain a 
motivated workforce 0.8 0.0149 

3.3 Create an environment that 
promotes organizational loyalty 0.7 0.0121 

5.1 Maximize employee integrity in 
the company 0.8 0.0325 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.3 0.013 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.5 0.013 

9.1 Create an environment that 
empowers employees 0.8 0.0155 

T57 - Provide 
training and 
development 
programs for 

career 
advancement 

9.3 Create an environment that 
promotes individual reliability 0.8 0.0155 

0.10692 

T58 – Ethics 
Hotline 

3.1 Create an environment that 
makes it ok to report unethical 
behavior (whistle blowing) 

0.9 0.0161 0.01449 

T59 - Policy of 
no retaliation 
to employees 
who report 
suspected 

issues 

3.1 Create an environment that 
makes it ok to report unethical 
behavior (whistle blowing) 

0.7 0.0161 0.01127 

T60 - Hiring 
policies 

(background 
and credit 
checks) 

3.2 Instill professional-based work 
ethics 0.7 0.0265 0.01152 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.9 0.0128 
T61 - Chief 

Ethics Officer 3.4 Ensure adequate management 
oversight of developing and 
sustaining an ethical environment 

0.8 0.0234 

0.03727 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.8 0.0128 
T62 - Ethics 
Committee 3.4 Ensure adequate management 

oversight of developing and 
sustaining an ethical environment 

0.8 0.0234 

0.02896 
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9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.8 0.0128 T63 - Ethics 
officer reports 
to the board or 

audit 
committee 

3.4 Ensure adequate management 
oversight of developing and 
sustaining an ethical environment 

0.7 0.0234 

0.02662 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.8 0.0128 T64 - Periodic 
ethics 

questionnaires 
of employees 

3.4 Ensure adequate management 
oversight of developing and 
sustaining an ethical environment 

0.7 0.0234 

0.02662 

T65 - 
Employees 

reaffirm 
(written test) 
ethics policy 
on a periodic 

basis 

3.4 Ensure adequate management 
oversight of developing and 
sustaining an ethical environment 

0.7 0.0234 0.01638 

T66 - 
Performance 
management 

including 
upward 

feedback 

9.2 Create an environment that 
promotes respect 0.8 0.0155 0.01240 

T67 - 
Performance 
evaluations 

9.3 Create an environment that 
promotes individual reliability 0.8 0.0155 0.0124 

T68 - 
Budget/Financi

al reviews 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.7 0.0128 0.00896 

T69 - Board 
and Audit 
Committee 

periodic 
review of 

business plans 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.8 0.0128 0.01024 
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69 Value-driven Tasks by Rank 
 

Table E.2:  69 Value-driven Tasks by Rank 
 

Rank Task Impacts Sub-Objective 
4.1 Maintain personal accountability for system use 
4.2 Ensure appropriate levels of user access 
4.3 Ensure appropriate physical security 
4.4 Ensure user access is based on "need to know" 
4.5 Ensure adequate management oversight of access control 
5.4 Minimize temptation to use information for personal benefit 
6.1 Minimize inappropriate changes to data 
6.2 Ensure appropriate data integrity controls for the processing of 
data 
6.3 Ensure adequate management oversight of data integrity issues 
8.1 Emphasize importance of data privacy 
8.2 Ensure employee awareness against disclosure of sensitive data 
8.3 Ensure employees understand the repercussions of disclosing 
sensitive data 
8.4 Ensure that sensitive data is adequately secured 

1 
T1 – Security 

Awareness 
Training 

8.5 Ensure adequate management oversight of privacy issues 
1.1 Develop a management team that leads by example 
2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 
2.3 Increase/maintain pride in the organization 
2.4 Develop and maintain a motivated workforce 
3.1 Create an environment that makes it ok to report unethical 
behavior (whistle blowing) 
3.2 Instill professional-based work ethics 
3.3 Create an environment that promotes organizational loyalty 
5.1 Maximize employee integrity in the company 
5.2 Create a desire to not jeopardize the reputation of the company 
5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 
5.4 Minimize temptation to use information for personal benefit 
8.1 Emphasize importance of data privacy 
8.2 Ensure employee awareness against disclosure of sensitive data 
8.3 Ensure employees understand the repercussions of disclosing 
sensitive data 
9.1 Create an environment that empowers employees 
9.2 Create an environment that promotes respect 

2 
T21- Amendments 

to Guiding 
Principles 

9.3 Create an environment that promotes individual reliability 
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5.4 Minimize temptation to use information for personal benefit 
6.1 Minimize inappropriate changes to data 
8.4 Ensure that sensitive data is adequately secured 3 T5 - Authorization 

procedures 
4.2 Ensure appropriate levels of user access 
4.4 Ensure user access is based on "need to know" 
6.1 Minimize inappropriate changes to data 
4.2 Ensure appropriate levels of user access 4 T4 - Pre-defined 

roles and rights 
8.4 Ensure that sensitive data is adequately secured 
1.1 Develop a management team that leads by example 
3.1 Create an environment that makes it ok to report unethical 
behavior (whistle blowing) 
3.2 Instill professional-based work ethics 
5.1 Maximize employee integrity in the company 
5.2 Create a desire to not jeopardize the reputation of the company 
5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 
5.4 Minimize temptation to use information for personal benefit 
8.1 Emphasize importance of data privacy 
8.2 Ensure employee awareness against disclosure of sensitive data 
8.3 Ensure employees understand the repercussions of disclosing 
sensitive data 
9.2 Create an environment that promotes respect 

5 

T22 - 
Amendments to 

Code of Business 
Conduct and 

Ethics 

9.3 Create an environment that promotes individual reliability 
2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 
2.3 Increase/maintain pride in the organization 
2.4 Develop and maintain a motivated workforce 
3.3 Create an environment that promotes organizational loyalty 
5.1 Maximize employee integrity in the company 
5.2 Create a desire to not jeopardize the reputation of the company 
5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 
5.4 Minimize temptation to use information for personal benefit 
9.1 Create an environment that empowers employees 

6 
T51 - 

Compensation and 
incentives tied to 

performance 

9.3 Create an environment that promotes individual reliability 
4.4 Ensure user access is based on "need to know" 

7 
T12 - Automated 
access monitoring 

system 6.1 Minimize inappropriate changes to data 
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2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 
2.3 Increase/maintain pride in the organization 
2.4 Develop and maintain a motivated workforce 
3.3 Create an environment that promotes organizational loyalty 
5.1 Maximize employee integrity in the company 
5.2 Create a desire to not jeopardize the reputation of the company 
5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 

8 T52 - Rewards 
program 

9.3 Create an environment that promotes individual reliability 
2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 
2.3 Increase/maintain pride in the organization 
2.4 Develop and maintain a motivated workforce 
3.3 Create an environment that promotes organizational loyalty 
5.1 Maximize employee integrity in the company 

5.2 Create a desire to not jeopardize the reputation of the company 

5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 
9.1 Create an environment that empowers employees 

9 

T57 - Provide 
training and 
development 
programs for 

career 
advancement 

9.3 Create an environment that promotes individual reliability 
2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 
2.3 Increase/maintain pride in the organization 
2.4 Develop and maintain a motivated workforce 
3.3 Create an environment that promotes organizational loyalty 

5.1 Maximize employee integrity in the company 
5.2 Create a desire to not jeopardize the reputation of the company 
5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 
5.4 Minimize temptation to use information for personal benefit 

10 
T55 - 

Contribution/matc
hing program 

9.3 Create an environment that promotes individual reliability 
2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 
2.3 Increase/maintain pride in the organization 
2.4 Develop and maintain a motivated workforce 
3.3 Create an environment that promotes organizational loyalty 
5.1 Maximize employee integrity in the company 

5.2 Create a desire to not jeopardize the reputation of the company 

9.1 Create an environment that empowers employees 

11 
T50 - Authority 

delegation (written 
document for 

empowerment ) 

9.2 Create an environment that promotes respect 
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2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 
2.3 Increase/maintain pride in the organization 
2.4 Develop and maintain a motivated workforce 
3.3 Create an environment that promotes organizational loyalty 
5.1 Maximize employee integrity in the company 
5.2 Create a desire to not jeopardize the reputation of the company 
5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 
9.1 Create an environment that empowers employees 

12 
T53 – Well-

defined career 
paths 

9.3 Create an environment that promotes individual reliability 
7.1 Understand the expected use of available information and its 
relation to individual business processes 
7.3 Ensure that appropriate organizational controls are in place 13 T35 - Process 

design training 
7.2 Develop procedures for managing changes to business processes 
8.5 Ensure adequate management oversight of privacy issues 
4.5 Ensure adequate management oversight of access control 14 

T14 - Security 
administration 
group/policy 

makers 6.3 Ensure adequate management oversight of data integrity issues 

2.1 Create an environment that promotes contribution 
2.2 Instill high levels of morale 
2.3 Increase/maintain pride in the organization 
2.4 Develop and maintain a motivated workforce 
3.3 Create an environment that promotes organizational loyalty 
5.1 Maximize employee integrity in the company 
5.2 Create a desire to not jeopardize the reputation of the company 
9.1 Create an environment that empowers employees 

15 
T54 - Open 

communication 
policy 

9.2 Create an environment that promotes respect 
4.4 Ensure user access is based on "need to know" 16 T10 - Well-defined 

job descriptions 6.1 Minimize inappropriate changes to data 
4.4 Ensure user access is based on "need to know" 17 T11 – Segregation 

of duties matrix 6.1 Minimize inappropriate changes to data 

18 T17 - Edit and 
validation routines 

6.2 Ensure appropriate data integrity controls for the processing of 
data 
2.1 Create an environment that promotes contribution 
2.4 Develop and maintain a motivated workforce 

3.3 Create an environment that promotes organizational loyalty 

5.2 Create a desire to not jeopardize the reputation of the company 
5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 
9.2 Create an environment that promotes respect 
2.2 Instill high levels of morale 

19 
T56 - 

Teambuilding 
Exercises 

2.3 Increase/maintain pride in the organization 
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20 
T18 – 

Reconciliation 
procedures 

6.2 Ensure appropriate data integrity controls for the processing of 
data 

4.3 Ensure appropriate physical security 
21 T7 – Badges/key 

cards 8.4 Ensure that sensitive data is adequately secured 

4.3 Ensure appropriate physical security 
22 T9 - Security 

guards 8.4 Ensure that sensitive data is adequately secured 

5.2 Create a desire to not jeopardize the reputation of the company 

5.3 Create an environment that promotes the organization’s best 
interests rather than personal gain 
5.4 Minimize temptation to use information for personal benefit 

8.2 Ensure employee awareness against disclosure of sensitive data 

23 
T45 – 

Nondisclosure 
agreement with 
repercussions 

8.3 Ensure employees understand the repercussions of disclosing 
sensitive data 

4.1 Maintain personal accountability for system use 

4.2 Ensure appropriate levels of user access 24 
T2 - Limit the use 
of group accounts 

or generic IDs 8.4 Ensure that sensitive data is adequately secured 

25 T19 – Periodic 
error log audits 6.3 Ensure adequate management oversight of data integrity issues 

26 
T20 – Periodic 

review of 
reconciliations 

6.3 Ensure adequate management oversight of data integrity issues 

4.2 Ensure appropriate levels of user access 
27 

T6- Centralized 
system 

administration 8.4 Ensure that sensitive data is adequately secured 

4.3 Ensure appropriate physical security 28 T8 - Video 
surveillance 8.4 Ensure that sensitive data is adequately secured 

4.1 Maintain personal accountability for system use 
29 

T3 - Password 
controls to force 
unique logons 8.4 Ensure that sensitive data is adequately secured 

9.4 Ensure adequate management oversight of organizational 
integrity issues 30 T61 - Chief Ethics 

Officer 3.4 Ensure adequate management oversight of developing and 
sustaining an ethical environment 

31 
T36 - Document 
and make known 

business processes 

7.1 Understand the expected use of available information and its 
relation to individual business processes 

32 

T37 -Create and 
make known 
information 

classification 
standards 

7.1 Understand the expected use of available information and its 
relation to individual business processes 
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1.2 Ensure confidence/comfort level in using computers 

1.4 Ensure employees have adequate IT training 33 T26 - IT Training 
and development 

1.5 Ensure IT capability level of staff 
9.4 Ensure adequate management oversight of organizational 
integrity issues 34 T62 - Ethics 

Committee 3.4 Ensure adequate management oversight of developing and 
sustaining an ethical environment 
8.1 Emphasize importance of data privacy 

8.2 Ensure employee awareness against disclosure of sensitive data 35 
T43 - 

Amendments to 
Employee Manual 8.3 Ensure employees understand the repercussions of disclosing 

sensitive data 
9.4 Ensure adequate management oversight of organizational 
integrity issues 36 

T63 - Ethics 
officer reports to 
the board or audit 

committee 
3.4 Ensure adequate management oversight of developing and 
sustaining an ethical environment 
9.4 Ensure adequate management oversight of organizational 
integrity issues 37 

T64 - Periodic 
ethics 

questionnaires of 
employees 

3.4 Ensure adequate management oversight of developing and 
sustaining an ethical environment 

38 
T13 - Periodic 
review of user 

access roles and 
rights 

4.5 Ensure adequate management oversight of access control 

1.4 Ensure employees have adequate IT training 39 T33 - Individual 
development plans 1.5 Ensure IT capability level of staff 

40 
T40 - Risk 
assessment 
activities 

7.3 Ensure that appropriate organizational controls are in place 

41 

T41 - Periodic 
review of business 

process 
improvement 

program 

7.3 Ensure that appropriate organizational controls are in place 

42 
T42 -Executive 

management 
oversight 

7.3 Ensure that appropriate organizational controls are in place 

1.4 Ensure employees have adequate IT training 

43 
T32 - Skills 

assessments and 
performance 
evaluations 

1.5 Ensure IT capability level of staff 

8.2 Ensure employee awareness against disclosure of sensitive data 

8.3 Ensure employees understand the repercussions of disclosing 
sensitive data 

44 T44 - Posters in 
the coffee room 

8.1 Emphasize importance of data privacy 
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45 T15 – Audit log 
reviews 4.5 Ensure adequate management oversight of access control 

46 
T16 - Review of 
termination lists 

(centralized 
review) 

4.5 Ensure adequate management oversight of access control 

47 
T65 - Employees 
reaffirm (written 
test) ethics policy 
on a periodic basis 

3.4 Ensure adequate management oversight of developing and 
sustaining an ethical environment 

1.2 Ensure confidence/comfort level in using computers 
48 

T27 – Hire 
employees with 

adequate IT skills 1.5 Ensure IT capability level of staff 

49 T58 – Ethics 
Hotline 

3.1 Create an environment that makes it ok to report unethical 
behavior (whistle blowing) 

50 
T66 - Performance 

management 
including upward 

feedback 

9.2 Create an environment that promotes respect 

51 T67 - Performance 
evaluations 9.3 Create an environment that promotes individual reliability 

52 
T60 - Hiring 

policies 
(background and 

credit checks) 

3.2 Instill professional-based work ethics 

53 

T59 - Policy of no 
retaliation to 

employees who 
report suspected 

issues 

3.1 Create an environment that makes it ok to report unethical 
behavior (whistle blowing) 

54 T34 - Budget for 
Training 1.4 Ensure employees have adequate IT training 

55 
T69 - Board and 
Audit Committee 
periodic review of 

business plans 

9.4 Ensure adequate management oversight of organizational 
integrity issues 

56 

T38 - Create and 
manage a business 

process 
improvement 

program 

7.2 Develop procedures for managing changes to business processes 

57 

T39 - Create and 
adhere to business 

process 
maturity/lifecycle 

model 

7.2 Develop procedures for managing changes to business processes 

58 

T29 - 
Compensation 

programs aligned 
with company 

values 

1.3 Create legitimate opportunities for financial gain 
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59 
T68 - 

Budget/Financial 
reviews 

9.4 Ensure adequate management oversight of organizational 
integrity issues 

60 
T31 - Goals and 
incentives tied to 
job descriptions 
and performance 

1.3 Create legitimate opportunities for financial gain 

61 T46 - Privacy 
officer 8.5 Ensure adequate management oversight of privacy issues 

62 T47 - Incident 
response team 8.5 Ensure adequate management oversight of privacy issues 

63 

T49 - Oversee 
Privacy aspects of 

Security 
Awareness 
Training 

8.5 Ensure adequate management oversight of privacy issues 

64 T23 - Written in 
Job Descriptions 1.1 Develop a management team that leads by example 

65 

T24 - 
Compensation/ince

ntive programs 
designed to 
influence 

management teams 
leading by 
example 

1.1 Develop a management team that leads by example 

66 
T25 -

Empowerment 
Training 

1.1 Develop a management team that leads by example 

67 
T48 - Periodic 

review of public 
information 

8.5 Ensure adequate management oversight of privacy issues 

68 
T28 - Standardized 

computer 
platforms 

1.2 Ensure confidence/comfort level in using computers 

69 T30 - Recognition 
programs 1.3 Create legitimate opportunities for financial gain 
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Calculations for Sensitivity Analysis 
 

Table E.3:  Sensitivity Analysis:  Calculations for 100% Technical 
 

100% Technical 

Task Impacts Sub-Objective Score 
vi(xi) 

Adjusted 
Global 
Weight 

(wi) 

Final  
Score 

4.1 Maintain personal accountability for 
system use 0.7 0.0756 

4.2 Ensure appropriate levels of user access 0.7 0.1034 
4.3 Ensure appropriate physical security 0.5 0.1120 
4.4 Ensure user access is based on "need to 
know" 0.7 0.1034 

4.5 Ensure adequate management oversight 
of access control 0.7 0.0756 

5.4 Minimize temptation to use information 
for personal benefit 0.7 0.0390 

6.1 Minimize inappropriate changes to data 0.7 0.2062 
6.2 Ensure appropriate data integrity 
controls for the processing of data 0.5 0.1766 

T1 – Security 
Awareness 
Training 

6.3 Ensure adequate management oversight 
of data integrity issues 0.7 0.1472 

0.6696 

4.1 Maintain personal accountability for 
system use 0.5 0.0756 T2 - Limit the 

use of group 
accounts or 
generic IDs 4.2 Ensure appropriate levels of user access 0.3 0.1034 

0.0688 

T3 - Password 
controls to 

force unique 
logons 

4.1 Maintain personal accountability for 
system use 0.7 0.0756 0.0529 

4.4 Ensure user access is based on "need to 
know" 0.5 0.1034 

6.1 Minimize inappropriate changes to data 0.5 0.2062 

T4 - Pre-
defined roles 

and rights 
4.2 Ensure appropriate levels of user access 0.7 0.1034 

0.2271 

6.1 Minimize inappropriate changes to data 0.7 0.2062 T5 - 
Authorization 

procedures 4.2 Ensure appropriate levels of user access 0.7 0.1034 
0.2167 

T6- Centralized 
system 

administration 
4.2 Ensure appropriate levels of user access 0.5 0.1034 0.0517 

T7 – 
Badges/key 

cards 
4.3 Ensure appropriate physical security 0.7 0.1120 0.0784 
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T8 - Video 
surveillance 4.3 Ensure appropriate physical security 0.5 0.1120 0.0560 
T9 - Security 

guards 4.3 Ensure appropriate physical security 0.7 0.1120 0.0784 
4.4 Ensure user access is based on "need to 
know" 0.5 0.1034 T10 - Well-

defined job 
descriptions 6.1 Minimize inappropriate changes to data 0.5 0.2062 

0.1548 

4.4 Ensure user access is based on "need to 
know" 0.5 0.1034 T11 – 

Segregation of 
duties matrix 6.1 Minimize inappropriate changes to data 0.5 0.2062 

0.1548 

4.4 Ensure user access is based on "need to 
know" 0.7 0.1034 T12 - 

Automated 
access 

monitoring 
system 

6.1 Minimize inappropriate changes to data 0.7 0.2062 
0.2167 

T13 - Periodic 
review of user 
access roles 
and rights 

4.5 Ensure adequate management oversight 
of access control 0.7 0.0756 0.0529 

4.5 Ensure adequate management oversight 
of access control 0.7 0.0756 T14 - Security 

administration 
group/policy 

makers 
6.3 Ensure adequate management oversight 
of data integrity issues 0.7 0.1472 

0.1560 

T15 – Audit 
log reviews 

4.5 Ensure adequate management oversight 
of access control 0.5 0.0756 0.0378 

T16 - Review 
of termination 

lists 
(centralized 

review) 

4.5 Ensure adequate management oversight 
of access control 0.5 0.0756 0.0378 

T17 - Edit and 
validation 
routines 

6.2 Ensure appropriate data integrity 
controls for the processing of data 0.8 0.1766 0.1413 

T18 – 
Reconciliation 

procedures 

6.2 Ensure appropriate data integrity 
controls for the processing of data 0.7 0.1766 0.1236 

T19 – Periodic 
error log audits 

6.3 Ensure adequate management oversight 
of data integrity issues 0.7 0.1472 0.1030 

T20 – Periodic 
review of 

reconciliations 

6.3 Ensure adequate management oversight 
of data integrity issues 0.7 0.1472 0.1030 
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Table E.4:  Sensitivity Analysis:  Calculations for 100% Socio-Technical 
 

100% Socio-technical 

Task Impacts Sub-Objective Score 
vi(xi) 

Adjusted 
Global 

Weight (wi) 

Final  
Score  

8.1 Emphasize importance of data 
privacy 0.7 0.0578 

8.2 Ensure employee awareness 
against disclosure of sensitive 
data 

0.7 0.0631 

8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.7 0.0596 

8.4 Ensure that sensitive data is 
adequately secured 0.5 0.1280 

T1 – Security Awareness 
Training 

8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0524 

0.2270 

T2 - Limit the use of group 
accounts or generic IDs 

8.4 Ensure that sensitive data is 
adequately secured 0.7 0.1280 0.0896 

T3 - Password controls to force 
unique logons 

8.4 Ensure that sensitive data is 
adequately secured 0.7 0.1280 0.0896 

T4 - Pre-defined roles and 
rights 

8.4 Ensure that sensitive data is 
adequately secured 0.5 0.1280 0.0640 

T5 - Authorization procedures 8.4 Ensure that sensitive data is 
adequately secured 0.7 0.1280 0.0896 

T6- Centralized system 
administration 

8.4 Ensure that sensitive data is 
adequately secured 0.8 0.1280 0.1024 

T7 – Badges/key cards 8.4 Ensure that sensitive data is 
adequately secured 0.7 0.1280 0.0896 

T8 - Video surveillance 8.4 Ensure that sensitive data is 
adequately secured 0.7 0.1280 0.0896 

T9 - Security guards 8.4 Ensure that sensitive data is 
adequately secured 0.7 0.1280 0.0896 

T14 - Security administration 
group/policy makers 

8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0524 0.0367 

1.1 Develop a management team 
that leads by example 0.5 0.0418 

8.1 Emphasize importance of data 
privacy 0.5 0.0578 

8.2 Ensure employee awareness 
against disclosure of sensitive 
data 

0.5 0.0631 
T21- Amendments to Guiding 

Principles 

8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.5 0.0596 

0.1111 
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1.1 Develop a management team 
that leads by example 0.7 0.0418 

8.1 Emphasize importance of data 
privacy 0.7 0.0578 

8.2 Ensure employee awareness 
against disclosure of sensitive 
data 

0.7 0.0631 
T22 - Amendments to Code of 
Business Conduct and Ethics 

8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.7 0.0596 

0.1556 

T23 - Written in Job 
Descriptions 

1.1 Develop a management team 
that leads by example 0.7 0.0418 0.0292 

T24 - Compensation/incentive 
programs designed to influence 
management teams leading by 

example 

1.1 Develop a management team 
that leads by example 0.7 0.0418 0.0292 

T25 -Empowerment Training 1.1 Develop a management team 
that leads by example 0.7 0.0418 0.0292 

1.2 Ensure confidence/comfort 
level in using computers 0.7 0.0418 

1.4 Ensure employees have 
adequate IT training 0.7 0.0680 

T26 - IT Training and 
development 

1.5 Ensure IT capability level of 
staff 0.7 0.0947 

0.1431 

1.2 Ensure confidence/comfort 
level in using computers 0.5 0.0418 T27 – Hire employees with 

adequate IT skills 1.5 Ensure IT capability level of 
staff 0.5 0.0947 

0.0682 

T28 - Standardized computer 
platforms 

1.2 Ensure confidence/comfort 
level in using computers 0.5 0.0418 0.0209 

T29 - Compensation programs 
aligned with company values 

1.3 Create legitimate 
opportunities for financial gain 0.8 0.0524 0.0420 

T30 - Recognition programs 1.3 Create legitimate 
opportunities for financial gain 0.3 0.0524 0.0157 

T31 - Goals and incentives tied 
to job descriptions and 

performance 

1.3 Create legitimate 
opportunities for financial gain 0.7 0.0524 0.0367 

1.4 Ensure employees have 
adequate IT training 0.5 0.0680 T32 - Skills assessments and 

performance evaluations 1.5 Ensure IT capability level of 
staff 0.8 0.0947 

0.1097 

1.4 Ensure employees have 
adequate IT training 0.7 0.0680 T33 - Individual development 

plans 1.5 Ensure IT capability level of 
staff 0.7 0.0947 

0.1139 

T34 - Budget for Training 1.4 Ensure employees have 
adequate IT training 0.7 0.0680 0.0476 
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7.1 Understand the expected use 
of available information and its 
relation to individual business 
processes 

0.7 0.3271 

7.3 Ensure that appropriate 
organizational controls are in 
place 

0.7 0.1573 
T35 - Process design training 

7.2 Develop procedures for 
managing changes to business 
processes 

0.7 0.0649 

0.3845 

T36 - Document and make 
known business processes 

7.1 Understand the expected use 
of available information and its 
relation to individual business 
processes 

0.5 0.3271 0.1636 

T37 -Create and make known 
information classification 

standards 

7.1 Understand the expected use 
of available information and its 
relation to individual business 
processes 

0.5 0.3271 0.1636 

T38 - Create and manage a 
business process improvement 

program 

7.2 Develop procedures for 
managing changes to business 
processes 

0.7 0.0649 0.0454 

T39 - Create and adhere to 
business process 

maturity/lifecycle model 

7.2 Develop procedures for 
managing changes to business 
processes 

0.7 0.0649 0.0454 

T40 - Risk assessment 
activities 

7.3 Ensure that appropriate 
organizational controls are in 
place 

0.7 0.1573 0.1101 

T41 - Periodic review of 
business process improvement 

program 

7.3 Ensure that appropriate 
organizational controls are in 
place 

0.7 0.1573 0.1101 

T42 -Executive management 
oversight 

7.3 Ensure that appropriate 
organizational controls are in 
place 

0.7 0.1573 0.1101 

8.1 Emphasize importance of data 
privacy 0.7 0.0578 

8.2 Ensure employee awareness 
against disclosure of sensitive 
data 

0.7 0.0631 T43 - Amendments to 
Employee Manual 

8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.7 0.0596 

0.1263 

8.2 Ensure employee awareness 
against disclosure of sensitive 
data 

0.5 0.0631 

8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.5 0.0596 
T44 - Posters in the coffee 

room 

8.1 Emphasize importance of data 
privacy 0.5 0.0578 

0.0902 
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8.2 Ensure employee awareness 
against disclosure of sensitive 
data 

0.9 0.0631 T45 – Nondisclosure 
agreement with repercussions 

 8.3 Ensure employees understand 
the repercussions of disclosing 
sensitive data 

0.9 0.0596 

0.1104 

T46 - Privacy officer 8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0524 0.0367 

T47 - Incident response team 8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0524 0.0367 

T48 - Periodic review of public 
information 

8.5 Ensure adequate management 
oversight of privacy issues 0.5 0.0524 0.0262 

T49 - Oversee Privacy aspects 
of Security Awareness 

Training 

8.5 Ensure adequate management 
oversight of privacy issues 0.7 0.0524 0.0367 
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Table E.5:  Sensitivity Analysis:  Calculations for 100% Social 
 

100% Social 

Task Impacts Sub-Objective Score 
vi(xi) 

Adjusted 
Global 
Weight 

(wi) 

Final 
Score 
Σ wi * 
vi(xi) 

2.1 Create an environment that 
promotes contribution 0.5 0.0542 

2.2 Instill high levels of morale 0.7 0.0542 
2.3 Increase/maintain pride in the 
organization 0.7 0.0542 

2.4 Develop and maintain a 
motivated workforce 0.5 0.0542 

3.1 Create an environment that 
makes it ok to report unethical 
behavior (whistle blowing) 

0.5 0.0585 

3.2 Instill professional-based work 
ethics 0.7 0.0964 

3.3 Create an environment that 
promotes organizational loyalty 0.5 0.0440 

5.1 Maximize employee integrity in 
the company 0.5 0.1182 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.0473 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.0473 

5.4 Minimize temptation to use 
information for personal benefit 0.5 0.0709 

9.1 Create an environment that 
empowers employees 0.5 0.0564 

9.2 Create an environment that 
promotes respect 0.7 0.0564 

T21- Amendments to 
Guiding Principles 

9.3 Create an environment that 
promotes individual reliability 0.3 0.0564 

0.4846 
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3.1 Create an environment that 
makes it ok to report unethical 
behavior (whistle blowing) 

0.6 0.0585 

3.2 Instill professional-based work 
ethics 0.5 0.0964 

5.1 Maximize employee integrity in 
the company 0.5 0.1182 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.0473 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.0473 

5.4 Minimize temptation to use 
information for personal benefit 0.5 0.0709 

9.2 Create an environment that 
promotes respect 0.7 0.0564 

T22 - Amendments to Code 
of Business Conduct and 

Ethics 

9.3 Create an environment that 
promotes individual reliability 0.3 0.0564 

0.2909 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.7 0.0473 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.0473 
T45 – Nondisclosure 

agreement with 
repercussions 

5.4 Minimize temptation to use 
information for personal benefit 0.7 0.0709 

0.1158 

2.1 Create an environment that 
promotes contribution 0.9 0.0542 

2.2 Instill high levels of morale 0.9 0.0542 
2.3 Increase/maintain pride in the 
organization 0.7 0.0542 

2.4 Develop and maintain a 
motivated workforce 0.5 0.0542 

3.3 Create an environment that 
promotes organizational loyalty 0.5 0.0440 

5.1 Maximize employee integrity in 
the company 0.5 0.1182 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.0473 

9.1 Create an environment that 
empowers employees 0.9 0.0564 

T50 - Authority delegation 
(written document for 

empowerment ) 

9.2 Create an environment that 
promotes respect 0.7 0.0564 

0.3575 
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2.1 Create an environment that 
promotes contribution 0.9 0.0542 

2.2 Instill high levels of morale 0.8 0.0542 
2.3 Increase/maintain pride in the 
organization 0.7 0.0542 

2.4 Develop and maintain a 
motivated workforce 0.5 0.0542 

3.3 Create an environment that 
promotes organizational loyalty 0.7 0.0440 

5.1 Maximize employee integrity in 
the company 0.5 0.1182 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.0473 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.0473 

5.4 Minimize temptation to use 
information for personal benefit 0.5 0.0709 

9.1 Create an environment that 
empowers employees 0.7 0.0564 

T51 - Compensation and 
incentives tied to 

performance 

9.3 Create an environment that 
promotes individual reliability 0.6 0.0564 

0.4125 

2.1 Create an environment that 
promotes contribution 0.7 0.0542 

2.2 Instill high levels of morale 0.8 0.0542 
2.3 Increase/maintain pride in the 
organization 0.7 0.0542 

2.4 Develop and maintain a 
motivated workforce 0.9 0.0542 

3.3 Create an environment that 
promotes organizational loyalty 0.7 0.0440 

5.1 Maximize employee integrity in 
the company 0.7 0.1182 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.7 0.0473 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.8 0.0473 

T52 - Rewards program 

9.3 Create an environment that 
promotes individual reliability 0.7 0.0564 

0.3919 
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2.1 Create an environment that 
promotes contribution 0.5 0.0542 

2.2 Instill high levels of morale 0.7 0.0542 
2.3 Increase/maintain pride in the 
organization 0.5 0.0542 

2.4 Develop and maintain a 
motivated workforce 0.8 0.0542 

3.3 Create an environment that 
promotes organizational loyalty 0.3 0.0440 

5.1 Maximize employee integrity in 
the company 0.5 0.1182 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.4 0.0473 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.5 0.0473 

9.1 Create an environment that 
empowers employees 0.5 0.0564 

T53 – Well-defined career 
paths 

9.3 Create an environment that 
promotes individual reliability 0.7 0.0564 

0.3179 

2.1 Create an environment that 
promotes contribution 0.7 0.0542 

2.2 Instill high levels of morale 0.5 0.0542 
2.3 Increase/maintain pride in the 
organization 0.5 0.0542 

2.4 Develop and maintain a 
motivated workforce 0.7 0.0542 

3.3 Create an environment that 
promotes organizational loyalty 0.3 0.0440 

5.1 Maximize employee integrity in 
the company 0.7 0.1182 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.0473 

9.1 Create an environment that 
empowers employees 0.5 0.0564 

T54 - Open communication 
policy 

9.2 Create an environment that 
promotes respect 0.5 0.0564 

0.3060 
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2.1 Create an environment that 
promotes contribution 0.7 0.0542 

2.2 Instill high levels of morale 0.7 0.0542 
2.3 Increase/maintain pride in the 
organization 0.7 0.0542 

2.4 Develop and maintain a 
motivated workforce 0.8 0.0542 

3.3 Create an environment that 
promotes organizational loyalty 0.5 0.0440 

5.1 Maximize employee integrity in 
the company 0.5 0.1182 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.5 0.0473 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.7 0.0473 

5.4 Minimize temptation to use 
information for personal benefit 0.5 0.0709 

T55 - 
Contribution/matching 

program 

9.3 Create an environment that 
promotes individual reliability 0.7 0.0564 

0.3699 

2.1 Create an environment that 
promotes contribution 0.7 0.0542 

2.4 Develop and maintain a 
motivated workforce 0.5 0.0542 

3.3 Create an environment that 
promotes organizational loyalty 0.5 0.0440 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.3 0.0473 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.5 0.0473 

9.2 Create an environment that 
promotes respect 0.8 0.0564 

2.2 Instill high levels of morale 0.5 0.0542 

T56 - Teambuilding 
Exercises 

2.3 Increase/maintain pride in the 
organization 0.7 0.0542 

0.2349 
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2.1 Create an environment that 
promotes contribution 0.5 0.0542 

2.2 Instill high levels of morale 0.6 0.0542 
2.3 Increase/maintain pride in the 
organization 0.6 0.0542 

2.4 Develop and maintain a 
motivated workforce 0.8 0.0542 

3.3 Create an environment that 
promotes organizational loyalty 0.7 0.0440 

5.1 Maximize employee integrity in 
the company 0.8 0.1182 

5.2 Create a desire to not jeopardize 
the reputation of the company 0.3 0.0473 

5.3 Create an environment that 
promotes the organization’s best 
interests rather than personal gain 

0.5 0.0473 

9.1 Create an environment that 
empowers employees 0.8 0.0564 

T57 - Provide training and 
development programs for 

career advancement 

9.3 Create an environment that 
promotes individual reliability 0.8 0.0564 

0.3888 

T58 – Ethics Hotline 
3.1 Create an environment that 
makes it ok to report unethical 
behavior (whistle blowing) 

0.9 0.0585 0.0527 

T59 - Policy of no 
retaliation to employees 

who report suspected issues 

3.1 Create an environment that 
makes it ok to report unethical 
behavior (whistle blowing) 

0.7 0.0585 0.0410 

T60 - Hiring policies 
(background and credit 

checks) 

3.2 Instill professional-based work 
ethics 0.7 0.0964 0.0419 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.9 0.0465 

T61 - Chief Ethics Officer 
3.4 Ensure adequate management 
oversight of developing and 
sustaining an ethical environment 

0.8 0.0851 

0.1355 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.8 0.0465 

T62 - Ethics Committee 
3.4 Ensure adequate management 
oversight of developing and 
sustaining an ethical environment 

0.8 0.0851 

0.1053 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.8 0.0465 T63 - Ethics officer reports 
to the board or audit 

committee 3.4 Ensure adequate management 
oversight of developing and 
sustaining an ethical environment 

0.7 0.0851 

0.0968 
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9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.8 0.0465 T64 - Periodic ethics 
questionnaires of 

employees 3.4 Ensure adequate management 
oversight of developing and 
sustaining an ethical environment 

0.7 0.0851 

0.0968 

T65 - Employees reaffirm 
(written test) ethics policy 

on a periodic basis 

3.4 Ensure adequate management 
oversight of developing and 
sustaining an ethical environment 

0.7 0.0851 0.0596 

T66 - Performance 
management including 

upward feedback 

9.2 Create an environment that 
promotes respect 0.8 0.0564 0.0451 

T67 - Performance 
evaluations 

9.3 Create an environment that 
promotes individual reliability 0.8 0.0564 0.0451 

T68 - Budget/Financial 
reviews 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.7 0.0465 0.0326 

T69 - Board and Audit 
Committee periodic review 

of business plans 

9.4 Ensure adequate management 
oversight of organizational integrity 
issues 

0.8 0.0465 0.0372 

 

 



www.manaraa.com

   289  

Vita 
 
Jeffrey L. May was born on April 20, 1970 in Dayton, Ohio.  He graduated from 
Trotwood Madison High School in Trotwood, Ohio in 1988.  He received his BS in 
Mechanical Engineering from Wright State University in Dayton, Ohio in 1993 and 
graduated Summa Cum Laude. He then received his MS in Environmental Engineering 
from Virginia Tech in Blacksburg, Virginia in 1996 and an MS is Information Systems 
from Virginia Commonwealth University in Richmond, Virginia in 2003.  
 
Jeffrey May is currently a faculty member at James Madison University in Harrisonburg, 
Virginia where he has been employed since 2007.  Previously, he was a collateral faculty 
member and doctoral candidate in the Department of Information Systems at Virginia 
Commonwealth University in Richmond, Virginia.  He had been teaching at VCU since 
2000.  Before 2000, he worked both as a pilot plant engineer and account manager. 
 
Since 2000, he has taught over 50 classes, such as Computer Programming and Design, 
Introduction to IS, and Business Statistics and consistently has been evaluated as one of 
the top instructors at both VCU and JMU.  His teaching interests include computer 
programming, systems analysis and design, database, and various other (IS) related topics 
along with decision analysis and statistics.  His main goal in teaching is to provide his 
students with the ability to problem solve given various decision domains. 
 
His research interests focus on organizational IS security.  He believes that IS security 
consists of both technical and socio-organizational constructs and desires to create a 
program of research that will provide a consistent means for evaluating an organization’s 
security in this context along with creating better IS security theories.  Specifically, his 
future research will consist of developing multi-objective decision analysis models and 
auditing tools for evaluating and thus maximizing organizational IS security across 
various industry segments.  Additionally, he is interested in applying decision analysis 
techniques to other IS-related topics and is also interested in Semiotics as it applies to 
problem solving. 
 
His past publications include: 
 
May, J. and Dhillon, G. (2007). “Investigating the Development of a Multi-objective 
Decision Model that Seeks to Generate Informed Alternatives for Maximizing IS 
Security within an Organization,” AMCIS 2007, Keystone, Colorado. 
 
May, J. and Dhillon, G. (2007).  “An Analysis of the Fundamental Objectives of IS 
Security: Directions for Future Research,” in Proceedings of the 6th Annual Security 
Conference, April 11-12, 2007, Las Vegas, NV. 
 

 



www.manaraa.com

   290  

 

Dhillon, G. and May, J. (2006).  “Interpreting Security in Human-Computer Interactions: 
A Semiotic Analysis,” in Human-Computer Interactions and Management Information 
Systems Foundations, Ping Zhang & Dennis Galletta (Teds T), M. E. Sharpe, Inc. 
 
May, J. and Randall, C. (1996). “Investigating Bioremediation in Upflow Reactors Using 
Advanced Techniques (Biostyr),” WEFTEC '96: Proceedings of the 69th Annual 
Conference and Exposition of the Water Environment Federation, Dallas, TX, October 5-
9, 1996. 
 
May. J. and Hankey, W.  (1993). “Investigating Aircraft Spin for the Stealth Bomber and 
F16,” Presented at the First Annual Ohio Space Grant Consortium (OSGC), Ohio 
Aerospace Institute, Cleveland, OH, April, 1993.  Voted as best undergraduate research 
in the field of Aerospace Engineering in Ohio for 1993. 

 


	Developing a Multi-Objective Decision Model for Maximizing IS Security within an Organization
	Downloaded from

	Table of Contents
	List of Tables
	List of Figures
	List of Acronyms and Reoccuring Names
	1.1  Introduction
	1.2  Definitions
	1.2.1  Information System
	1.2.2  Information Systems Security
	1.2.3  Value-Focused Thinking

	1.3  Research Problem and Objective
	1.4  Research Questions
	1.5  Outline of Chapters
	2.1  Introduction
	2.2  Current State of IS Security
	2.2.1  Checklists
	2.2.2  Risk Management
	2.2.3  Formal Methods
	2.2.4  Soft Approaches

	2.3  Dhillon and Torkzadeh’s (2006) Theoretical Framework
	2.4  Analyzing the Fundamental and Means Objectives for IS S
	Categorizing the Fundamental Objectives
	Technical Constructs
	Socio-organizational Constructs

	2.5  Summary
	3.1  Introduction
	3.2  What are Values and How Do They Drive Decisions?
	3.3  VFT Methodology
	3.3.1  Step 1 – Recognize a Decision Problem
	3.3.2  Step 2 - Create Amended Value Hierarchy
	3.3.3  Step 3 - Develop Evaluation Measures
	3.3.4  Step 4 - Develop Value Functions
	3.3.5  Step 5 – Weight the Value Hierarchy
	3.3.6  Step 6 - Generate Alternatives
	3.3.7  Step 7 – Score the Alternatives
	3.3.8 Step 8 - Perform Deterministic Analysis
	3.3.9  Steps 9 and 10 - Sensitivity Analysis, Final Recommen

	3.4  Summary
	4.1  Introduction
	4.2  Organization and Respondent Profile
	4.2.1  Respondent Profile

	4.3  Value Hierarchy, Evaluation Measures, and Value Functions
	4.3.1  Maximize IT Competence
	4.3.2  Promote Employee Development and Management Practices
	4.3.3  Develop and Sustain an Ethical Environment
	4.3.4  Maximize Access Control
	4.3.5  Promote Individual Work Ethic
	4.3.6  Maximize Data Integrity
	4.3.7  Enhance Integrity of Business Processes
	4.3.7  Maximize Privacy
	4.3.9  Maximize Organizational Integrity

	4.4  Weights
	4.5  Generate and Score Alternatives (Tasks)
	4.5.1  Technical Objectives
	4.5.2  Socio-Technical Objectives
	4.5.3  Social Objectives

	4.6  Summary
	5.1  Introduction
	5.2  Deterministic Analysis
	5.3  Sensitivity Analysis
	5.4  Recommendations
	6.1 Introduction
	6.2 Summary of Key Concepts and Contributions
	6.3  Research Limitations
	6.4  Directions for Future Research
	Meeting 1 - Introduction
	Meeting 2 - Value Hierarchy, Evaluation Measures, and Value 
	Meeting 3 - Value Hierarchy, Evaluation Measures, and Value 
	Meeting 4 - Value Hierarchy, Evaluation Measures, and Value 
	Meeting 5 - Value Functions
	Meeting 6 - Weights
	Meeting 7 - Weights
	Meeting 8 – Generating Tasks
	Meeting 9 – Scoring Tasks
	Maximize IT Competence
	Promote Employee Development and Management Practices
	Develop and Sustain an Ethical Environment
	Maximize Access Control
	Promote Individual Work Ethic
	Maximize Data Integrity
	Enhance Integrity of Business Processes
	Maximize Privacy
	Maximize Organizational Integrity
	Calculations and Final Scores for the 69 Value-driven Tasks
	69 Value-driven Tasks by Rank
	Calculations for Sensitivity Analysis

	Vita

